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© " Abstract

Iaudio convenient, and the development of multimedia editing software has made audio

Iediting and modification progressively easier. Therefore, 1t 1s essential to ensure the

authenticity and
Fludio tampering, but existing detection methods suffer from low accuracy and poor

robustness. To address this issue, we propose a detection method for audio copy-move

extracted from the suspect byte pair. Finall

detection. The experimental results show t

with high efficiency.

The popularity of portable recording equipment has made the acquisition of digital

| integrity of digital media files. Copy-move forgery 1s a prevalent form of

the syllables 1n the voiced part of the speech signal. Then, the STPSD features are
y, the content matching algorithm 1s used for
nat the proposed algorithm can resist all kinds of

common attacks reliably, and can accurately locate copied and moved forged syllables,

forgery based on short-time power spectral density (STPSD). Specifically, we first separatel

Methodology

I To improve the accuracy and robustness of audio tamper detection, we focus on

extracting common audio features from real audio. As shown in Figure 2, STPSD

“Beijing Key Laboratory of Advanced Information Science and Network Technology,Beijing, China

Motivation

» Since the 21st century, digital technology's rapid advance has facilitated faster
information dissemination. Digital recordings have become pivotal in evidence
collection. However, the manipulation of audio clips using editing tools can alter the
original meaning of recordings, which may have adverse societal implications.
Consequently, the development of an efficient method to detect digital audio copy-
move forgeries 1s crucial for audio forensics. The copy and paste tamper detection
process 1s shown 1n Figure 1.

» Most of the existing copy-move detection methods have low detection efficiency and
poor audio robustness for post-processing operations.
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Figure 1 Audio copy-paste tamper detection common process.
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Experiments
Speech Proposed Pitch|17] Formant|18]
Accuracy | Precision | Recall | Accuracy | Precision | Recall | Accuracy | Precision | Recall
No attack 97.1% 100.0% 96.8% 78.1% 77.9% 78.5% 70.0% 99.0% 67.0%
Adl%ggse 93.6% | 98.7% | 872% | 751% | 73.0% | 79.9% | 68.5% | 92.1% | 64.2%
Add nOise 0 0 0 0 0 0 0 0 0
30dB 98.2% 99.6% 96.4% 79.2% 78.6% 80.1% 90.1% 92.2% 87.7%
I |
Resample 8k 67.7% 90.5% 85.4% 79.5% 78.4% 81.6% 80.1% 90.2% 65.7% | !
I | | I
Resample 48k 76.4% 89.3% 75.9% 78.3% 80.9% 74.1% 74.4% 93.2% 75.8% 1 1 I 1

Table 1 Performance comparison of proposed method with [17] and [18]

Bold values indicate best performance.

(a) Ground truth (b) Location result

Table 2 The positioning visualization of the copy-move forgery audio.



