
Abstract
The hyper-realism of images generated by diffusion models has become 

increasingly impressive, making it difficult for humans to distinguish between 

AI-generated and real images. Most existing detectors rely on extracting artifacts 

inherent in the process of creating fake images, often ignoring the unique 

fingerprints left behind when real images are captured. It has been observed that 

real images exhibit a distinctive pattern noise known as Photo Response Non-

Uniformity (PRNU). Based on this consideration, in this study, an Al-generated 

image detection method based on PRNU is proposed. Specifically, by combining 

PRNU features with original image features, we effectively capture the intrinsic 

noise patterns in real images and then train a classification network. Experimental 

results on 11 generative models demonstrate the practical effectiveness of this 

method in detecting AI-generated images. 

Photo Response Non-Uniformity Based AI-Generated Image Detection
Kaifeng Wu!,#, XiaolongLi!,#

¹ Institute of Information Science,Beijing Jiaotong University,Beijing,China
²Beijing Key Laboratory of Advanced Information Science and Network Technology,Beijing,China

Motivation

Ø The rapid development of AI-generated image technology in recent years, especially 
the rise of diffusion modeling, has led to an unprecedented level of realism in AI-
generated images, and it is difficult for the human eye and traditional methods to 
distinguish between the generated image and the real image as shown in Figure 1.

Ø Most of the existing detection methods rely on identifying artifacts or specific 
patterns in the process of generating an image, but these methods tend to have weak 
generalization capabilities in the face of new generative models.

To improve the generalization of AI-generated image detection, we focus on 

extracting general features from real images. As shown in Figure. 2, a detection 

framework is developed by combining the PRNU features with the original image 

features. 

Figure 1 Real images and AI-generated images are hard to distinguish.
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Figure 2 The proposed framework. 
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1.First perform a four-level wavelet decomposition on each channel image 𝐼!, 
decomposing the image into sub-bands of different frequency ranges,
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2.Adaptive wiener filtering to the high-frequency detail coefficients to remove non-
uniform noise and preserve PRNU features, 
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3.The wavelet coefficients processed by Wiener filtering are then used to recon-
struct the image by inverse wavelet transform, yielding the initial noise residual𝑊!, 
which retains the noise components associated with PRNU, 
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4.The combined noise residual W is then zero mean normalized to remove the 
global mean while retaining the local PRNU features, 
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5.Fast Fourier Transform (FFT) is applied to the zero-mean normalized 𝑊,- and 
Wiener filtering in the frequency domain, 
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6.Next, the inverse Fast Fourier Transform (IFFT) is performed to obtain the PRNU 
features after filtering in the frequency domain, 

𝐾 = 𝐼𝐹𝐹𝑇 𝑊0.213435

PRNU Extractor

Table 1 Evaluation results of different algorithms across on different test datasets. ACC indicates accuracy, AP indicates 
average precision. Bold values indicate best performance.
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Table 2 Detection accuracy (average of various test datasets) over 
distorted images. the black body means the best.
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