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Cloud-EDA:a PaaS Platform Architecture and
Application Development for IC Design&Test

Chenlong Man*, Zaifeng Shi**, Zehao Xu', Yong
Zong', Ke Pang*

1School of Electronic Information Engineering, Tianjin
University, Tianjin, P.R. China
Email: shizaifeng@tju.edu.cn

Abstract—IC industry has made great progress in the recent
years. However, restricted by the funds and budget, resources of
IC design and test are imbalanced. This paper describes an
architecture of Cloud-EDA Platform based on Cloud Computing,
which is the most popular topic of the internet and IT industry
for its high flexibility and low cost. According to the proposed
architecture, we design the prototype of Cloud-EDA Platform
and develop an application of test-pattern-conversion, which
demonstrate that cloud computing can be combined with IC
industry to enable ordinary users, app developers and EDA
vendors to achieve a win-win-win result.

Keywords—Cloud Platform;IC Design;Auto Test Equipment;
PaaS

l. INTRODUCTION

With the development of Integrated Circuits (IC), the chip
size is much bigger and the logic is much more complex. The
lackness of essential equipment gradually become the
bottleneck in IC design, especially for small and medium-sized
companies who have no ability to build strong servers or
hardware acceleration simulation equipment. Besides, the
existing commercial Electronic Design Automation (EDA)
software is various and expensive, the acquisition of EDA
software is also a big restriction for small and medium-sized
companies. In contrast, the hardware and software purchased
by some big companies cannot be fully utilized, parts of
equipment is vacant, which causes great waste of resources. In
terms of IC test, the rapid growth of design scale and
complexity causes an exponential increase in the workload of
verification and test for these designs [1], which in turn is
driving more investment in the hardware (e.g., automatic test
equipment, servers), software (e.g., TetraMAX, EDA tools)
and other cost, including hardware obsolescence, electricity
cooling, management, networking, physical space, back-ups,
etc.

During the process of IC test and verification, it is difficult
for test engineers to generate a valid test pattern named
automatic test pattern (atp) to perform in the Automatic Test
Equipment (ATE), including scan and functional test. Usually,
many IC design simulation tools output Value Change Dump
(VCD) format or Waveform Generation Language (WGL)
format as functional simulation. However, the VCD format is
not a good representation of the required test pattern for test
equipment, because it is “time-based” in nature and is quite
difficult to be converted into the “cycle-based” test pattern for
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chip testing purpose. The “tailoring” of VCD file is a common
nightmare experience to test engineers. Often, engineers
require some additional tools, for example TetraMAX, to
generate the required test pattern from previous VCD files.
TetraMAX is an automatic test pattern generation tool provided
by Synopsys, and one of its function is to generate atp file from
the simulation tools. However, the rent of TetraMAX is
expensive, especially for college teachers and students.

Cloud computing is a service and information acquisition
mode based on internet, which enjoys great popularity among
the internet and Information Technology (IT) industry in recent
years. Through cloud computing, the shared hardware and
software resources can be offered to required individuals or
companies. Generally, Cloud computing services can be
divided into three different kinds of models: Infrastructure-as-
a-Service (laaS), Platform-as-a-Service (PaaS) and Software-
as-a-Service (SaaS) [2]. With these available computing
services, a cloud platform is capable of providing diverse
services for users [3]. In terms of its characteristics, cloud
computing is no longer a nomenclature in the field of IT, many
governments and enterprises have already started to develop
public clouds, private clouds and mixed clouds. Google cloud
provides java / Python runtime platform and data storage
interfaces [4]. Azure services platform released by Microsoft
provides an online development, storage and service escrow
environment based on Windows series products. Besides, cloud
computing has been widely used in the field of communication
[5], medical treatment [6], manufacturing industry [7], etc. In
[8], an architecture of Web-EDA system based on cloud
computing is proposed. However, this platform is a kind of
SaaS platform which provides access to partial EDA servers
and special applications to ordinary users without strong
flexibility.

This paper describes a PaaS platform of Cloud-EDA for IC
design and test, the rest of the paper is organized as follows.
Section 1l describes the architecture and the hierarchical
structure of this platform. Section Il shows the development
process of a test-pattern-conversion app based on the prototype
of this platform and displays the workflow of chip test process.
The results and analysis of this platform are presented in
Section IV. And the Section V concludes this paper.

Changchun, CHINA



Il.  ARCHITECTURE OF CLOUD-EDA PLATFORM

The cloud mode brings a new method of delivering
resources more efficient and more economical. The Cloud-
EDA Platform is based on this model, on the top level, offering
Platform-as-a-Service (PaaS) as the service delivery model to
the clients, on the bottom level, connecting with several EDA
servers, ATE, etc. and providing hardware to developers or
users on demand via the Internet.

Fig.1. shows the architecture of the Cloud-EDA Platform
consisting of ordinary users, app developers, ATE providers,
EDA service providers. The manager of cloud resources
negotiates with the EDA service providers or ATE providers,
such as EDA vendors, some big companies and IC design
industrial centers, to provide hardware equipment as
infrastructure. The developers contain with small and medium
companies, individual person, etc. And they have partial rights
to gain access to application development environment. Their
applications are hosted in the cloud platform, and can be
executed in its runtime environment. Ordinary users can get
these applications from the App Store with a pay-per-use
charging scheme or get the rights to use hardware equipment or
software in pay-as-you-go cost model. Besides, it is the
manager’s responsible to make user management, app runtime
management, payment management, storage management,
external hardware management, etc.

> | .. 1]
/ L
=/ i

\’“’iDeVGbpers IC Design &Test
1 Cloud PIatform/

« /\AutoTest/qu\lann\tj\ /

Fig. 1. Architecture of Cloud-EDA Platform

The hierarchy layered design of this Cloud Platform is
shown in Fig.2. The Infrastructure-as-a-Service (laaS) layer
consists of various hardware and software, such as EDA
servers, ATE, database, instruments and acceleration
simulation equipment. Besides, the outsourced cloud resources
will be employed if the local resources are insufficient. Above
infrastructure level, there is a data center managing,
configuring, and monitoring the hardware, database, and
software resources virtually. To make the platform more
generic and more efficient, The laaS has to meet following
requirements, such as practicability, high capacity, easy to
configuration, security and so on.

Task L
End-users @ :>|:|<:: " as g
anagement | &
Information Manager Ul of AppStore 2| }
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Fig. 2. The hierarchy layered disign of Cloud-EDA Platform

PaasS is situated on a higher level within the Cloud platform
hierarchy. To avoid disturbing the developers with matters of
allocation, the applications are executed in data center.
Meanwhile, developers have to handle some constraints that
the environment imposes on their application design at the cost
of convenience.

- Developer Information H Security
Developer Management Management
Managemen Multi- developer Intervene Payment
Management Management
App Runtime Performance Analyses
Management Management
Deyeloguizne Database Storage Functional Simulation
Environment Management Management

s
Submit to be
Developed PaaS

Fig. 3. Architecture of PaaS layer

The PaaS is a web application hosting service, allowing for
development and deployment of web-based applications within
a pre-defined runtime environment, as shown in Fig.3. The
primary users of this layer are the developers of this platform,
e.g. application develop companies and individual person fond
of application development. It offers a developer management
system to get access to Integrated Development Environment
(IDE) to develop applications relating to IC design and test.
The developer management part provides management of
developer information, developer security, multi-developer
intervene and payment. The IDE provides apps runtime
management, database storage management, performance
analyses and functional simulation. The runtime management
mainly supplies some Application Programming Interface
(API), such as API for apps to do 1/0, API for interface to
external hardware and software, API for user account enquiry,
API for collaboration, etc.

The most widely used among ordinary users is the SaaS
layer, users can directly visit the platform via browser to get
service, such as the temporary rights to use EDA server, ATE
or the apps provided by platform or developers in pay-as-you-
go mode.
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Fig. 4. Architecture of SaaS layer

Fig.4. shows the structure of SaaS layer, which consists of
user information management, user app management and user
hardware management. The user information management sub-
system mainly contains user’s ID identification management,
payment management, security management, etc. The user app
management provides users with authority to use the apps
supported by other developers or platform itself, including
monitoring and optimizing the process of apps’ executing. The
hardware management is responsible for operating an EDA
service or ATE and sending back the results of hardware to the
users and the managers of the platform.

I1l.  PROPOTYPE OF CLOUD-EDA PLATFORM AND
APPLICATION DEVELOPMENT

According to the hierarchical structure discussed, we
developed the prototype of this platform comprising of an EDA
server, a set of ATE, an application server and a network server,
as shown in Fig.5. The application server takes the task of
executing application in its runtime environment, operating the
EDA equipment, and returning feedback. The network
communicates with users, and the communication contains
presenting available apps for user, securing login for payment
gateway and conveying results to end-users. The EDA server
or ATE receives and executes commands from the main
application server.

i T pplication Excuting

[ Internet Environment

J
i/

5/ (s> (W

Users Network Server Application Server Outsourced Cloud

Fig. 5. Prototype architecture of IC Design&Test Cloud Platform

IC test and verification is gradually occupying more and
more important position in IC produce flow. In the early stage,
the scale of IC design is small and complexity is simple, the
test of chips or sub-system is quickly and not the limiting factor.
However, as the scale of IC gradually increasing and the
complexity of chip’s sub-system ascending, traditional test
method is not applicative and the Automatic Test Equipment
arises at the historic moment. The ATE is convenient and
efficient in testing chips, and it needs configuration files
named auto test pattern (atp) files to operate. Unfortunately,

many IC design simulation tools output other formats (e.g.,
VCD, WGL) of file rather than atp file, so some additional
tools are required to convert the original simulator outputs to
required atp format.

Based on proposed PaaS platform, we developed the
application of test-pattern-conversion. Firstly it extracts all
information in the WGL file and store it in a dynamically
created Waveform Database (WDB) with a propriety format.
And the database is manageable in a web-server environment,
the size of the test pattern, the use of CPU time and the
allocation of storage space are prescribed in advance. Overall,
the strategy of WDB is the key point of test-pattern-conversion
process. The second step of the pattern conversion is extracting
the WDB and re-generate the pattern according to the
specification of the target ATE. During such conversion, we
analyzed the restriction of different patterns and the format of
atp, and pay much attention on the edge information of the
waveform. The experiment have demonstrated that this app has
ideal functionality of converting the WGL file to atp file.

The workflow of chip auto test based on EDA-Cloud
platform is shown in Fig.6. After purchasing the test-pattern-
conversion app supplied by the platform. Users provide the
original 1C Design simulation tools output, e.g. VCD, eVCD,
WGL pattern files, then select the type of ATE (e.g. Teradyne
J750 or Verigy 93000) and launch the test equipment. After
that, the application server will execute the conversion program
(the gray background of workflow) and verify the converted
atp file until the result is accurate. After conversion verification,
the atp file will be transmitted to ATE, in which it will
experience the chip verification, the designed chips are proved
to be eligible if the verification is success, otherwise the chips
may have some defects.

original selection . conversion
conversion— s
output of ATE verification
reconversion N<_passed
f
N Y

¥

chip
assed o .
verification
Y
¥
complete

Fig. 6. Workflow of chip auto test system based on Cloud-EDA platform

IV. [IMPLEMENT FOR CLOUD-EDA PLATFORM AND RESULTS
ANALYSIS

Based on Google cloud computing platform, we
implemented the User Interface (Ul) of the Cloud-EDA App
Store and deployed the test-pattern-conversion app in App
Store.

The Ul of App Store is shown in Fig.7. Users can register
and login his personal account, change personal information,
browse service information (including the price and function of



ATE, EDA service, and apps), recharge his account and get
access to service. After authentication, the web server gets the
user roles and user permission, and then dynamically load the
accessible modules to users. In addition, the server monitors
the executing conditions of hardware and apps to ensure the
security of user’s data and the platform.

- ol B ErE- aRE MmN A NEHE U EEERLEDS

"s to . o )
mgmznin, Aoy Store (@) K % 2%

e

cloidedaduappcom 4

Fig. 7. The Ul of Cloud-EDA online App Store

With the development of IC industry, it gradually formed a
contradiction, on the one hand, big companies own masses of
software and hardware equipment with a low utilization rate
limited by peaks and valleys of business, on the other hand,
small and medium-sized companies don’t have enough funds to
purchase the expensive equipment or software licenses to
support their design or test. So we combined the cloud’s
flexibility and pay-as-you-go model with the rapidly

developing IC industry, and proposed the Cloud-EDA Platform.

Through this mode, big companies or famous EDA vendors
can serve their vacant equipment or products as infrastructure
of this platform, avoiding waste and getting some profits. For
app developers or small EDA vendors, they can advertise their
EDA tools or apps through this platform instead of a marketing
team. For ordinary users or small companies, they can get
service on demand without massive investment to purchase
infrastructure. Therefore, IC design and test Cloud-EDA
Platform presents a new win-win-win mode of IC industry.

V. CONCLUSIONS

To solve the imbalanced situation of IC industry, we have
proposed a Cloud-EDA Platform of IC design and test based
on the characteristic of cloud computing in this paper.

Firstly, we introduced the dilemma of small and medium-
sized companies lacking the essential equipment or software
in IC design and test. Then we discussed the potential of
combining cloud computing with IC design and test.

Secondly, we described the framework of Cloud-EDA
platform and the hierarchy layered structure of the platform,
including laaS layer, PssS layer and SaaS layer.

Then we developed the test-pattern-conversion application
employed in App Store based on the prototype of this platform.
The workflow of a chip test process by this App was proposed.

Finally, an Ul of App Store was proposed as a SaaS of this
Cloud-EDA platform based on Google cloud platform, to
demonstrate that the cloud platform can be used in rapidly
developing IC industry with its flexible and pay-as-you-go
merit. In the future, we will focus on multi-server parallel
computing and the optimization of user Ul.
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Task Allocation Strategy Based on Improved
Quad-tree 1n the Cloud

Guobin Lan
Lab center, Jiujiang university, Jiujiang, China

Abstract—To make full use of the scattered resources in cloud
network, this paper proposes an improved quad-tree based cloud
computing task allocation strategy on the basis of traditional
allocation strategy. The strategy makes effectively use of the
temporary network nodes in cloud web by creating a parallel
computing model based on improved quad-tree. In the model, a
pointer to the next brother node is added to every intermediate
node, effectively reducing the task allocations workload of the
root node. The simulation results show that the proposed strategy
presents good computing performance and high stability.

Index Terms—task allocation strategy; quad-tree; cloud com-
puting

I. INTRODUCTION

Cloud computing is generally accepted as the main trend
of calculation development. Through the full use of network
computing and network storage, collaborative work and re-
source sharing of all the computing and storage resources over
large areas is achieved by cloud computing. Cloud computing
has the advantages of high efficiency and low cost and the
increasing scale of cloud computing also makes the distributed
computation of some very large scale data possible.

In recent yearstask allocation strategy in distributed envi-
ronment has developed rapidly. Ref [1], [2], and [3] adopt
ant colony algorithm and improved algorithm for the purpose
of improving the performance of task allocation strategy
through finding optimal resource allocation for each job in
network environment. Ref [4], [5] and [6] adopt heuristic task
scheduling strategy to implement priority scheduling through
some specific approaches (such as standard variance); further
more, Ref [5] also gives due consideration to the scheduling of
low-priority work on the basis of priority scheduling strategy.
Ref [7] and [8] use Directed Acyclic Graph (DAG) to describe
the processor in the cloud and adopt hierarchical processing
to the whole system, thus considerably alleviating the central
processor’s workload.

On the basis of DAG, this paper also uses an improved
quad-tree structure to describe the processors in the cloud.
Meanwhile, this paper constructs a cloud computing task
allocation model based on improved quad-tree structure. For
clouds of different scale, we can describe them by adjusting
the depth of the quad-tree.

Here are the major contributions of this paper: (1)

1) This paper proposes an improved quad-tree structure and
reduces the calculation amount of Root Note through
inserting an indicator pointing to the next brother struc-
ture in the intermediate node of traditional quad-tree
structure, thus improving the efficiency of Root Node.
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2) This paper discusses the task allocation model based on
improved quad-tree structure in detail.

II. IMPROVED QUADTREE STRUCTURE

Quad-tree structure is a commonly used data structure,
which features good convergence speed, higher computational
efficiency, etc. However, some problems still might arise from
the use of qual-tree structure. First of all, an error occurring to
one intermediate node of quad-tree may affect the whole quad-
tree structure and result in the reframing of quad-tree model.
Secondly, synchronous differences between the root node and
intermediate node may cause such scenario: prior to receiving
the data frames sent from the intermediate node, the root
node might have assigned some new computing tasks to the
intermediate node which is already in busy state. Thirdly, when
a mistake occurs at the leaf node (including net mistakes and
some irresistible natural error etc.), the task assumed by leaf
node must be redistributed by the root node, and consequently
affect the efficiency of the root node.

For the problem 1, it is agreed in this paper that temporary
node can only be used as leaf node. When errors occur at
temporary node for some reason, a new leaf node will be
selected from other temporary nodes by its parent node. In
this way, the possibility that the instability of leaf nodes may
lead to the instability of the whole quad-tree structure will be
eliminated.

For the problem 2, this paper inserts a pointer to the next
brother node in the same layer in the intermediate node (i.e.
the node apart from the root node and the leaf node), as
is shown in Figure 1. When a new task is allocated to the
intermediate node which is in busy condition, the task will be
directly transferred to a brother node. In order to prevent the
Root Node from entering infinite waiting caused by the endless
loop generated during the transfer process, this paper uses the
weighting method to automatically increase the priority value
of the computing task which is transferred to the brother node
from the intermediate node while it is in busy condition.

To address the problem 3, the strategy used in this paper
is sending redundant computing tasks. In order to make full
use of the computing resources in dedicated servers, the
intermediate node will merely allocate the received redundant
computing jobs to temporary node. Suppose that ()1 is a
random intermediate node and Q14 is 1’s son node, as well as
a temporary node and assume that the credibility of @ is PQi;-
Then the specific process of sending redundancy computing
tasks will be analyzed: (1)
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Fig. 1: Improved quad-tree for parallel computing

1) @, sends job; to Q14 and updates the temp attribute of
job;. Set it as PQ, > namely set jobi.temp=pg, ;

2) Judge whether job;.temp is equal to or larger than (The
value of R is based on past experience and it can
be adjusted in accordance with need). If the result is
yes, then finish the process of transferring redundant
computing job;; otherwise, turn to 3;

3) Send the redundant computing job (job;’) of job; to his
brother node (note it with @)5);

4) Q- send job;’ to his son node (note it with QQ24) and
update the temp attribute of the job;’. Set it as the sum
of and job;’.temp, namely set job;’.temp = job;’.temp
T PQoy’

5) Judge whether job;’.temp is equal to or larger than R .
If the result is yes, then finish the process of transferring
redundant computing job; otherwise, turn to 3.

From the process of transferring redundant computing job,
we draw a conclusion that the sum of the credibility of the son
nodes in the process must achieve formula (1). n means the
number of the son node. Therefore; in order to ensure that the
redundant computing tasks in the transferring process won’t
fall into death cycle, the value of n should be reasonably as
large as possible. This paper agreed that a temporary node
can be a leaf node only when its credibility is equal to or
larger than the threshold. Threshold values directly affect the
efficiency of the system; if the value is too small, there will be
too many redundant computing tasks to forward and the value
of n will be too large; if the value is too large, the purpose of
redundant calculation will not be achieved and the value of n
will be too small. So the threshold value shall be adjusted by
experience.

> o= Rn=123-. M
k=1
III. CLOUD COMPUTING TASK ALLOCATION
MODEL

The main goals for cloud computing task allocation are: (1)
improve the efficiency of task allocation, (2) make an effective
use of the scattered computing resources. In order to achieve
these two goals, this paper presents an improved protection
measure to maintain the stability of the quad-tree structure,
i.e. to ensure that the first two son nodes in each branch of
the quad-tree structure must be dedicated servers. Our whole

model includes three parts, Root Node, Center Node and Leaf
Node.

A. Related Concepts

Root Node: application server, located at the top of the
quad-tree structure and is responsible for receiving request
service from clients, returning the results of request to the
client, work reception, work division and work distribution,
etc.

Center Node: intermediate Node, made up of dedicated
servers. It’s main function is to receive task from the Root
Node, allocate the task to Leaf Node, feed back the completed
task information to Root Node, send and receive redundancy
computing tasks, and maintain the network of his son Nodes,
etc.;

Leaf Node: terminal node, including dedicated server nodes
and computing nodes formed by temporary nodes and mainly
responsible for calculation and returning the calculation re-
sults.

Task state table: the application server divides each of the
received job into several jobs, each of which maintains a state
table. The attributes of state table include task name, task id,
son node, task priority, task completion status, etc.;

Node credibility: the credibility of the node is determined
by Weibull distribution and the error rate within fixed time
interval. The specific calculation is shown in figure (2). In the
figure, A is the scale parameter, « is the shape parameter, and
to is a fixed time interval.

p(i) =1 =) {X%a[(jto +to)* = jtg ']} j = 1,2,3-
7=0
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Node attribute: Each node has seven attributes and they
can be expressed as Node (Id, Com_M,Com_C,p,FS,Next).
Among them, Id is the only identification of each node in the
cloud computing network; Com_M is the maximum calcula-
tion ability of the node and is determined by the hardware
performance; Com_C is the current calculation ability of the
node and is determined by current idle computing resources of
the node; p refers to the credibility of the node. In this paper,
it’s agreed that the node is dedicated server when p equals 1.
When p varies within the range of [pg, 1), it indicates that
the node is non-dedicated server, but can serve as leaf note;
when p is in the range of [0,pg), it indicates that the node
is non-dedicated server, and can’t serve as leaf note; F is the
father node of the node; S means son node; Next refers to next
brother node.

B. The Establishment of Cloud Computing Task Allocation
Model

Cloud computing model must be established before calcu-
lation. This section establishes cloud computing model on the
basis of quad-tree model. The depth of quad-tree is determined
by the number of the nodes in the network, while for the
convenience of discussion, the depth of quad-tree adopted in
this paper is 3.



The establishment of quad-tree based task allocation model
is the premise of task allocation. There are two questions
needed to be considered while establishing the task allocation
model. The first is to maintain the stability of the model, which
means that changes in temporary node shall not affect the
structure of quad-tree. The other is to try to make full use
of the computing resources in temporary node. The following
conventions are made for the abovementioned two problems:
1) among the four leaf nodes in the same branch, there must
be two or more server nodes; 2) when intermediate nodes
are allocating tasks to son nodes, redundant tasks should be
allocated to the next node if the target for allocation is a
temporary node.

The cloud computing task allocation model is established
in the formation of cloud computing network and the specific
establishment procedures are as follow:

Step 1 Root Node sends modeling broadcast to the cloud
computing network; the nodes having received this
broadcast should reply to Root Node;

Step 2 Root Node classifies all the received node packages
into two tables according to the value of p, i.e.
dedicated server and non-dedicated server, and then
gives a descending order to each table according to
the attribute of Com_C;

Step 3 select four values from the table of dedicated server
from top to bottom to be the son nodes of Root Node
and modify the attribute value of the four nodes;

Step 4 select nodes to be the son nodes of the above-
mentioned nodes in turn according to the depth
requirement of quad-tree;

Step 5 select two nodes from the table of dedicated server
nodes to be leaf nodes and select enough nodes from
the table of non-dedicated server nodes to be leaf
node;

IV. RESEARCH ON THE CLOUD COMPUTING TASK
ALLOCATION BASED ON IMPROVED QUAD-TREE

The three components of task allocation model have dif-
ferent functions. In order to better demonstrate cloud com-
puting task strategy that adopts quad-tree algorithm, we will
give a detailed description on the function and algorithm of
intermediate node. As a bridge between task transfer and
task allocation, intermediate node plays an important role. Its
functions include the following respects:

1) Network maintenance and network update; send network
maintenance packets to parent node and son nodes regularly.
When a leaf node changes, it should choose new leaf node
from corresponding node table and send a packet for network
update.

2) Task allocation. The tasks to be allocated include the
tasks allocated from Root Node and the redundant computing
tasks transferred from brother nodes. The former one has
the priority to be allocated to dedicated servers; however, it
needs to send redundant computing tasks if it is allocated to
temporary nodes. The latter one has the priority to be allocated

to temporary nodes, and it still needs to send redundant
computing task if it doesn’t meet the termination conditions.

3) Send redundant computing task, which includes two

parts. One part is the tasks forwarded due to the busy con-
dition of the node and the other part is redundant computing
conducted on the tasks which are allocated to temporary
nodes and fail to achieve termination conditions. For the
detailed description of task allocation and sending redundant
computing task, see algorithm 1, in which (1)

1) 1 intermediate node received a job;

2) 2-4, the task has the priority to be allocated to dedicated
servers if the job comes from the father node;

3) 5-7, in case the task queues of dedicated servers is full,
judge whether the queue of the temporary nodes is free
and allocate tasks to them if they are;

4) 8-11, judge whether the termination conditions are met.
If it is met, then task allocation is finished, otherwise it
should send a redundant computing task;

5) 12-16, if the task queue of temporary node is full, then
the task is weighed and sent to next brother node;

6) 17, the task comes from a brother node;

7) 18-19, if the task queue of temporary node is free, then
allocate the task;

8) 20-23, update the temp attribute of the task if the
termination conditions are not met, and send redundant
computing task at the same time;

9) 24-27, if the task queue of the temporary node is full,
then weigh the task and transfer it to next brother node;

10) 28-29, allocation finished

V. EXPERIMENT

In order to verify the superiority and feasibility of improved
quad-tree task allocation strategy, there are two simulation
experiments conducted in this section. The first experiment
makes a comparison between improved quad-tree task al-
location strategy and the similar algorithm, so as to verify
the validity of the algorithm; the other one is to verify the
algorithm’s contribution on improving the working efficiency
of the Root Node.

For the purpose of better comparison, the First Come First
Served (FCFS) task allocation strategy and ordinary quad-tree
based task allocation strategy (Quad-Tree) are introduced. The
main idea of FCFS is to allocate task to each node according
to the sequence of the task request. In ordinary quad-tree task
allocation strategy, there’s no pointer to the next brother node
in the intermediate nodes. For the sake of better discussion,
quad-tree adopts three-layered structure, with 16 leaf nodes.

In the simulation experiment, we first record the time
required for the three allocation strategies to complete different
task loads and the results are shown in figure 2. In the figure,
horizontal ordinate refers to the number of allocated tasks and
its unit is piece; the ordinate refers to the time required to
complete corresponding tasks and the unit is ms.

Through analysis, the following conclusions are drawn: (1)
in the case of small task load, the task allocation strategy
using improved quad-tree has a bit poor performance mainly



Algorithm 1 mission assignment and redundancy

Input: job;
Output: Distribute(job;), SendRredundancy(job;)

1: while (job;) do

2:  if (Judge(job;)) then

3 if (Idle(NOdeDedicatedSer’uer)) then
4: Distribute(job;)

5: else

6: if (idle(Noderemporary)) then

7: Distribute(j0b;)

8: if Premporary < 3t then

9: Refresh(job;.temp)

10: SendRedundancy (job;)

11: end if

12: else

13: UpPriority(job;)

14: SendToNext(job;)

15: end if

16: end if

17:  else

18: if (Idle(Noderemporary)) then

19: Distribute(j0b;)
20: if (Premporary + jobi.temp < R) then
21: job;.temp = Premporary + job;.temp
22: SendRedundancy(job;)
23: end if
24: else
25: UpPriority(job;)
26 SendRedundancy (job;)
27: end if
28:  end if

29: end while
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Fig. 2: The time needed for the complete quantitative tasks
chart

because that the establishment of quad-tree model and the
communication among the nodes will consume a considerable
amount of computing resources; (2) in case of large task load,
the task allocation strategy using improved quad-tree presents
excellent computing performance.

VI. CONCLUSIONS

This paper presents an improved quad-tree task allocation
strategy and gives a detailed introduction to improved quad-
tree method and the use of the strategy. Experiment results
show that task allocation strategy with improved quad-tree
structure can effectively improve the efficiency of traditional
task allocation and can effectively improve the working effi-
ciency of the Root node.

But there are still some limitations in the proposed task
allocation strategy:

1) The task allocation model is established on the basis
of the stability of dedicated servers. If the dedicated server
appears to be unstable, the performance of the strategy will
be greatly reduced.

2) The superiority of the proposed task allocation strategy
is prevented from being fully displayed when the task load
to be processed is small. How to find a balance between the
task allocation strategy and other distribution strategies is the
focus of future work.
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Abstract—The concerns of data-intensiveness and energy
awareness are actively reshaping the design of high-performance
computing (HPC) systems nowadays. The Graph500 is a widely
adopted benchmark for evaluating the performance of computing
systems for data-intensive workloads. In this paper, we introduce
a data-parallel implementation of Graph500 on the Intel Single-
chip Cloud Computer (SCC). The SCC features a non-coherent
many-core architecture and multi-domain on-chip DVFS support
for dynamic power management. With our custom-made shared
virtual memory programming library, memory sharing among
threads is done efficiently via the shared physical memory (SPM)
while the library has taken care of the coherence. We conduct
an in-depth study on the power and performance characteristics
of the Graph500 workloads running on this system with varying
system scales and power states. Our experimental results are
insightful for the design of energy-efficient many-core systems
for data-intensive applications.

Keywords—performance analysis; power efficiency; DVFS;
Graph 500; data-intensive computing; many-core computing

[. INTRODUCTION

A fundamental shift in supercomputing research focus is
well underway. Apart from steering towards the best compu-
tational performance, much more attention has been drawn to
data-intensiveness and energy awareness, both of which are
playing increasingly important roles to influence the design
of future HPC systems and data centers. The Graph500 [1]
is a widely used benchmark for rating supercomputer systems
for data-intensive workloads. Graphs are a core part of most
data analytics. Compared with compute-intensive benchmarks
like HPL (High Performance Linpack) which the Top500 List
is based on, Graph500 models complex data problems by
performing breadth-first search (BFS) on a large-scale graph.
Apart from the data-intensiveness aspect, energy efficiency
is another vital design constraint on HPC systems and data
centers. From a “green computing” perspective, energy con-
sumption is as important as performance [2]. A new definition
of supercomputer ranking is one that sorts computer systems
by performance per watt for data-intensive workloads.

There is rich literature on parallelization and optimization of
Graph500 for various parallel architectures and programming
models [3]-[5]. This paper, to the best of our knowledge, is the
first attempt to tailor Graph500 to a (virtual) shared memory
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programming model on top of a non-coherent multicore archi-
tecture exemplified by the Intel Single-chip Cloud Computer
(SCC) [6]. Fabricating a plethora of compute cores (a many-
core approach) onto a single chip is the way to continue the
performance leap for multiprocessors. This however also risks
leading to a power-hungry chip eating up a great portion
of the system power, so the state-of-the-art processors are
typically equipped with DVFES (dynamic voltage and frequency
scaling) components for dynamic power savings. The Intel
SCC is a typical DVFS-enabled many-core system, but has
not been evaluated with Graph500 for power and performance
characterization.

To close this research gap, we introduce in this paper a data-
level parallel implementation of the Graph500 on the SCC. By
exploiting the shared physical memory (SPM) on the SCC, an
efficient shared virtual memory (SVM) runtime is developed to
support a shared memory programming model akin to POSIX-
based multithreaded programming. We port Graph500 to this
SVM runtime and perform a thorough evaluation on the power
and performance characteristics of Graph500 using various
scales of cores and power states. The experimental results
provide some useful hints for energy-efficient programming
and system design.

For the rest of this paper, Section II details the parallel
Graph500 implementation on the SCC. Section III describes
the evaluation methodology. Power/performance benchmark-
ing results and analysis are presented in Section IV. Finally,
we conclude the paper in Section V.

II. GRAPH500 ON INTEL SCC
A. Graph500

Researchers observed that data-intensive supercomputing
applications are of growing importance to represent current
HPC workloads, but existing benchmarks did not provide
useful information for evaluating supercomputing systems for
these applications. In order to guide the design of hardware
architectures and software systems to support data-intensive
workloads, the Graph500 was proposed and developed [1].
The workflow of Graph500 is described in Algorithm 1. Its
kernel is basically a loop of breadth-first searches (BFSes)
over a large-scale graph.
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In the original Graph500, only step 2 and step 4.2 (i.e. kernel
1 and kernel 2) are timed and included in the performance
information. However, the total execution time is also indica-
tive of the performance. In this study, we inspect the power
and performance characteristics in terms of both the entire
execution and the two kernels alone.

B. SPM-based Shared Virtual Memory on the SCC

Today, hardware implementation of cache coherency and the
use of a single operating system for managing all cores are the
standard options for a traditional multicore system. However,
a further growth of core count per chip implies a “coherence
wall” problem—the chip complexity grows to a point beyond
which the additional cores are not useful in a single parallel
program. Therefore, researchers have been proposing a so-
called “cluster-on-chip” architecture to make future many-
core systems inherently scalable. The game-changing idea is
to eschew hardware cache coherency support and to adopt a
software-oriented message passing architecture instead. Intel’s
SCC is an example of such an architecture. The SCC processor
consists of 48 non-coherent memory-coupled P54C cores.
Each core has private 16KB L1 and 256KB L2 caches. All
cores can access the shared physical memory (SPM) off the
chip. The SCC can be configured to run one operating system
instance per core, each of which is assigned a private memory
region in the main memory. To parallel this architecture,
a more scalable multikernel operating system (OS) design
approach has been proposed and realized into the Barrelfish
OS [7]. By directly mapping the shared virtual address space
to some cacheable SPM region, all cores can share memory
in a concurrent and efficient manner using virtual addresses
(without the need of explicitly sending messages), provided
that either the processor caches are disabled or the cache
coherency is guaranteed by software.

In our previous work [8], we designed and implemented a
shared virtual memory library called Rhymes (Runtime with
HYbrid MEmory Sharing) for the Barrelfish OS. In Rhymes,
there are two operational modes selectively assigned to each
shared memory page—SPM mode or DSM mode. In the DSM
(Distributed Shared Memory) mode, there exist a cached copy
of each virtual memory page in the private memory space of
each OS instance. The coherence of these cached copies is
maintained via a scope consistency protocol employing tradi-
tional software DSM techniques like access trapping through
page faults, twinning, diffing and passing of write notices. In
contrast, the SPM mode represents an approach bearing much
similarity to traditional shared-memory (SMP or multi-core)
systems. In the SPM mode, there is only copy allocated in the
shared DRAM region for each virtual memory page. SPM-
mapped pages are allocated in the shared DRAM of the SCC
and synchronized based on release consistency using proper
invalidate and flush instructions.

The Graph500 (version 2.1.4) is ported to Rhymes and run
in the SPM mode (i.e. all shared memory pages are assigned
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Algorithm 1: Algorithm of Graph500

Input:

SCALE: the vertices scale, 25CALE yertices

EDGE: the edge factor, EDGE - 25CALE edges

begin

Step 1: Generate the edge list.

Step 2: Construct a graph from the edge list. kernel 1
Step 3: Randomly sample 64 unique search keys.
Step 4: for each search key do

L Step 4.1: Compute the parent array. kernel 2

Step 4.2: Verify the parent array.
| Step 5: Compute and output performance information.

N A N R W N -

the SPM mode). We chose the OpenMP branch for porting
since it resembles our programming model most closely. Our
programming model exploits the data-level parallelism and
follows the traditional SPMD (single program, multiple data)
pattern. The master core is responsible for distributing the
load to slave cores and collecting the computation results
from them. The porting process involves several areas of
modifications summarized below:

1) Explicit load division: Rhymes does not provide an loop-
parallelizing compiler as in the case of OpenMP (omp).
Rather than relying on omp compiler directives, the
parallelization of a loop among parallel processes has
to be done programmatically—a range of loop iterations
formulated as a function of the process rank, is assigned
to each core for handling.

Shared memory allocation: for buffers which are being
shared across processes, they need to be allocated us-
ing our custom malloc API (rhy_malloc) rather than
declaring them as shared variables in OpenMP.
Synchronization: we have to revamp all the code that
originally rely on OpenMP synchronization constructs
for protecting accesses against data races into a ver-
sion that employs our synchronization routines, namely
rhy_lock, rhy_unlock and rhy_barrier for achiev-
ing the same effect.

2)

3)

III. EVALUATION METHODOLOGY

The problem size of Graph500 is set as follows: SCALE =
18 (262,144 vertices) and EDGE = 16 (4,194,304 edges). We
use gcc version 4.4.3 to compile programs with the O3 opti-
mization level. During the experiments, the clock frequencies
of the network-on-chip (NoC) and memory controllers (MCs)
are both fixed at 800MHz.

To avoid the overhead introduced by power measurement,
we measure the power consumption of the SCC outside the
chip. As shown in Fig. 1, we view the chip as a “black
box” and read the current and voltage values from the board
management controller (BMC) using the management console
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Fig. 1. Power domains of Intel SCC and power measurement setting

PC (MCPC) during the execution of each application. As
shown in Fig. 1, the BMC is connected via Ethernet to the
MCPC, from which the power values are read. The PCIE bus
connects the SCC to the MCPC. The power states of the chip
are recorded into a log file on the MCPC. A power sampling
rate of about 3.3 samples per second has sufficed for our
evaluation. The average power of an execution is estimated
by taking arithmetic mean of all sampled power values.

The SCC CPU cores are set using the DVFS mech-
anism to four different power states (voltage/frequency
settings), 800MHz/1.1V, 533MHz/0.9V, 400MHz/0.8V and
320MHz/0.8V. For each power state, we launch the benchmark
on 1, 2, 4, 8, 16, 32 and 48 cores to inspect the power and
performance characteristics.

IV. EXPERIMENTAL RESULTS AND ANALYSIS

As an example, Fig. 2 presents the instantaneous power
when Graph500 is executed on 48 cores at SO0MHz/1.1V.
P.ores Pyar and P,,. denote the power consumptions of the
CPU cores (including the network on-chip), the DDR3 mem-
ory modules and the four memory controllers respectively. P
is then the sum of P.,.¢, Pgqr and P,,.. From the figure, we
can see that P, and P4, are changing over time while P,,,.
is nearly static.
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Fig. 2. The power characteristic of Intel SCC when Graph500 executes at

800MHz/1.1V on 48 cores

A. Performance Characteristics

To evaluate the scalability of the ported Graph500 bench-
mark, we show its runtime performance against the number

of cores for the four power states in Fig. 4. We present the
total execution time and the runtime of the two kernels of
Graph500. For kernel 2, we present the average execution time
of the 64 BFS loops.

From Fig. 4, we can observe that for a fixed number of
CPU cores, the execution time generally becomes longer in
a lower power state. For each particular power state, the
performance increases with the number of cores. Compared
with a single core, the execution on 48 cores achieves on
average 1.69x, 4.10x and 3.99x maximum speedups for the
whole benchmark, kernel 1 and kernel 2 respectively. However,
the whole benchmark sometimes (in Fig.4(a)) cannot achieve
the best runtime performance on 48 cores. For example, at
800MHz/1.1V and 320MHz/0.8, the total execution time on 48
cores is a little longer than that on 32 cores. This phenomenon
is also observed in the kernel 1 and kernel 2 cases. The reasons
behind might be the increase in parallel overhead of the SPM-
based software coherence protocol or insufficient problem size
when scaling up the number of cores. The whole benchmark
achieves the best speedup (up to 1.72x) at 400MHz on 48
cores, 4.65x for kernel 1 at 320MHz on 32 cores and 4.23x
for kernel 2 at 400MHz on 32 cores.
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Fig. 4. Performance of Graph500 at different power states using a varying
number of cores. From top to bottom, (a) Total execution time of Graph500;
(b) Execution time of kernel 1; (c) Average execution time of kernel 2

B. Power Characteristics

Fig. 3 presents the power characteristics of Graph500 on a
varying number of cores at different power states. Fig. 3(a)
shows the measured power, we present the average values of
P.ore, Pyar and Py, during the execution. However, one might
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argue that the power of those non-activated cores (or standby
cores) should not be counted in the measurements. Thus, we
estimate the per-core dynamic powers of standby cores and
exclude them from the measurements', deriving Fig. 3(b).

In both Fig. 3(a) and Fig. 3(b), the power at 800MHz is
the most representative. The total power P almost linearly
increases with the number of cores since a higher power state
consumes more power. For the same number of core, e.g. 48
cores, a lower power state gives smaller P while some portions
of the power (e.g. Pjqr and P,,.) remain the same as they are
not affected by DVFS. The highest P could reach up to 110
watts at 800MHz on 48 cores.

C. Energy and EDP Characteristics

Energy consumption and energy-delay product (EDP) are
two important power efficiency metrics [10] worthy studying
here; their variations are shown in Fig. 5 and Fig. 6.

In Fig. 5(a), if we consider the standby power as the system
power, we always get less energy on more cores for the
same power state (800MHz is an exception). This is because
the standby power is even larger than these three power
states. Thus excluding the standby dynamic power is more
meaningful and reasonable here. Fig. 5(b) presents the energy
variation after excluding the standby dynamic power. For a
fixed number of cores, the best power state for attaining the
least energy usage is different. For example, 400MHz/0.8V is
the best for 32 and 48 cores while 533MHz for 8 and 16 cores.
For a fixed power state, the best number of cores to keep the
energy consumption least also varies. A lower power state is
always associated with a larger number of cores for the best
result. Using 32 cores is the best for 320MHz, while four cores
for 800MHz. Execution on 8 cores at 533MHz consumes the
least energy, saving 46.48% compared with the largest energy
usage on one core at 320MHz.

! As the standby cores are initialized to 533MHz/1.1, we first measure Peore
at this power state (it is about 66.95 watts). Then we set all cores to the
lowest power state (100MHz/0.8V) which is safe and supported by the SCC
[9]. Peore is about 23.75 watts. Hence for each core, the dynamic standby
power is (66.95-23.75)/48 = 0.90 watts.
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Power comparison of Graph500 at different power states on different number of cores

For EDP, the situation is a bit different because the execution
time in this case is weighted more heavily. As shown in
Fig. 6(b), the power state for the least EDP is 533MHz for 32
and 48 cores; the number of cores giving the minimal EDP
is 32 for 320MHz but becomes 8 for 800MHz. Execution on
eight cores at 800MHz achieves the least EDP, saving 79.71%
compared with the largest EDP in the single-core case at
320MHz. In short, the optimal power state and core count are
dependent on the optimization goals, say targeting the least
energy footprint or EDP instead.

V. CONCLUSION

In this paper, we present a data-parallel implementation
of Graph500 for the non-coherent memory-coupled many-
core architecture exemplified by the Intel SCC. We port the
benchmark to a shared virtual memory programming model
which exploits the shared physical memory (SPM) of the
SCC. We analyze the power and performance characteristics
of Graph500 against the scaling of cores at different power
states. Experimental results show that the kernels of Graph500
can achieve up to 4.65 times speedup; an appropriate scale of
cores and voltage/frequency setting can bring about as much
as 46.48% energy saving and 79.71% EDP reduction. We
believe that this work has provided some insights into design-
ing an energy-efficient many-core system for data-intensive
applications. First, regarding the performance, we observe
unsatisfactory speedup and scalability of the SCC system
for data-intensive workloads, calling for better co-design of
many-core hardware and software—perhaps future systems
should have larger on-chip memory and write-combine buffers
plus more efficient, fine-grained invalidate/flush instructions
for curbing the memory wall effects of such workloads and
the parallel overhead of software-managed coherence. Second,
regarding the energy efficiency, while some recent study [11]
(based on compiler analysis and high-level modeling) suggests
diminishing returns from the use of DVFS, our work reaffirms
the usefulness of DVFS for today’s supercomputing systems
because of the increasing number of cores per chip (taking
up a great portion of the system power) and the considerable
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power saving opportunities available in data-intensive work-
loads such as complex data graph computations. We should
keep improving the DVFS and power modeling or prediction
techniques for realizing green many-core computing systems.
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Abstract- Capability of operating over encrypted data
makes Fully Homomorphic Encryption(FHE) the Holy Grail
for secure data processing applications. Though many
applications need only secret keys, FHE has not been achieved
properly through symmetric cryptography. Major hurdle is
the need to refresh noisy ciphertexts which essentially requires
public key and bootstrapping. We introduce a refreshing
procedure to make a somewhat homomorphic scheme, fully
homomor phic without requiring bootstrapping. Our scheme
uses symmetric keys and has perfor mance superior to existing
public-key schemes.

Keywords: Symmetric  fully homomorphic
Refreshing, Cloud computing

encryption,

I. INTRODUCTION

Need of cloud to manipulate and manage data is
increasing rapidly for sharing resources. It is financially
beneficial to store data with a third party, the cloud provider.
However, storing data on third party infrastructure poses
risks of data disclosure during retrieval. Therefore, the data is
stored in encrypted form. Encryption alone is not sufficient,
as it provides security but reduces usability. Major advantage
to be drawn from cloud computing is due to delegation of
computation, but encrypting data would require sharing of
keys with the third party performing computation on it,
thereby increasing vulnerability. Hence, there is a need of
feasible homomorphic schemes that allow user to compute
on encrypted data, to verify a computation done by third
party, to search an encrypted database, and so on. Fully
Homomorphic Encryption allows a third party to evaluate
arbitrary functions over encrypted data without decrypting it.

Homomorphism is a property by which a problem in one
algebraic system can be converted to a problem in another
algebraic system, be solved and the solution later can also be
translated back effectively. First achieved by Gentry [1],
FHE has been a constant area of interest to researchers due to
difficulties in making Gentry’s scheme practically feasible.
Problem of an efficient FHE scheme is still open together
with it being application-specific.

In this paper, we propose a FHE scheme with symmetric
keys based on linear algebra. The emphasis is on the fact that
certain applications do not require public key cryptographic
primitives and burden of long and multiple keys in public
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key cryptosystems can be reduced by using symmetric
encryption, as pointed out in [2] .

The encryption proposed in [3] is Somewhat
Homomorphic Encryption Scheme is, that is, it supports a
limited number of operations to be performed on cipher texts
homomorphically. To make it fully homomorphic, a refresh
procedure is required which uses concept of bootstrapping [1]
and public keys. We propose an alternative refresh procedure
without the need of bootstrapping. Thereby adapting the
scheme to a symmetric key setup. This achievement can be
attributed to the special key structure employed in the
proposed scheme.

Organization of the paper

Section 1l describes briefly the chronology of research
work in the fields of FHE. Section 1l presents the proposed
symmetric FHE scheme.

Il. RELATED WORK

Idea of using homomorphism along with encryption
introduced by Rivest et al [4] in 1978, the first homomorphic
cryptosystem. Scheme [4] has only a multiplicative property
that performs multiplications with encryption of messages
without losing underlying information. Domingo [5]
introduced another privacy homomorphism supporting both
addition and multiplication operations on encrypted data.
Authors in [5] showed an application that allows recovery of
exact result at a classified level (user/delegator level) from
unclassified computation (untrusted worker) on perturbed
data. Though, the scheme in [5] was claimed to withstand a
known-plaintext attack; Cheon and Nam [6] demonstrated
how to attack [5] with d+1 known plaintexts in O(d3log2n).

A breakthrough work over Fully Homomorphic
Encryption scheme was given by Gentry [1, 7] which is
based on algebraic lattice theory. Gentry’s scheme is not yet
useful for practical applications due to its high computational
complexity.

Schemes that followed the Gentry’s blueprint [3, 8, 9] are
inefficient and impractical because of the large key size and
high per-gate evaluation time which is a bottleneck in
practical deployment. Coron et al [10] showed an idea of
reducing the public key size of somewhat homomorphic
encryption down to O(A7). Later in [11], the key size was
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further reduced toAXX) by using a probabilistic
decryption algorithm. In 2012, Govinda and Vijaya Kumari
[12] proposed an efficient public key fully homomorphic
scheme with smaller key size in comparision to other
schemes [3, 10] and was capable of encrypting integer
plaintexts rather than single bit. Key size of the scheme [12]
was O(n4) and overall computational complexity was O(n8).
Security of [12] was based on partial approximate greatest
common divisor. An easy and asymptotically faster FHE
scheme technique called approximate eigenvector method
was presented in [13]. Approximate eigenvector method is
an improvement over [9] as [9] uses expensive step
involving relinearization. In [13], authors showed a recent
attribute-based encryption scheme [14] compiled into an
attribute-based FHE scheme that permits encrypted data to
be processed homomorphically under the same index. All the
above schemes use public key in their process. Xiao et al [15]
showed how security of a homomorphism can be based on
hardness of large integer factorization using symmetric keys.
Key Size and computation time has been reduced enough for
practical deployment. Gupta and Sharma [2] proposed
scheme that used symmetric keys of smaller size based on
matrix operation and making it suitable for many data centric
applications.

I1l. PROPOSED SYMMETRIC FHE SCHEME

Public cryptographic FHE schemes involve many keys
that might not be even required for single-user applications.
Moreover, secret keys impart higher level of security. We
propose a symmetric FHE scheme based on linear algebra.
The basic idea has been derived from the SWHE in [3].

The SWHE of [3] operates on bits only; we extend the
scheme to operate on integers from message space Zy, The
major hindrance in making [3] fully homomorphic is the
absence of any refresh procedure which could work with
symmetric keys. The only way to make it fully homomorphic
is to use the bootstrappability of the scheme, i.e. first decrypt
the noisy ciphertext using encrypted decryption circuit, and
then encrypt using another key. Such process needs a public
key. We intend to re-encrypt the ciphertext without first
decrypting, thereby eliminating the use of public key.

Deriving ideas from modular mathematics, we know that
any number y= x mod N is not affected if we perform y= x
mod M, where M is any multiple of N. Thus, we design a
refresh key as a multiple of secret key used. The factor by
which to multiply is derived from other operations and
parameters involved in the scheme. The special structure of
the refresh key allows a re-encryption step to serve as refresh
method, thereby not requiring any additional efforts to
design a public key or an evaluation key. In summary, we
have a secret key and a refresh key, thereby a symmetric
FHE scheme.

The security parameter in the scheme used is A. Both the
keys are derived based on the security parameter. Encryption
process randomizes the plaintext by extending it from A bits
to A? bits. Decryption is simply the inverse of encryption.
Refresh procedure involves re-encrypting the ciphertext
using another key. The scheme provides following primitives:
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KeyGen(2,N)

1. Select s, such that it is a composite number i.e. product
of two equal length primes (pq)

* Length of por q is\/x bits
* Length of s is 4 bits, (sx = secret key)
2. Suppose n = logy 2, pick randomly integer K< N, n bits

long
4. Generatery, =k *s.* N, (r, = refresh key)
Encrypt (m,sy)

1. Pickm’=m mod N, meZy

2. Pick random number r of length A% bits
3. Outputc=m’+s*r

Decrypt(c,sy)

1. Outputm =cmod s, mod N
Refresh(c,ry)

1. output c’=c mod ry

The correctness of scheme is direct, since the multiplication
is inverted through modulo operations. The homomorphic
operations are performed using the following two
mathematically complete operations:

Add(c,,c))
Output c=c;+c,
Multiply(cy,c,)
Output c=c;+c,
Thus, implementing a homomorphic equivalent of any

circuit is easy and direct as the operations are straightforward
integer addition and multiplication.

Complexity of proposed scheme is O(A®) where A is
security parameter. Major operation involved in encryption is
multiplication. Theoretically, when one number of A bit is
multiplied with another number of A bits, the total time
required over bit level operations is O(1%). On integer
operations the complexity is O(1). Decryption depends on
the ciphertext size. Since Ciphertext size is of O(1°) the bit-
level operations in decryption algorithm are O(4%). For
integer operations the total complexity is O(1). Refresh
algorithm also depends on ciphertext size, thus the total
complexity is O(A?).

IV. PERFORMANCE AND SECURITY ANALYSIS

Security of the scheme is derived from the difficulty of
factorizing large integers. Secret key is secure since an
adversary can guess sxonly through hit-and-trial. Security of
scheme against hit-and-trial guessing of key is of

1
O 2x+logsz )-



Lemma 1: Secret key s, can be guessed correctly with a

negligible probability z% where b=/ and effort
-

. . o
required to guess s, isO (£_).
NOY

Proof: s, is of A bit. To deduce s, one should guess two /A

bit prime numbers since sy is the product of these two prime
numbers.

Let b= ﬁ . Then, there are Z_b primes of length of

In2°
maximum b bits. Thus, total number of primes of length
exactly b bitsare 1 _P=2 o1
In2b(b-1)
Let 1 D=2 souony
In2b(b-1)

- . _ 1 1

Then Probability of guessing sy correctly, Py = ——_* _—_
w Np
‘(Inzb(b_l) 1., bin2 )

2b—1

(N,,)° b-2 2°%
It can be easily noted Py is negligible for any A>64.

Effort required to guess the secret key is 1/Py. From

Ay
equationl, this effort is O (2_), since b=/
Y

Since Refresh key is in public domain and is derived
from secret key, we should consider this point of view.
Again, s can be obtained from r, only through factorization.
The fact that s, is composite number makes this guessing
more difficult. Size of the factors is the only leaked
information.

Lemma 2: Probability of correctly deriving s, from ry

through factorization is ng,WhiCh is negligible for
2 +logy, &

2>8, and effort required to guess ry is (2 *)

Proof: The refresh key r, is product of three numbers.
Bit length of first multiple, s, = A bits
Bit length of Second multiple, k = n bit
Bit length of third multiple, N = 7 bit.
1 1 1 1

Probability of success, Py =— * — * =
2>‘ n 2n 2).+Iog%, A

(using n =logn A ).

Effort required to guess ry is 1/P, that is O(2"9*)).

Experimental Results

Proposed scheme was implemented as a Java program on
2.00GHz Intel Core 2 Duo processor running Ubuntu 12.04.
Experiment was performed with plaintext space Z,. Since the
proposed scheme is similar to DGHV [3], comparison of
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these two is presented in Table 1. The aspects selected for
comparison directly affect the performance of the scheme.

TABLE I. COMPARISON OF PROPOSED SCHEME AND SCHEME OF [3]
Scheme Skz e of Encrypt Decryption Message
ey ion Expansion
°%Y | oo | oo | 06 00?)
Our 3 3 3 3
Scheme o) o) o) O(X*/log )

Table 2 lists the runtimes for all primitives as recorded in
the experiment. Growth of runtime for encryption,
decryption and refresh operations can be observed with
increasing values of the security parameter.

Also, it should be noted that runtimes for addition and
multiplication remain constant with increasing value of
security parameter. This can be explained as scheme operates
on integers rather than bits. These implementation results
suggest that the scheme is practically feasible.

TABLE Il RUNTIME OF VARIOUS PRIMITIVES
Parameter A—
Primitives| 16 3 64
Encryption 76.66 ms 344.57 ms 25.74 s
Decryption 14.52 ps 26.68 pus 41.76 ps
Refresh 6.64 us 20.25 ps 44.21 ps
Addition 13.06 ps 13.06 ps 13.06 ps
Multiplication 15.96 ps 15.96 ps 15.96 ps

V. CONCLUSION

Currently most of the feasible FHE schemes are based on
public cryptosystems, while many applications could be
handled by symmetric keys. Hence, our efforts have been to
propose a symmetric key Fully Homomorphic Encryption.
We have demonstrated how to construct keys so that there is
no need of bootstrapping to refresh the noisy ciphertexts. The
experimental and theoretical results show that the proposed
scheme is better than DGHV. Also, it is practically feasible
to be deployed in cloud-computing applications like PIR, e-
voting, etc.

Implementing the scheme in cloud applications can be
further research work.
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Abstract—Existing key distribution scheme based on key
derivation has security default in cloud scenarios. The scheme
distributes decryption keys to users via tags stored on cloud
server. If the tag is destroyed by cloud server intentionally or
unintentionally, the key distribution is destroyed too. Besides
the above case, if all related tags are stored on client operated
by user, the storage burden is high. To remove the insecurity
of key distribution, we propose a novel solution based on tag
derivation. In our scheme, each user needs to manage a single
key and tag. Through the two information, the user can compute
all authorized keys without using any information stored on cloud
server. That is, our key distribution scheme is unrelated to cloud
server to enhance the security of key distribution. The experiment
results show that the performance of our method is better than
a kind of existing methods in key distribution and query.

Index Terms—XKkey distribution; tag derivation; key derivation;
cloud computing

I. INTRODUCTION

As cloud server is untrusted, to prevent cloud server from
accessing sensitive data, data owner should encrypt sensitive
data before sending it to cloud. In the same time, the de-
cryption key should be distributed to authorized user. If the
number of data authorized to user is huge, the user may need
to manage a huge number of decryption keys.

To decrease the number of keys managed by user, the
existing key distribution methods [1-11] removed the issue
by tags [12] stored on server. Via the tag and a few number
of keys, user can compute all authorized keys in multiple data
owner scenarios. That is, the scheme distributes decryption
keys to users by tags stored on server. However, if the tag
is destroyed by server intentionally or unintentionally, the key
distribution is destroyed too. In another word, the user can not
get the decryption keys with destroyed tags.

To enhance the security of key distribution, we propose a
secure key distribution scheme SKD. In our scheme, each
user needs to manage only a single key and a single tag.
Via the two information, the user can compute all authorized
decryption keys without using any information stored on
server. Therefore, SKD removes the relationship between key
distribution and tags to enhance the security.

Our contributions are illustrated as follows.

(1) We propose a secure key distribution scheme SKD, which
removes the security default in key distribution for untrusted
cloud.

978-1-4799-4765-2/14/$31.00 ©2014 IEEE

18

(2) We evaluate SKD by experiments. The experiment results
show that the performance of our method is better than a kind
of existing methods in key distribution and query.

This paper is organized as follows. Section 2 states our
problem. Section 3 illustrates the tag computation. Section 4
provides the key distribution. Section 5 evaluates our method
through experiments. Section 6 concludes the paper.

II. PROBLEM STATEMENT

We use K to denote all keys in the system. Tag is the key
element of key distribution based on key derivation [1-11].
Thus the definition of tag is shown as follow.

Definition 1 (Tag): For each k;,k; € K, a token t;; is
specified as ¢; ; = k; €@ h(ki,l;), where 1, is a label asso-
ciated with kj, P is the bit-a-bit xor operator and h is a
cryptographic hash function. As k; is computable from k; by
< lj,t;; >, k;j should remain secret. That is, derivated keys
remain secret, while tokens and labels are public on the server.
The binary-tuple < label,token > is defined as a tag.

From definition 1, we find that if a user gets k; and
T(ks, kj) =< lj,t;; >, he/her can compute k;. However,
if he/her gets k; and < [;,¢; ; >, he/her can not compute k;.
That is, key can not be derived reversely.

Fig. 1: An example of the insecure key distribution

To simplify the next illustration, we use 7" to denote all tags
in the system. Meanwhile, we use the key distribution example
shown in Figure 1 as an example to state our problem.

Changchun, CHINA



@
)
@)

Fig. 2: Tag graph

Figure 1 shows only a single user wu;’s key distribution,
where each node is a key and each directed edge is a tag.

Figure 1 is generated according to an initial authorization
list. Through the key distribution, each user needs to manage
only a single key (access key [9]). For example, user u; needs
to manage an access key k,,. Via k,, and tags stored on
server, u; can compute all authorized decryption keys from
different data owners. Meanwhile, u; can not compute the
unauthorized decryption keys.

To simplify the next illustration, we define a single identifier
for each tag: VT; € T', i € N*. If a tag is destroyed by server,
the related keys can not be computed by user. With reference
with Figure 1, if tag T} (from k,, to k,,q,) is destroyed, user
up can not compute k,, 4, by the access key k,, . In addition,
he/her also can not compute kg, 3 without k,,4,. That is,
T is useless with losing 77. Therefore, the insecurity of key
distribution is the problem existing in [1-11].

From the above illustration, we find that the security of key
distribution is depended on the security of tags. Different tags
have different use sequences. Ahead of derivation path is used
firstly and bottom of derivation path is used last. For example,
T is used before T5. Thus, we show the tag graph in Figure
2 corresponding to Figure 1.

Figure 2 shows the use sequences of tags, in which the first
used tag is derived to latter used tag. In [1-11], the security
of key distribution is the security of tag computation.

III. TAG COMPUTATION

To securely compute the tags, we propose a novel solution to
remove this issue. In our method, each user needs only manage
a tag and a single key, by which the user can compute all the
authorized tags without using any other information. Thus our
method does not need to store any information on the server,
which lets the tags not to be destroyed by the server.

To facilitate the explanation of our algorithm, the necessary
definitions are shown as follows.

Definition 2 (Leaf node): In the tag graph, leaf node is the
node which only has in-degree and has not any out-degree.

Definition 3 (Parent node and child node): ¥T;,T; € T, if
T} is directly computable from T3, then T} is the parent node
of T} and T} is the child node of T;.

Take the tag graph shown in Figure 2 as an example, the
leaf nodes is {T», 75} and T is the parent node of T%.

Before we present the key computation algorithm, a sub-
algorithm enforced by the data owner has to be presented
firstly. Algorithm 1 Tag-computation takes a set of leaf nodes

19

N as input and a set of corresponding parent nodes N, (added
the tags, by which the user can compute the child nodes) as
out.

The core idea of Algorithm 1 is to reversely compute tag,
which minimizes the number of tags in the system.

The algorithm firstly (Steps 1-6) generates the tag T'(n,, 1)
to let the user can compute child node n; by parent node
ny. And secondly (steps 8-13) it adds the corresponding tag
T'(n,,n;) to the parent node n,,.

Algorithm 1 Tag-computation
Input: N,

Output: N,

1: for all n; € N; do

2 store n;’s parent nodes into N,
3. for all n, € N, do

4 generate the tag T'(np,n;)

5:  end for
6
7
8
9

: end for
: store N;’s parent nodes into [V,
: for all n, € N, do
store n,,’s child nodes into IV;
for all n; € N; do
np = ny UT (np,m1)
end for
end for
return N,

10:
11:
12:
13:
14:

With reference to Figure 2, N; = {T1b,T5}, and the
generated tags are shown in Figure 3. First, n; = T5, thus
we generates the tag Ts = T(T1,T2) and Tp = T(Ty,T5).

Second, T} = Ty + T and T} = Ty + T.
Tt @ i ®
T)
@)

Tty ——

Fig. 3: An example of tag computation.

IV. KEY DISTRIBUTION

Based on the above sub-algorithm, Algorithm 2 Key-
distribution regulates the key distribution progress, which takes
a tag graph C and a user w as input and a single tag 7}, as
output. The algorithm is enforced by the data owner, which
let the user need only to manage a single tag 7;, and key k,,
by which the user can compute all authorized decryption keys
without any other information.

The core idea of Algorithm 2 is to minimize the number of
tags managed by the user via reversely computing tags.



The algorithm firstly calls the sub-algorithm Tag-
computation(/V;) to get the new parent nodes N,(Step 6). If
the new parent node 7, has not a parent node, it means that
all tags have been computed in this derivation path. Else, we
takes n,, as a new leaf node stored in IN; for the next calling
(Steps 8-14). Finally, we generates the tag T, = T'(ky, K*)
to connect access key with tags, by which the decryption keys
have been securely distributed to the user.

Algorithm 2 Key-distribution

Input: C,u
Output: 7T,
. K8=¢, N=¢, Ny=¢

2: store all nodes of C into N

3: store all leaf nodes of C into IV;

4: while N # ¢ do

5. remove the nodes from N to make NN (N, UK?®) = ¢
6:  Np=Tag-computation(N;)

7: Ny =¢

8:  for all n, € N, do

9: if n,, has not a parent node then
10: K*=K°Un,

11: else

12: Ny =N; U Ny

13: end if

14:  end for
15: end while
16: T,, = T'(ky, K*°)
17: return T,

We take the tag graph shown in Figure 2 as an example
to illustrate the key distribution progress, which is shown in
Figure 4.

First, N; = {T»,T5}, we call Tag-computation(N;), then
N, ={T{,T;}, where T] =T1 UTg and Ty = Ty UT7. As T}
has not a parent node but 7); has a parent node 75, K* = {T7}
and N; = {Ty}.

Second, K* = {T7,T4}, where T}, = T3 U Tg.

Finally, T,,, = T(ky,, K*).
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@
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8
H» — I

©-=1+1,

Fig. 4: Secure key distribution

Via k,, and T, , user uy can compute K° = {T7,T4}.
Then via 77, the user can compute 75. By the same way, the
user can compute 7 and 75. In summary, via a single tag and
key, the user can compute all authorized tags, by which the
user can compute all authorized decryption keys.

V. EXPERIMENT EVALUATION

To verify feasibility and practicality of SKD, this section
will compare the performance of SKD and EBK[9] from the
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Fig. 5: The comparison of key distribution

aspects of key distribution and query.

A. Experiment Setup

The experiment environment is composed mainly of two
machines: one for the server and the other for the visitors (data
owners and users). The client and server machines are differ-
ent. The server runs Windows Server 2007 and is equipped
with Pentium Dual-Core 3.73-GHz CPU, 8-GB memory and
one Hitachi HTS541616J9SA00 1-TB harddisk. The disks are
formatted with 4-KB blocks, the default in New Technology
File System. The client machine runs Windows 7 and has
an Intel Core Duo 2.13-GHz CPU, 3-GB memory and one
ST3160815AS 320-GB hard disk. To study the authentication
mechanisms, we model the wide area network connection
between the visitors and server as a queue with a capacity
of 100 Mbps, corresponding to the 3.5-G data rate.

The size of the database (used to manage data stored on the
server) is about 4 MB. The database has three tables: authorize
(used to store the authorization-origin table), tag (used to store
the set of tags), and datascale (used to store the experimental
number of users |U| and resources |R|). In our experiments,
each resource is a file. The digest is the size of a hash
function. The encryption method on the resource is Advanced
Encryption Standard [13]. The programming tools are javal.6
and Eclipse_6.0. The networks and key distribution are actual
implementations in our system, and the query operations are
simulated components.

B. Key Distribution

Our key distribution experiments are to calculate the average
runtime of distributing a single decryption key to a user. By
the decryption key, the user can decrypt an authorized data.

Figure 5 shows the experimental results, where the X-axis
represents the user number which is equal to data number. The
Y-axis of Figure 5 represents the running time of single key
distribution, where the unit is millisecond (ms).
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Fig. 6: The comparison of query

In our SKD method, user does not need to upload tags from
cloud server. Thus, there is no communication burden in SKD.
However, EBK [9] has the communication burden. Therefore
from Figure 5, we can find that SKD is more efficient than
EBK in key distribution.

C. Query

Based on key distribution, our query experiments are to
calculate the runtime of querying a single data, which includes
data decryption. Figure 6 shows the experimental results,
where the X-axis represents the data size whose unit is kb.
The Y-axis of Figure 6 represents the running time of single
query, where the unit is millisecond (ms). In Figure 6, the
numbers of users and data are 100 too, i.e. |[U| = |R| =100.

By the same reason, SKD decreases the communication
burden than EBK in query. Therefore from Figure 6, we can
find that SKD is efficient than EBK in query performance.

In summary, our method is efficient and secure than the
existing methods for key distribution in cloud scenarios.

VI. CONCLUSION

To remove the insecurity default in key distribution for cloud
data, we propose a secure key distribution scheme. The scheme
is based on reversely computing tags, which removes the
relationship between key distribution and tags to enhance the
security. Experiment results show that our method is efficient
and secure in cloud scenarios.
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Abstract—Cloud computing suffers from a number of
problemsin terms of security issues. Authentication and integrity
play an important role in the security field and numerous
concer ns have been raised to recognizeor protect any tampering
with exchanges of text between two entities (sender and receiver)
within the cloud environment. Many schemes in this area can be
vulnerable to well known methods of attack such asreplay attack,
forgery attack, dictionary, insider, and modification attacks. A
robust scheme is therefore required to detect or prevent any
modification or manipulation of a message during transmission.
In this paper, we propose a new message authentication code
(MAC) based on feature extraction of the user’sirisin order to
assure theintegrity of the user’s message. Features are extracted
from the user’s iris to generate a message code for each user’s
login and to prohibit malicious attacks such as replay, forgery
and insider attacks. Our proposed scheme enjoysseveral
important security attributes such as a user’'s one time bio-key,
robust message anonymity, data integrity for a user’'s message,
phase key agreement, bio-key management,and one time message
code for each user’s session. Finally, our security analysis and
experimental results demonstrate and prove the invulnerability
and efficiency of our proposed scheme.

Keywords- Cloud Computing; Iris; Features Extraction; One
Time Bio-key; One Tim Message Authentication Code; MAC.

I. INTRODUCTION

In recent yearsa huge volume of different types of data has
been transferred over the Internet as a result of the rapidgrowth
ofmodern information digitalization techniques such as cloud
computing [1].Text is one of the most significant and most
widely used mediums for transmitting data, along with image,
audio, and video.Cloud computing is generally regarded as the
next generation’s computing infrastructureand asan effective
way of enabling users to utilizelarge volume of resources and
to provide anefficient and readily available on-demand
service[2]. Its successful deployment depends on the existence
of strong securitysafety techniques. Due to theessential need
for message protectionwhen two parties are transmittingwithin
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the cloud environment, efficient and robust automatic methods
are required to identify and validate the contents of text
messages. In the others words, the protection of
messagesagainstmalicious attacks such as replay, forgery and
insider attacks is one of the most important security issuesin
fields such as cloud computing and green computing.However,
the issues ofmessage authentication code (MAC) and integrity
have been addressed as urgent matters and many achievements
have been presented by researchers in recent years [3-7]. The
advantage of the cryptography one-way hash function is that it
is faster for authors to authenticatethan a digital signature [4].
Unfortunately,the major drawback of MAC is the fact it does
not appear to be capable of ensuring the high level of security
required when it is used alone as pure MAC.

In this paper, we propose an efficient and secure scheme for
protection of text from being manipulated or tampered during
transmission between users in the cloud environment. The
algorithm integrates a crypto-hash function (SHA-1) [8, 10]
with a biometric technique which involves the use of the robust
features extracted by using 2-D Gabor filter [11-13] after an
intersection between the sender’s iris and the receiver’s iris.
These are usedtogether toprotect the user’s message from being
modified. Our proposed scheme is a well-organizedprocedure
with respect to variousqueries and requires regular verification
to decrease the audit costs per verification phase

The main contributions of our scheme tothe cloud
environment in general, andtomessage authentication and
integrity in particularare:(1) Our proposed scheme addresses all
the previous weaknesses, creating a new robust message
authentication scheme which uses the robust features extraction
from shared biometric iris information and cryptography as a
one-way hash function toprotect a message without losing
integrity and authentication. (2)Both service providers and
users can achieve authenticated phase keys. (3) It is
computationallyefficient as well as provides simple integration
with the available infrastructure, and it is easyfor deployment
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and management. (4) Our scheme is very effective against
many attacks such as replay attacks, insider attacks and
reflection attacks. (5) The main idea behind our efficient
schemeisto find the bestchoice of parameter value to reduce the
computational cost of cloud audit services.

This paper is organizedas follows. In section Il we describe
the proposed scheme both interms of configuration phases and
verification phases. Section 111 contains a security analysis with
respect to the well-knownattacks. In section [IVthe
implementation and performance are described, while in
section VV wecompare the most significant and widespread text
authentication solutions with our scheme.Finally, section VI
concludes the paper.

I1. OUR PROPOSED SCHEME

Our proposed scheme is composed of two phases,
theconfiguration  phase and  verification  phase.The
configurationphase is performed only once. A bio-shared
image and shared key are received by both thesender and the
receiver.The verificationphase will be invoked every time a
user wants to send anauthenticated message to another user. In
the configuration phase, the main components (Cloud Service
Provider, Sender, Receiver) also use RSA, a cryptographic
hash functionh(.)(SHA-1) and asymmetric key
encryption/decryptionEnc(.)/Dec(.).It is  important  to
emphasizethat they only need to run RSA for secure data
transmissionamongCSP, Sand Rover an insecure channel [8,9].
Therefore, such an operation is necessary only for the
configuration phase and not for the later ones. Therefore,
theCSP is not needed in the run time.The configuration phase
performs the followingsteps:

Cloud Server Provider

Idr, IRy

1ds, IRs Shk = FX(Sh)

Sender (S)

Fig. 1. Configuration phase

The RSA is run byCSP, S and R in order to generate a
public key and private key which will be used to secure irises
transmissionfrom sender and receiver toCSP. Then, theCSP
sendsthe public keyPUcs to both sender (S) and receiver (R)
for encrypting their irises (IRs, IRr) andreturns them to theCSP.

Upon receivingthe encrypted(IRs, IRr), the CSPdecrypts the
received irises by using its private keyPRcs, saves (IRs, IRr),
generatesa bio-shared image by intersection (Sh = IRs N IRr)
and computesa shared keyShk = FX(Sh)as shown in Fig. 1,
where FXrefers to a function to extract features, it employs2-D
Gabor filter to extract features from the normalized iris data.
Having done this,CSPencrypts (Sh, Shk) by using (PUs, PUR)
and transmits them both to the sender and receiver respectively.
Finally, both the sender and receiver decrypt the received (Sh,

Shk) by using their private key (PRs PRg). After the
configuration phase, the sender/receiver can use his or her bio-
shared image to extract features, and then generate a one time,
anonymous key and a bio-key for completing theverification
phase. The verification phase is described as follows, as shown

in Fig.2.
Receiver

Sender

fm'mﬁd ri= FX(Sh(I,E)) - P > Bio-shared 1= L@shk
mage (5) I;= 1,&Shk Message Image (5%) E'=FEal

r)'= FX(Sh(PE (I, E')))

E' = Edl; | |
‘L MAC(M.), FX(Sh) ¢

MAC ILEP MAC

FXiSk) ‘

| Kev(Sk\ = FX(Sh = I..E |

i /’\ Key(sk) = PX(shii/,£) || Alein
MACQH)
MAC: Massage Authentication code If the same MAC is found then the
authentication and miegrity are right
Else: not right

Fig. 2. Our proposed scheme

1. S—R:M,M, I}, E, P.S performs the following steps:

Assume sender’s message is M.
Generate one time salt-keySk=FX(Sh)—l;, E:where
FXrepresents a function to compute feature
extraction,|; and Eare the start point and end point of
the extracted features. Bothl; and E are selected
randomly once, as shown in Fig.3. TheE parameter
must not exceed the length of the feature vector,
which is 1024.

e Generate random numberr;eFX(Sh)=FX(Sh(l;,
E))—Pand compute a one-time anonymous message
code,if the sender resends the same message to the
receiver or vice versa.M’= h(M||K||r).

Compute I; = I;@®Shk
Compute E' = E®I,
SendM, M, I';, E, andPtoR.

Bio-shared Sk = FX(Sh)~ LE
Image (53)
v
Postoms | 0 ] 1 | 2 3 L & [ 5] 6 [ 7] 8 | ] n
Test | € | & | &L | & | ® | @ | & [ IL| & |... m
FX
FXO | T | FAQD) | T | 5| Tﬁ)?ﬁ) FXT)| FX@) | coure | Fhf)
SieFeatures extraction Random number r; € FX(Sh) =

FXiShiwhere f=fand F=5 FX(Sh(I.E)) - Pwhere P = 7

Fig. 3. The positions of FX vector’s items, Salt-Key (Sk) and r; generation
extraction

2. Rchecks the integrity of receiver’s message as follows:
e Computel; = [;®Shk



e ComputeE" = E'®I

e RegenerateSk = FX(SN(l;, E)) depending on the
features extracted position (l; )and the end point of
extracted features (E) Extract random numberr’; =
FX(Sh(Pe(II , E))). Then RcomputesM =
h(M[|SK||r; )if it matchesM™ withM', the Receiver
ensures the integrity of the message submitted by the
sender. Otherwise, the verification phase terminates.

Il. SECURITY ANALYSIS

Here, we argue that the proposed scheme can also
withstand several threats to security such as replay attack and
insider attack. Our proposed scheme has a number of merits
and contains a one-time bio-key, a one-time anonymous
message code and key agreement.

Theorem 1. Our proposed scheme can provide robust user
messageanonymity.

Proof. Assuming a sender/receiver attempts to resend the
same message which has been sent previously, if an adversary
tries to eavesdrop on the sender’s login request (M, M, |, E,
P), he cannot use the same sender’s message authentlcatlon
code (M'= h(M||SK||r;))) because the sender generates once for
each sender’s request (r; and SK). So,r; and Skhave been
extracted from the intersection of receiver’s iris and the
sender’s irisrie FX(Sh) = FX(Sh(l;, E))—P; Sk= FX(Sh)—1;, E;
Sh = IRSNIRr.FX is a function required to compute feature
extraction,l; and Eare the start and end points of extracted
features. Bothl; andEare selected randomly once, as shown in
Fig. 3.Additionally, an adversary does not have the main keys
(Sh I, E, P) to compute the crypto hash functionM .Hence, it
is much harder for an adversary to disclose the sender’s
message authentication code. Clearly, our proposed scheme
can support users’ message anonymity.

Theorem 2. Our proposed scheme can providebiometric
message authentication code.

Proof.The biometric operator can identifya person by
means of particular physiological features such as iris
recognition. Iris is the most effective form of security used in
biometric topicsand can overcome well-known attacks. In the
configuration phase, the sender (S) and receiver (R) send their
irises (IRs, IRr) to theCSP through a secure channel. Then
theCSPsaves (IR, IR), generates a bio-shared image (Sh =
IRSNIRr)and sendsSh to sender and receiver. During the
verification phase, when the sender/receiver wishes to send
message from one to other, a biometric-message authentication
code (M= h(M||||r)) must be generated, based on salt-
keySk= FX(Sh)—1Z, E and a random numberrie FX(Sh) =
FX(S(l;, E))—P.Clearly, our proposed scheme can support
biometric message authentication codes.

Theorem 3. Our proposed scheme can providebiometric-
keymanagement.

Proof.In our proposed scheme, when the sender sends a
message (M) to the receiver or vice versa, a secret salt-keySk=
FX(Sh)—f, E is wused to compute(M'= h(M]||SK||r:)).
Additionally, the mechanism of computingSk is based on
l;andE, where I;is the start point of the extracted features andE
is the end point of extracted features. Bothl,andE are selected
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one time, randomly. As a result, an attacker cannot access the
session keys, so is still unable to obtain the main operators (Sk,
Sh) that generated at configuration phase byCSP and that
generated (I, E, P) at verification phase by sender. Therefore,
our work supports biometric-key management.

Theorem 4. Our scheme can prevent a replay attack.

Proof. An attacker performs a replay attack by
eavesdropping the login message sent by a rightful sender to
the receiver. While the interchange is over between sender and
receiver, an attacker reuses this message to impersonate the
valid user when he logsoff the system. In our proposed scheme,
each new sender’s longing request should be identical with
CSP’s keyssh, Sk, IR, IR.Therefore, an adversary cannot
pass any replayed message to the receiver’s verification. As a
result, an adversary fails to apply this type of attack and our
proposed scheme is much harder to replay attack.

Theorem 5. Our scheme can prevent a forgery attack or a
parallel-session attack.

Proof. If any adversary is attempting |mpersonat|on a valid
session messageM, M, I';, E, Pcan be accessed by using secret
parametersSh, &, Sk, r;, I;, E, P. An adversary does not have
any information aboutSh, Shk, IR, IRto compute M, I, E, P.
Lastly, an adversary will fail to forge a valid session message
and therefore, cannot use a forgery attack. Our proposed
scheme can thus prevent forgery attack.

IV. IMPLEMENTATION AND RESULTS

To evaluate the efficiency and accuracy of our proposed
scheme, we have executed several experiments. Fig. 4 shows
the time processing of the verification phase. The average time
for the verification phase of our scheme is equal to 0.0045
seconds for each user who denotes the excelling solution of our
proposed. This average time has been obtained from 200 runs
of our proposed scheme, with each run consisting of 10,000
users.

Furthermore, with regard to system efficiency, we study the
accuracy of our work. Fig.5 shows that we get 100% accurate
results from 10,000 users in our experiment. For greater
visibility, we use 5,000 users in Fig. 4 and 5.
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V. RELATED WORKS

We compare security properties of our proposed scheme
with other five authentication schemes in Table I.

TABLE I. COMPARISONOFAUTHENTICATION SCHEMES
Feature | Our Z. N. Rabadi | Z. A. H. Al-
Scheme | Liu | and S. | Zhao | Castiglione | Assam
et. Mahmud | et. et. al. [6] et. al.
a. | [4 al.[5] (71
[3]
C1l Yes Yes No No Yes Yes
C2 Yes Yes No No No Yes
C3 Yes Yes Yes No No No
C4 Yes Yes Yes Yes Yes Yes
C5 Yes No No No No Yes
C6 Yes Yes No No No No
C1: One time key; C2: Bio-key; C3: one-time message
anonymity; C4: Session key agreement; C5: Biometrics key
management; C6: Cloud environment
V1. CONCLUSION
Our paper presents a new and efficient message

authentication code between users in the cloud computing
environment. The excelling method is emerged from the iris-
biometrics features extraction to generate symmetric bio-key.
The aim behind this scheme is to provide more roles and
prevent known attacks., The substantial aspects and advantages
are that, first, an adversary may fail to get the keys because this
depends on iris feature extraction. Second, an adversary may
not get the bio-shared image because it depends on the
intersection of sender and receivers’ irises. Third, it provides a
one-time bio-key that leads to one-time message anonymity.
Fourth, valid users can freely submit a message. Fifth, it
provides biometrics key management. Additionally, the
proposed scheme has the ability to resist replay attacks and
forgery attacks, as shown in the security analysis section.
Finally, the performance of our presented scheme has been
evidenced to achieve robust security with minimal time

25

processing and the cost comparedwith predecessors’
schemes.We can conclude that the integration between shared
iris biometric features of two endpoints and the cryptography
one-way hash function is secure enough to prevent the message
from being modified by transferring between users.
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Abstract—We study the verifiable delegation of set intersection
in the model of authenticated data structures, where a weak client
in storage and computation stores its dataset composed of some
sets into a powerful server. The client can issue update and set
intersection query over outsourced data. The server returns the
result and a proof of its correctness. Our scheme allows any entity
to publicly verify the correctness of set intersection query, and
requires no secret key. Based on characteristic polynomials of sets,
our authenticated data structure firstly provides a practical and
specific method for set intersection through polynomial
evaluations. It achieves optimal verification and proof complexity,
as well as optimal update complexity without bearing any extra
space overhead. The overhead for computing actual answer and
proofs is reduced significantly in contrast with previous methods
based on bilinear-map accumulators. The intersection query
comes up in keyword search, database queries and other
applications. Indeed, our scheme can be effectively used in such
scenarios. The security of our constructions is based on co-
Computational Diffie-Hellman assumption.
data

Keywords—Verifiable = computation;  Authenticated

structures; Set intersection; Data outsourcing

l. INTRODUCTION

The rise of Cloud Computing raises the outsourcing of
storage and computation to the cloud for both enterprises and
individuals. The typical setting is that a client with bounded
computational and storage capabilities wishes to outsource his

database and issue queries that are answered by powerful servers.

In such settings, verifying the correctness of computations
performed by servers becomes a crucial property for the
trustworthiness of cloud services. Thus the server must provide
the result of the computation together with a proof of its
correctness. Crucially, the verification of such correctness proof
must incur minimal overhead to the client, otherwise the benefits
of computation outsourcing are dismissed. A question is whether
the verification can be made public: i.e. can any third part verify
it? This is important, for example, in contexts where the
computation has to be checked by several clients who cannot
necessarily share a secret key, or the proof of correctness must
be transferable(Such as, a digital signature on a message).

In [1,2,3] works on outsourced verifiable computation, they
achieve verification of general functionalities. Although they
cover set intersection as a special case, and meet our goal with
respect to optimal verifiability, they inadequate to meet our
goals with respect to public verifiability and dynamic updates,
both properties are important in data querying. To address the
problem of inefficiency, the recent work [4] considers a practical
secure database delegation scheme supporting restricted class of
queries. They consider functions expressed by arithmetic
circuits of degree up to 2. Their construction is based on
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homomorphic MAC’s and their protocol appears practical,
however their solution is only privately verifiable and it does not
support deletions from the dataset. The work in [5,6] proposed a
scheme for publicly verifiable secure delegation of set
intersection. It does not involve translating the problem to an
arithmetic or boolean circuit. It’s based on the notion of a
bilinear accumulator[7]. They hash the accumulation values of
sets in the dataset using an accumulation tree, introduced in [8].
They make use of the algebraic structure of the accumulators to
gain in efficiency.

In this paper, we also propose a scheme for publicly
verifiable secure delegation of set intersection. However, it’s
based on characteristic polynomials rather than bilinear
accumulators. Characteristic polynomials for set representation
have been used before in cryptography literature. We can get the
result of set intersection through polynomial evaluation. Several
different metrics of efficiency have been considered. Firstly, we
would like that the time it takes for the client to verify a proof is
short, and the time is independent of the size of server’s
computation cost. Secondly, we would like the server’s
computational overhead in computing proofs to be minimal.
Additional efficiency considerations include the proof size, and
the efficiency of update queries. The cost of communication
should also be minimized. The main advantage of our scheme
over previous approach is that we simplify the work at server
without increasing the overhead of client. In addition, compared
with [5,6], we provide a specific method for set intersection,
rather than simple verification method. This model captures a
variety of real-world applications such as outsourced SQL
queries, authenticated keyword search with elaborate queries,
similarity measurement and outsourced file systems, hence a
practical protocol would be of great importance.

Il.  PRELIMINARIES

In the following, we denote with A the security parameter
and with e a negligible function of A.

Bilinear pairings. Let Gy, G, be cyclic multiplicative
groups of prime order p, generated by g,, g,. Letalso G, bea
cyclic multiplicative group with the same order pand e : G; X
G, — G be abilinear pairing with the following properties:(1)
Bilinearity: e(u®,v®) = e(u,v)® for all ue G,,v€ G, and a,be
Zp;(2) Non-degeneracy: e(g4, g2)#1; (3) Computability: There
is an efficient algorithm to compute e(u,v) for all ue G,,ve G,.
We denote with (p, G, G,, G, €, g4,9-) the bilinear pairings
parameters, output by a PPT algorithm on input 17

Assumption 1(co-Computational Diffie-Hellman). Let
G4, Gy, G be groups of prime order p, so that e: G; X G, =
Gr isabilinear map. Let g, € G,, g, € G, be generators, and
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a,b< Zp be chosen at random. We define the advantage of an
adversary A in solving the co-Computational Diffie-Hellman
problem as

AdvE(A)=Pr[A (D, g1, 92, 97, 95) = gi®].

We say that co-CDH Assumption e-holds in G4, G, if for
every PPT algorithm A we have that Adv*(1)< e.

Characteristic polynomial of set. As introduced in [5,6],
given a set X={x;,x,,...,x,, }, the polynomial Polyy (S)=
[T2,(x; —s) is called the characteristic polynomial of X.
Characteristic polynomials constitute representation of sets by
polynomials that have the additive inverses of their set elements
as roots. The efficiency of computing the polynomial of a set is
described as the following lemma.

Lemma 1(Polynomial interpolation with FFT) Let Poly(s)
=TI, (x; —s) =¥",a;s' be a degree-n polynomial. The
coefficients a,, a,_1,..., a, can be computed with O(nlogn)
complexity, given x;, x,,..., x,[9].

Closed Form Efficient PRF. It was introduced in [10]. A
closed form efficient PRF consists of algorithms (PRF.KG,F).
The key generation PRF.KG takes the security parameter 1* as
input, and outputs a secret key K and some public parameters pp
that specify domain X and range Y of the function F. On input
XEX, Fx(x) uses the secret key K to compute a value yeY. It
must satisfy the pseudorandom property. Namely, (PRF.KG,F)
is e-secure if for every PPT adversary A it holds:

|Pr[AFKO(1%,pp) = 1] — Pr[ARO (1%, pp) = 1]| <€

where (K,pp)<i PRF.KG(1%), and R(-) is a random function
from X to Y. In addition, it is required to satisfy closed-form
efficiency property. For example, an arbitrary computation
Comp that takes input [ random values R;,...,R; €Y and an
arbitrary x, and assume that the best algorithm to compute
Comp(Ry,..., R;X) takes time T. z=(z,, ..., z;) is a [-tuple of
arbitrary values in domain X of F. We say that a PRF(PRF.KG,F)
is closed-form efficient for (Comp,z) if there exists an
algorithm PRF. CFEvalcomp, , (K,X)=Comp(Fx (2y), ..., Fx(2,), x)
and its running time is o(T).

Authenticated data structures. It is originally defined in
[11], which is a model of computation where untrusted
responders answer queries on a data structure on behalf of a
trusted source and provide a proof of the validity of the answer
to the user. Our scheme is based on authenticated data structures,
which comprises a collection of six polynomial-time algorithms
{GenKey, Setup, Update, Refresh, Query, Verify} such that (a)
GenKey() produces the secret and public key of the system; (b)
Setup() initializes the authenticated data structure Auth(D), on
input a plain data structure D; (c) Having access to the secret key,
Update() updates the authenticated data structure(e.g., the
polynomial coefficients and its digest), so that it could be used
later for query verification; (d) Without having access to the
secret key, Refresh() updates the polynomial coefficients and its
digest as a whole so that it could be used later for query
execution; (e) Query() computes cryptographic proofs [[(q)
foranswers a(q) to intersection query q; () Verify() processes
the proof [](q) and the answer a(q) and either accepts or
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rejects the answer. Note that Verify() is required to have no
access to the secret key.

I1l.  OUR CONSTRUCTION

Firstly, we show the construction of pseudorandom function
that enjoy closed-form efficiency for polynomial evaluation in
our authenticated data structure. We just need to consider the
situation that polynomials in one variable and degree at most d.
As we defined in section 2, a closed form efficient PRF consists
of algorithms (PRF.KG,F).

PRF.KG( 1* ,s). Generate a group description (p,g,
$
G) < G(1% 4s+2 Yo, Zo, {Vj» 2, Wj,

$
Uj}lstS (—Zp. Output K:yO,ZO, {yj,Zj, Wj, vj}]

Choose values

Fx(i). The domain of the function is i€[0,...,d], but we
interpret each i=(iy, ...., i) as a binary string of s=[logd] bits.
The function is computed by the following algorithm:

Initialize a < y,,b < z,
Forj=1tos:

If ;;=0, then a < a,b < b.

Else, a<a-yj+b-zyzb<a-wj+b-vy
Output g¢

In what follows we show that our PRF admits closed form
efficiency for polynomials.

Consider any polynomial p(x) in one variable of degree at
most d. This polynomial has up to [=d+1 terms which can index
with i (i=0,1...,d). Poly({R;}o<i<a-X)=Ilo<i<a RF=g?®, where
p(-) is the polynomial whose coefficients are the discrete logs of
the R values. We now show that if we set R;=F (i), then there
exists an algorithm PRF.CFEvalp,;, (K,x) that compute

GP® =TTp<i<qa Fx (D% in time O(logd), instead of the regular
computation running time O(dlogd).

For ease of exposition, we first describe an alternative
equivalent algorithm for computing Fg(i). Denote fi(i) =
(fE (), f2()) as the following recursive function:

If i=0, then fZ(0)=y, and f?(0)=z,.
Else:
Let i=(iy, iy,
ij # 0.
fr@=f (i,
fé@O=£ (i,
Finally, the value of the function Fy(i)=g/¥®.

PRF. CFEvalp,;, (Kx). Set s=[logd], ps(x) = (ps(x),
p2(x)) be the following recursive function:

.., Lg), j be such that i;,, = - =1i;=0 and

ey ij—l' O, O)y] + fKZ(ll, ey ij—ll 0, O)Z]

ey ij—l' 0, O)W] + fKZ(ll, ey ij—l' 0, O)U]

If s=1, then pg (x)=yy, P& (x)=2.
Else

p(0)=pi_1 (O)+x¥ " (pi_y (x) - ¥s + pZq (x) - )
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p? (x):psl—l(x)+x (pg—l(x) "W + pg—l(x) ' 175)
The algorithm output g?®=gPs®),

The algorithm makes only one recursive call at each step,
thus it runs in time O(logd).

The description of our authenticated data structure scheme
ACD for a sets collection data structure is as follows.

{sk,pk}<Genkey(1%): Generate the description of bilinear
groups (p, 91,92 G1,G,, G, e) and keys of PRFs, K;
$
« PRF.KG(1%4,[logi]): i=1,...,max {|S|}, where max{[S|} is the
maximum size of set that system specified. Subsequently, a
function h: Z,, — Z, which expands the input x to the vector
(hl(x) hz(x) .), where h;(x) = x*. Choose a random f
<—Zp, and compute e(g;, g,)?. Finally, the algorithm outputs sk
=K [Kp--- max{|S|}] pk = {h(-),(®, 91, 92, G1, G;, Gr, €),
e(g1, g2)P}. This algorithm has O(1) complexity.

{Dy,Auth(D)}<Setup(Dg,sk,pk): Let D, be our initial
data structure, i.e. the sets S;,S,,...,S,,. The authenticated data
structure Auth(D,) is built as follows: For each set S;, the
characteristic polynomial Polys, (5)=]]xes; (x — )= Z' "ausf
coefficients a,-:[al-,o, aHS”] are computed with compIeX|ty
O(] S; log| S; |). Subsequently, the algorithm computes the
corresponding digest W; = [W;,, ...,Wi,|s,-|] , where W;; =
gf'a” ‘Fs,(D,Vj=1,..,IS|  for later  polynomial
evaluation with complexity O(log|S;|). The algorithm outputs all

sets S; as data structure Dy, all polynomial coefficients a;
and its digest W; for 1<i<m as Auth(Dy).

{Dh+1,Auth(Dh+1) upd}<—Update(u Dy, Auth(Dy,),sk,pk):

Suppose the update is “insert element X€ U into set S;”. The
algorithm initially sets Polyg, (s)= Polyg,(s)-(x-s). Note that in
the case of deleting x from §;, the algorithm sets Polyg, (s) =
Polyg, (s)/(x-s). Then the updated polynomial coefficients a;
and their digest W; are computed with complexity
O(|S; |log|S; |+ log|S;|). The algorithm output a; and W; as
information upd. Information upd also include x. Finally, the
new authenticated data structure Auth(D,,,) is updated by
replacing a; with a; and W; with W;.

{Dj,1,Auth(Dy, 1)} «<Refresh (u, Dy, Auth(Dy),upd,pk):
Suppose the update is “insert element X€ U into set S;”. The
algorithm updates the polynomial coefficients and its digest of
S; by using information upd. Finally, it output the updated sets
collectionas Dy, and the updated polynomial coefficients and
digests as Auth(Dy,..,).

{a(q), [1(g)}Query(q, D, Auth(Dy),pk): The query q is
set of indices {1,2,...,t}, requiring the intersection of S, ..., S;.
Let S,={x;, x,..., x, } represent the set which has minimum
elements among sets that involved in this query, i.e.
.,n) in S,

Isil g

.....

compute the valuatlon of polynomial Polys, ](x]) =

h
hi(x;) and the witness Vg, ;= LS"OW k(x’)wnh compIeX|ty

O(IS; ), where S; € {S;, S,.,.... S¢}/S, and hy(x;) = (x)¥.
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The intersection result o (q) will be consisted of the
element x, (1 <k <n) in S, that satisfies the conditions:
Polyg, x (x) =0,VS; € {S1, S3,.... S¢}/S». The proof [[(q)
consists of the following parts: (1) S, which owned minimum
elements among involved sets; (2)The witness of polynomial
evaluation Vg, ; forall S; c {Sy,S;,....5:}/S, j=1,....n; (3)The
public verification key VKg,; = PRF.CFEvalpgy, | (K|Si|,h(xj))
which needs to be computed by client with complexity O(log|S;|),
because it requires secret key Ks, for computation.

{Accept, Reject}Verify(q, a(q), [1(q).pK): If the answer
I=a(q) is correct for the intersection query g. It must satisfy the
following two conditions. (1) Subset condition: 1€ S; AlC
S, A...AlIS S,. It can be checked by checking the equations

e(VSi,jl gz):VKsi,j 1)

for all S; c {S;,S;,..., S¢}/Sy, x; €1. This step has O(J+t)
complexity, where § is the size of a(q). If any of the above
checks fails, the algorithms outputs reject; (2)Completeness
condition: (S; —I)N(S; =) N...n(S; —1)=@. It can be checked
by checking that for all x; € S, —1, 3S; c {S;, S;,..., S¢}/S
satisfies the inequation

e(Vs,kr 92)# VKs, ;- 2

This step has O(|S,|-d+t). If those relations hold, the algorithm
accepts a(q) as the correct intersection.

IV. SECURITY AND COMPLEXITY ANALYSIS

In this section, we give a correctness specification of our
authenticated data structure scheme and a proof for the security
of one intersection query. We also compare our protocol’s
complexity with various schemes.

Definition 1. (Correctness of authenticated data
structure scheme) Let ACD be an authenticated data structure
scheme {GenKey, Setup, Update, Refresh, Query, Verify}. We
say that the authenticated data structure scheme ACD is
correct if, for all A € N, for all {sk,pk} output by algorithm
Genkey(), for all D, ,Auth(D;) output by one invocation of
Setup() followed by polynomial-many invocations of refresh(),
where h=0, for all intersection queries and for all a(q), [1(q)
output by Query(q, Dy, Auth(Dy,),pk), with all but negligible
probability that Verify(q, a(q), [1(q),pK) rejects.

We node that for relation 1, it indeed holds e(Vsi,,-, g2) =

ISil

R (x5)
k=0 W, !

i,k

e( g 2)—e<l—[flo<g1 Y stl(])>j'92>=

B-Polys, (x/)*’RK‘ |(x/) RKls,‘(xj)
9, G2 =elgy, " .02 =

PRF. CFEvalpoyy, | (K|Si|, h(x]-)) = VK, j,when all the witnesses
Vs,; and verification keys VK ; have been computed
honestly for all element in the result set | which satisfies
Polysi(xj)=0. However, for the completeness verification, we
didn’t verify the equation e(Vs,x, g2)= (e(gl,gz)ﬁ)yVKsi,j,
where y= Polys (x;) , x €S, — I, but the inequation
e(Vs,k» g2)* VKg, ;. Because we don’t care the correctness of



polynomial evaluation when Polys,(x;) #0 and verifying the

inequation is much easier than the equation due to the
computation of exponents.

Definition 2. (Security of authenticated data structure
scheme) Let ACD be an authenticated data structure scheme
{GenKey, Setup, Update, Refresh, Query, Verify},
{sk,pk} « Genkey( 1*), and A be a polynomial-bounded
adversary that is only given pk. The adversary has unlimited
access to all algorithms of ACD, except for algorithms Setup()
and Update() to which has only oracle access. If G is such that
the co-CDH assumption €., -holds, and characteristic
polynomial Poly; corresponding to set S; which participates
in the intersection query Q is ¢;-secure, then for any PPT
adversary A making at most g=poly(4) queries it is

{QIIQ, «(Q), g} « Adv£(1%, pk);
Pr| Accept « Verify(Q a(Q), TI(Q), pk); | < €can + Xi=q1,...0) €
Reject « Check(Q, a(Q), Dy)

where {Accept,Reject}«Check(Q, a(Q), D) is a method that
decides whether a(Q) is a correct answer for query Q on data
structure D, and t is the number of sets involved in this
intersection query.

To prove the security of our authenticated data structure
scheme, we define the following games, where R;(-A) denotes
the output of Game i run with adversary A:

Game 0: For our verifiable computation scheme ACD, we
define the following experiment:

Experiment Exp_4[ACD,D,,1,Q]

{ sk, pk}<Genkey(1%)

{Dy,Auth(D,)}«Setup(D,, sk, pk)

Fori=1toq:

(D;, Auth(D,)) « A(pk, D,, Auth(D,), upd,, ...
Auth(D;—,), upd;_,)

(Di4+1,Auth(D;41),upd; 1) <Update(w;, D; Auth(D;), sk,
pk)

(D*, Auth(D*)) « A(pk, D;, Auth(D,), upd,, ...
Auth(Dq+1),updq+1)

(D*,Auth(D*)) «Refresh (u,D*,Auth(D*),upd,pk)

(a(Q)v ﬁ(Q)) « ‘A(Q' Dl'Auth(Dl)l updl'
Auth(Dy41),updg4q, D*, Auth(D*), pk)

R «Verify(Q, a(Q), 11(Q), pk)

Gamel: this game is similar to Game 0, except for the
following change in the evaluation of the pseudorandom
function algorithm. For the query Q asked by the adversary
during the game, instead of computing verification key VK,
using PRF.CFEval algorithm, the inefficient evaluation

VKQ:l_Il{ill Fie ()™ s used.

’ Di—]_;

) Dq+1l

) Dq+1l

Game2: this game is the same as Gamel, expect that each
Fy (i) is replaced by an element R; « G; chosen uniformly at
random.
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The proof of the security proceed by a standard hybrid
argument, and is obtained by combining the proof of the
following claims.

Claim. Pr[R, (A)=Accept] = Pr[R, (A)=Accept].

Proof. The only difference between the two games is in the
computation of the pseudorandom function algorithm. However,
by correctness of PRF.CFEval, such difference does not change
the distribution of the values verification key returned to the
adversary. Thus, the probability of the adversary winning the
Game 1 doesn’t change.

Claim. Pr[ R,(A) =Accept] - Pr[ R,(A) =Accept] <
i=(1,..5} €i

Proof. The difference between Game 2 and Game 1 is that
we replace the pseudorandom function with uniformly random
group elements. It is easy to see that any adversary A for which
such difference is greater than 3.;_¢;, ¢« €; can be reduced toan
attacker that has same advantage against the security of the PRF.

Claim. Pr[R, (A)=Accept]< €.qp-

Proof. Assume by contradict that there exists a PPT
adversary A that has advantage greater than e.4, of winning
in Game 2, then we show that we can build an efficient
algorithms B which uses A to solve the co-CDH problem for
G with the same probability €,4p,.

B takes input as a group description (p, g1, 92:G1, G5, Gr,e)
and random elements g%, g2, and it proceeds as following. It
computes e(g%, g2) as public key. For each set S;,1 < i < m,
the characteristic polynomial is Polyg, (s) = Z']S;A ai,jsf, it
chooses W;=[W;, ..., W5, |, where W, ; bl G,. It is easy to
check that the public key and data structure digest W; are
perfectly distributed as in Game 2. Next, for each W;, it
computes Z;=e(W;, g,)/pke G. For a set intersection query Q,
B runs A (q,pk) and answer this query as follows. B
computes VK, ; = ]‘[Lsz”lzi,khk("f) , where x; €S, , S, C
{51, Sz, Se3/Sr, hi(xj) = (x)* and returns to A. By the
bilinear property of e(-,-), this computation of VKg, ; is
equivalent to the one in Game 2.

Finally, let &(Q) = {&y,...%s}, TI(Q) = {Vs,}s,cis0.5,,..50,15)<Is/]
be the output of A at the end of the game, such that for some
D*,Auth(D*) chosen by A it holds Verify(Q, &(Q), II(Q),pk)=
Accept, but @(Q) is not the correctness result of query Q. By
verification, this means that for each element x; in @(Q), it
satisfies the equation e(VSi_j, 92)=VKg, - Let y; # 0 be the
correct output of the polynomial Polyg (% ). Then, by
correctness it also holds: e(Vs,;, g, )=e(gf,g§)yi-VKsi_k
where Vs =154 I/I/'l.:ik(xj). So, dividing the two verification
equations, we obtain that e(VSi,j/VSiJ-, g2)=e(g% g)Vi. B
can thus compute g¢® = (Vs,;/Vs,;)™/¥i. Therefore, if A
wins in Game 2 with probability €4y, then B solves co-CDH
with the same probability.

Efficiency analysis. To explicitly compare our protocol
complexity with other schemes, we adopt the complexity model



used in memory checking[5]. It considers the number of
primitive cryptographic operations. The access complexity of an
algorithm is defined as the number of memory accesses this
algorithm performs on the authenticated data structure stored in
memory. The group complexity of a data collection is defined as
the number of elementary data objects(e.g., group elements or
elements in Z, ) contained in that object. Our protocol
complexity is described as following. Firstly, the access
complexity for running Setup is O(M)(the computation of
polynomial coefficients and its digest), where M=}"", |S;|, and
the group complexity of Auth(D,) is also O(M) since the
algorithm stores polynomial coefficients and its digest for each
set S; as Auth( D, ), and the number of coefficients
corresponding to S; is |S;|+1. For the Update and Refresh
algorithms, they need to overwrite the polynomial coefficients
and their digest values. Therefore the access complexity of these
algorithms is O(N), where N is the size of updated set. For an
intersection query on t sets, the access complexity of offline
polynomial evaluation and its witness computation is
O(N),where N is the sum of sizes of sets that are involved in this
query and of total group complexity is O(t). Whereas the client’s
online access complexity for verification key computation is
O(logN) and has total group complexity O(t).The Verify
algorithm involves subset verification and completeness
verification, the total group complexity is O(t+n), where n is the
minimum size of sets involved in this query. A comparison of
our work with existing schemes appears in the following table.

TABLE I. COMPLEXITY COMPARATION
Setup Update& Query Verify upd
Refresh

DGMS00[12] | m+M logN+logm | N+logm N+logm 1
YPPKO09[13]
MBKKO04[14] | m+M m+M N N N
PTO04[15] m+M | mt 1 8 mt
PTT11[5] m+M logm tm€logm | t+& logm
CPPT14[6] +Nlog3N
this M N N+logN t+n N

This table describes the asymptotic access and group

complexity of various schemes. For a set collection data
structure of m sets: The sum of sizes of all the sets is M. For an
intersection query on t sets, it outputs & elements. And N is
the sum of sizes of these t sets, n is the minimum set size among
these t sets, 0< € <1 is a constant.

V. CONCLUSIONS

In this paper, we present an optimal delegation of set
intersection over dynamic dataset. Our solution provide two
important properties, namely public verifiability and efficiency
at the same time. According to the definition of optimality
proposed in [14], our construction is nearly optimal. And we
have solved the problem “Whether an optimal authenticated sets
collection data structure is possible?” proposed in [4]. We
reduced the query time from O(Nlog3N) to O(N). In addition,
on the problem that whether outsourced verifiable computation
with secrecy, public verifiability and efficiency exists. We
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consider homomorphicly encrypting the coefficients of
characteristic polynomial and the server will execute
homomorphic addition and multiplication for polynomial
evaluation, any party can verify the correctness of the encrypted
result, the client just need to decrypt it and get the result
However, the homomorphic computation will increase the
overhead at server. It will result in a decline in the efficiency of
the system. Thus, a better solution for secret, public verifiable
and efficient outsourced computation is our future work.
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Abstract—With the developing of cloud computing technics,
an increasing number of applications prefer to be deployed in
cloud. Load balancing becomes the key technicfor cloud provider
to control the resources and cost.But using load balancing with
real time data can't react in time towards workload peak or
valley. Thus, workload forecasting is presented to let the cloud
provider to get ready for a possible workload change. There are
already many kinds of predicting methods. In this article, we
study the workload of applications in cloud and propose a
workload forecasting framework. This framework monitors
workloads of applications in real time, processes the data, and
provides feedback of the predicted workload value according to
historical data,guiding the cloudprovider to allocate resources.

Keywords—cloud; application; workload; forecast; framework;

I.  INTRODUCTION

Today we experience an increasingly need for collaboration,
data sharing, and other modes of interaction that involve
multiple heterogeneous and geographically distributed
resources, including  supercomputers, PC’s, PDA’s,
workstations, storage systems, databases, and special purpose
applications with various requirements (CPU, I/O, or memory)
[1]. For this reason, new abstractions and concepts should be
introduced at network architecture and middleware level to
allow applications to access and share resources or services in
an efficient manner.[1,2].

Many technics and concepts are presented to solve part of
those problems, such as virtualization, utility computing,
distributed computing, computational grid.

Based on those technics, cloud computing is presented.
Cloud computing is a model for enabling ubiquitous,
convenient, on-demand network access to a shared pool of
configurable computing resources (e.g., networks, servers,
storage, applications, and services) that can be rapidly
provisioned and released with minimal management effort or
service provider interaction. [6] It inherits many advantages of
the above technics.

Load balancing and resources allocation are two of the key
technics of cloud computing. Load balancing distributes
workloads across multiple computing resources, such as
computers, a computer cluster, network links, central
processing units or disk drives [7]. Allocation mechanisms
should know the status of each element/resource in the

978-1-4799-4765-2/14/$31.00 ©2014 IEEE
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distributed cloud environment and, based on them, intelligently
apply algorithms to better allocate physical or virtual resources
to applications according to their pre-established requirements
[8]. The cloud provider should monitor the workload at run
time and allocate resources accordingly to avoid overload of
the application as well as resources waste.

However, a problem with such a resource allocation
scheme is that allocating at run time has more or less delay
while the users of the application may not patient enough to
wait for that long. Another problem is the chance of thrashing
where due to frequent variation of workload, machines can be
added and released on every sample — a process that involves
significant overhead. A desirable solution would require an
ability to predict the incoming workload on the system and
allocate resources a priori. This capability in turn will enable
the application to be ready to handle the load increase when it
actually occurs [9].

Thus, it is really important to apply workload forecasting
method in cloud. This article presents a ‘Workload Forecasting
Framework for Applicationsin Cloud’. The framework
monitors workloads of applications in real time, processes the
data, and provides feedback of the predicted workload
according to historical data, which guides the cloudprovider to
allocate resources in advance.

II. BACKGROUND

A. Why We Need Workload ForecastingAlgorithms?

For the cloud provider, only when he gets precise predicted
workload can he make suitable load balancing. Good predict
algorithm means good resources allocation and economic
benefit. We can say it is also a key technic in cloud. But we
can't simply guess the future workload as a predicted value.
Finding a suitable workload forecasting method is not an easy
and straightforward task.Overcoming these challenges will
require algorithms which take into account the following: (i)
overheads related to state transition when number of resources
are changed, (ii) ability to accurately predict future workload,
and (iii) compute the right number of resources required for the
expected increase or decrease in workload [9].

So it is important to have a suitable forecasting
algorithm.Fortunately, forecastingalgorithm is not first
presented for cloud computing and has a long history. Many
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people devote their effort to the algorithms. We have many
algorithms based on a variety of models. We can easily
leveragethem and have many articles to consult.

B. Whynot using a ‘Silver Bullet’?

We have large numbers of workload forecasting methods
nowadays. They have many differences: They are based on
different models, and make different improvements. Some
focus on the seasonality of data and some focus on the noise
reduction. Different models have different innate advantages
and disadvantages. They also have different result on different
benchmarks. That means the specific forecasting method's
accuracy is related to the specific benchmark.

To be detailed, suppose we have 3 applications in cloud: an
online game, a world cup live website, a road monitoring
system. For the workload issue, online game should have more
workload on day than night, more workload on holidays than
workdays. World cup live website should have a workload
peak on match days while little workload on other days. Road
monitoring system should have a constant amount of workload
everyday.For the workload types, online game may have high
CPU utilization and many upload and download operations.
World cup live website's bottleneck must be the bandwidth,
and almost all of them are downloading. Road monitoring
system may consider the Disk I/O as an important indicator,
and almost all of them are writing.

Therefore, the applications have different features, different
workload characteristics and different main workload types.
We can’t simply use one 'silver bullet' forecasting method to
solve the problem. We need a unified forecasting framework,
guiding the cloudprovider to apply the most suitable method to
the specific applications.

III. RELATED WORK

A. Cloud Computing

Cloud computing is firstly presented by Google CEO Eric
Schmidt in 2006. And its first cloud computing project comes
from project 'Google 101' [10]. Cloud computing technics
started fast developing since then. Thanks to the efforts those
people devote in cloud technics, today we can already see
cloud applications everywhere just after 8 years.

B. Basic Technics

Load balancing is presented on many areas, including
software and hardware. In 1995, it is used in parallel and
distributed systems which are the base technics of cloud [11].1t
becomes one of the key technics of cloud computing later.

Workload prediction is also not first presented for cloud
computing. It was even used in many areas besides computer
science. It is basically a math method.

It would be better to predict workload if we know some
statistical properties of the workload. In 1997 and 1998, Peter
A. Dinda collected week-long, 1 Hz resolution Unix load
average traces on 38 different machines including production
and research cluster machines, compute servers, and desktop
workstations. Dinda concluded several statistical properties
which are important reference of later researches. The
workload have mainly 7 kinds of statistical properties:
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e  The change of workload is a random process.

e  The amount of workloads is mainly at a low level
while it has strong volatility.

e  Heavier workload has more absolute volatility but less
relative volatility. And it is more valuable predicting
heavy workload.

e  The workload distribution is complex especially for
heavy workload. Heavy workload has multiple
characteristics. It is better using pattern-driven predict
method than just analyzing the workload distribution.

e  Workload is strongly related to time series. The
historical workload does impact the future workload.
Thus, workload prediction is a possible task.

e  The change of workload has self-similarity but it is
complex. Thus, workload modelling and prediction is
a tough task.

e  Workload may have sudden change. This indicates
that the prediction method should have adaptation
mechanism.

C. Workload Prediction

Prediction algorithm has a long history. We main focus on
those related to cloud computing.

(linear)Autoregression ~ model,autoregression ~ method
utilizes the self-correlation of workload to build a regression
formula, then predicts workload by the formula. It is the most
classic prediction method presented by H. Akaike in 1969.
Large numbers of later prediction algorithms are based on
autoregression.

Urgaonkaret. al. [12] have used virtual machines(VM) to
implement dynamic provisioning of multi-tieredapplications
based on an underlying queuing model. Foreach physical host,
however, only a single VM can berun. Wood et. al. [13] use a
similar infrastructure as in [12].They concentrate primarily on
dynamic migration of VMsto support dynamic provisioning.
They define a uniquemetric based on the consumption data of
the three resources:CPU, network and memory to make the
migration decision.Cunha et. al. [14] Padalaet.al. [15] provide a
control-theoretic solution where each tierof the application is
executed on each virtual machine.Authors carry out black box
profiling of the applicationsand build an approximated model
which relates performanceattributes such as response time to
the fraction of processorallocated to the virtual machine
running the application.Wang et. al. [16] describe a two-level
control architecture for avirtualized environment. A load
balancing controller ensuresthat the virtual machines are all
load-balanced and theresponse time of the applications in all
the virtual machinesare the same. Moreno et. al. [17]Schopf
and Berman presented a confidence window method [18]. This
algorithm outputs a confidence interval of workload instead of
a single value. This algorithm can achieve a high accuracy.

Dinda and O’Hallaron evaluated several mainstream
prediction models [19]. The conducted detailed experiments
and came to a conclusion that it is already acceptable using
autoregressive method on single CPU utilization. This



explained the situation that many prediction algorithms choose
to use this simple model.

Iv.

A typical application in cloud may be deployed as Fig. 1. In
one cloud there may be several applications. One application
has a corresponding dispatcher and servers. When user sends a
request to the application, the request should be first sent to the
dispatcher, and be dispatched to the corresponding server
according to 'VM-app' mapping rules. After request processed,
the response will be sent back to the dispatcher then sent to
user. There exists a module 'Resources Allocator' to
dynamically allocate the virtual machines to the application
and maintain the '"VM-app' mapping rules.

SYSTEM ARCHITECTURE
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Fig. 1. Cloud&Framework deployment

The forecasting framework consists of 5 modules, they are
'monitor module', 'pre-process module', 'database module',
'maintain data module', 'workload forecasting module'. They
should be deployed into cloud as plug-ins(that is to say the
framework is application-independent). Fig. 1 shows the main
architecture.

A. Monitor Module
Monitor module consists of 2 sub module:

Request monitor, the implementation of this sub module is
related to the dispatcher in cloud, but not related to the
application. It should be a plug-in of the dispatcher, monitoring
the requests received in real time. It would record the amount
of requests every 7, seconds. While the requests are recorded
as a vector (T,[.HP,D,P,0), meaning the record time, the
record time interval(the same as 7,,,), the 'request intensity'(it
will be discussed later) of GET, HEAD, POST, DELETE, PUT
during that time interval.

VM monitor, this is an application-independent sub module.

But it would access the 'VM-app' mapping rules. The module
reads the system resources utilization of all the VMs which are
running the specific application every 7, seconds. It records
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the resources utilization every 7,, seconds. While the
resources utilization are recorded as a vector (7,/,C,M,D),
meaning the record time, the record time interval(the same as
T,w), CPU utilization, the memory utilization, the disk
utilization at that time.

The result of the 2 sub modules will be merged and sent to
the next 'data processor module' every 7, seconds;

B. Data Processor Module

Data processor module consists of 4 tasks. They are all
triggered at constant time intervals.

The module triggers 'data merge' task every Tdm seconds.
It gets the two recorded data of the monitor module, merges
them and put them into a circular queue.

The module triggers'data filter' task every Tdf seconds. It
traverses the circular queue. Filter the data. The filter is custom.
Whether checking the input format or Gaussian Filter is OK.

The module triggers'data accelerator' task every Tda
seconds. It pre-processes the data, accelerating the speed of the
later calculating.

The module triggers'data record' task every 7T, seconds. It
will write the latest processed data into the database.

C. Database Module

We record the data in database for long-time storage and
interaction with other module. The data is merged from the
HTTP requests and the VM resources. It is recorded as a vector
(T,1,G, Po,D,Pu,O,C,M,D), meaning the record time, the record
time interval, the 'request intensity' of GET request, HEAD
request, POST request, DELETE request, PUT request,
OPTIONS request, the CPU utilization, the Memory utilization,
the Disk I/O utilization separately. The amount of data should
be large. It is recommended to use non-relational database.

D. Maintain Data Module

The amount of the data should be large. This framework
has a 'maintain data module' to keep the amount of the recorded
data in a certain range. It accesses the database every T,
seconds,and reduces the amount of data to N,,;,, when it is larger
than N, according to some rules(merging, feature extraction
or simply deleting is OK).

E. Workload Predictor Module
The workload predictor module consists of 3 sub modules:

Display module, this is the only module that the GUI is
required. It read the database every T,, seconds. Firstly, the
module merges the GET,HEAD,OPTIONS into 'read request'
while merging the PUT,DELETE,POST into 'write request'.
Because actually the amount of HTTP request besides GET
and POST is little (In practice, the HTTP requests of the later
simulation’s 98 world cup workload are almost GET) and those
requests have similar features. Secondly, the module smoothes
and interpolates the data, generating a series of data with a
custom time interval 7, (seconds).Because the recorded data
may not have strictly same recording time interval although the
tasks are triggered every same time interval and the forecasting
step T,; should be custom. Finally display this series of data in
a diagram on the GUI.



Knowledge Base Engine. Firstly we need to add a label for
every application in cloud to represent its feature. There is a
file (Knowledge Base) storing the label and the relevant
accuracy of all the forecasting algorithm. The Knowledge Base
Engine will read the Knowledge Base when the workload
predictor starts. It provides the most accurate algorithm directly
to the cloud-provider and modify the Knowledge Base content
according to the workload predictor at run time.

The forecasting algorithm interface. This module provides a
unified forecasting algorithm interface. If two algorithms are
basically the same method with different coefficients, they will
be treated as different algorithms. The input of the interface is a
series of workloads data(vector (G,P,C,M,D) , representing the
'read requests', the 'write requests', the CPU utilization, the
Memory utilization, the Disk utilization separately.). The
output of the interface is onepredicted workload( also a vector
(G,P,CM,D) ) of next step. The real algorithms are
dynamically loaded. They can be easily added or removed.

On the whole, this module do the following things every
Tpd seconds: reads the latest workload in the database,merges,
filters and smoothes the data,predicts the future workload
according to the algorithm that the knowledge base
provides,displays those historical data and predicted data on the
GUI,sends the predicted workload to the 'Resources Allocator'
module, which will decide if the resources of the application
need to be re-allocated.

Request workflow
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Fig. 2.

V. KEY TECHNICS

Besides the described framework, there are some other
technics we use.

Monitor Monitor
""""""" request resources
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F. Resources Allocator

This module does not belong to the forecasting framework.
It is provided by the cloud provider. The module can
dynamically allocate resources to the applications in cloud. In
this framework, the VM monitor needs to access the “VM-app
mapping rule’ which is generated by Resources Allocator.

To specify the whole framework, Fig. 2 displays the
workflows of request and workload data.

The left ‘Request workflow’ rectangle covers the workflow
of user’s requests which is the normal situation of cloud. When
user sends a request, the request will be first dispatched to
server according to the cloud's VM-app mapping rules. Then
the server processes the request and sends response. The
response will be dispatched back to the original user.
Dispatcher logs the request during the processes. Then the
request’s workflow ends.

The right ‘Workload data workflow’ rectangle covers the
workload data workflow which is included in the forecasting
framework. The flow is triggered at constant time. We first
refer to the monitor module to get the requests and resources
workload. Then merge and pre-process the two workloads and
write them into database. When we want to use the data, the
data will be sent to ‘workload predictor’ module. We process
the data and predict based on the data. The prediction algorithm
is related to knowledge base's recommendation. At last we
display the processed workload and predicted workload on the
GUI. Then the workload data workflow ends.

Workload data workflow

Time trfiggered

Data pre-
process
Data
persistence
v v
Process Predict ’
I I
C J

Knowledge base

ITteration end

Workflow of the forecasting framework

A. Big-data Oriented Database

In this framework, we need to handle big data. There are
many kinds of workloads, and the amount of workload grows



very fastas time goes. For this reason, we need a database with
high performance. Traditional relational database is not
recommended. It would be better using distributed and non-
relational database.Distributed database can store the big data if
the cloud is quite large. In some researches, non-relational
database has better efficiency than relational database under
big data.

For example, if we choose MongoDBas our database. One
record here means a document. Every document should have
same content as following:

{

id: 1363 ,

read: {
GET: 0. 153682 ,
HEAD: 0 ,
OPTIONS: 0

}

write: {
POST: 0 ,
PUT: O ,
DELETE: 0

}

CPU: 34.166667 ,

MEMORY : 917485. 333333 ,

DISK: 47 ,

time: 1413744115.633 ,

interval: 3000

}

B. Request Intensity

During the research, we found that it is not suitable to just
count the number of the HTTP requests as the workload.
Because different HTTP request takes different time to deal
with. See the following figure.

request 1 1, E ;!
' request2 :
1 e ) 1
t1 t2 3
Fig. 3. Requestexample

Assume we have 2 requests during t1 and t3. And it takes
different time to handle them. If we just count the number of
requests that we are processing at the given time. We will get
Req(#;) = 0, Req(;) = 2, Req(#;) = 0. The two requests have the
same statistical effect. But the two requests are obviously
different.

request 1 !
o N
0.5 P 08 i
t1 t2 t3
Fig. 4. Request intensity example
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Therefore, 'request intensity' is introduced. The 'request
intensity' of one request is defined as 'the percentage of time
this request takes during the time interval. For example, in
Fig.4, the time interval is 1s. The request starts 0.5 seconds
after ¢; and ends 0.8 seconds after ,, We have the 'request
intensity' as Reqi(¢;) = 0, Reqi(¢;) = 0.5, Reqi(z3) = 0.8.

In the following simulation, we use 'request intensity' to
represent the HTTP requests.

C. Maintain Data Module

In practice, in the 'Maintain data module' the N, would
better be larger than N,;,. If they are equal, this module will be
triggered every time. While reducing only a little data which is
produced during the latest time interval. This is quite low-
efficiency.

The reducing method depends on the business. You can
either merge the older data into smaller and representative data
or just removing the older data. In our simulation, the 98 world
cup workload has little seasonality. Thus, the older data may
have little effect on the predicted value. We choose to remove
them in this module.

For the reason that we may frequently put records in
database while deleting the redundant ones, it is better using
higher Isolation Levels. We can use a lock for every record
instead of one lock for the whole table.

D. Algorithm Interfaces

The forecasting framework does not contain specific
algorithm. But we have somealgorithm interfaces (they are
discussed later). When we start the workload predictor module,
it will read a configuration file. This file will assign the specific
algorithms we will use as dynamic link library. (Also, the
configuration file can assign all the arguments in the
framework.)

In the simulation, we implementedalgorithm interfaces
using C++. We would like to introduce them in C++.

1. Workload data, we use a struct workload to provide the
capsulation of all kinds of workload. The member
‘data_length’, ‘read’, ‘write’, ‘CPU’, ‘MEMORY”,
‘DISK’, ‘time_interval’represent the amount of
workload, the data position of read requests, write
requests, CPU utilization, MEMORY utilization, DISK
utilization, the time interval between two adjacent data
separately. Here is the struct:

structWorkload {

intdata length;
double
double
double
double *MEMORY;
double *DISK:;
inttime interval;

*read;
*write;
*#CPU;

}

2. [Initialize interface, many algorithm should first use a
series of data to build its model, and this operation
always takes a lot of time. The input should be a series
of historical workload, and output shows if the
operation succeeds. Here is the interface:



int initialize (const Workload &workload) ;

3. Predict interface, obviously we should have a predict
interface to get the each kind of predicted workload.
The input is a series of the latest workload. The output
is the value of predicted workload. Here are the
interfaces:

doubleget predicted read(const Workload &workload) ;
doubleget predicted write(const Workload &workload) ;
doubleget predicted CPU(const Workload &workload) ;
doubleget predicted MEMORY (const Workload &workload) ;

doubleget predicted DISK(const Workload &workload) ;

VI. SIMULATION

A. Simulate the Request

Although we can use the web browser to send requests
directly. It can't simulate large amount of requests and can't
represent the real users' requests. Here we use the '98 world
cup web servers® access log' [20] to simulate real requests. The
amount of the access log is huge. We resolved the data format
and generate a new simpler file named '98 World Cup
Workload'. The file records the request in vector (7,M,S)
representing the request time, the request method, the requested
data length. We developed a tool 'Request Simulator' to send
requests with just the same HTTP methods at the same
time,while the server will read a file and response a random
string in the file with exactly the same lengths.

B. Setup

The figure shows the simulation deployment of this
framework. According to the real situation, some modules will
be deployed in one physic machine.

Request simulator |« > Nginx -t » APP1

¢ |

A 4 ¥

Request

Monitor VM Monitor
98 World Cup
‘Workload L] L
Request VM Algorithm 2
‘Workload Workload
Algorithm 1 KB
Data Processor
VM 1
Y
Lo Algorithm KB Engine
DB Maintain "N Interface
Service :\!
‘Workload Predictor
S
DB
The physical machine

Fig. 5. Simulation deployment

We used one physic machine and two VMs in total. The

following is the details classified by machines/VM.

On the physic machine, we run:

a)
b)

<)

d)

Database service.

Maintain data module, the 7,, should neither be too
big or too small. If big, the amount of data grows fast
and we maintain it slowly. If small, we maintain it
frequently, which is low-efficiency. Thus, we set
T,=60s. And we set N,,,,=4000 ,N,,;,=3500. Thus, we
can keep about 3 hours' data (we record data every 3s),
which is a suitable amount.

Request simulator, the simulator reads a file named
'98 World Cup Workload' every 1 second. And sends
the same requests as those logged in the file during
this 1 second (because the original access log records
data every 1s). According to the real situation, we just
send half amount of requests due to the machine
performance.

Workload predictor, set 7,,~1s, thus we can observe
predicted workload quickly. We simply use two
forecasting algorithms. Algorithm 1 just predicts that
the next workload will be the same as last workload.
Algorithm 2 is a simple auto-regressive method.

On VM1, we run:

a)

b)

<)

d)

Nginx, a light-weighted efficient reverse proxy server.
It plays the role of ‘dispatcher’. According to the VM-
app mapping rule, it can send the requests of
application to the real servers, and handle the response.

Request monitor. In the simulation, we implement it
as an Nginx plug-in. Using the log system, it records
the request time, request method, the time request
takes into file 'Request Workload'.

VM monitor, set 7,,~1s, T,,,~1s (because we want
to observe the predicted workload every 1s, it is better
monitoring data every 1s), and record the result into
file "'VM Workload'.

Data processor,

e  In 'data merge' task, set 7,,=1s. The queue has a
length of 64(because we display 180 points in
simulation, we need at least 60 points of original
data).

e  In'data filter' task, set7,=3s(filter normally takes
more points to output one point, thus we set a
little more time here). The filter simply checks if
data is available(eg. CPU utilization can't be
higher than 100%).

e In 'data accelerator' task, set 7,,,=3s for the same
reason as above. The accelerator generates the
mean value of 3 sequential workloads.

e In 'data record' task, setT4=3s also for the same
reason as above.

On VM2, we run:



This VM runs only the application server. The
application responds by opening a file and sending a
random string in the file. The length of string is
decided by the parameter in the request.

C. Result

For the simulation, we counted the whole requests of all the
92 days of 98 world cup. The requests diagram is shown in
Fig.6. We can see the requests reach a high level on some
specific days (because those days have matches) and keep a
low level on other days. Here we scaled the amount of requests
in the scale [0, 160].
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Fig. 6. Simulation-Original Requests

Then we started the forecasting framework. We can
observe the workload changing as shown in the following 2
figures.
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Fig. 7. Simulation-Predicted workload(Part A)
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In the figures, the red lines show the real workload while
the yellow lines show the predicted workload according to the
algorithm that the KB recommended. We can see that the
Workload READ and Workload CPU are high related to the
requests. And workload MREMORY may have some
relationship with the requests. Workload WRITE keeps 0
during the period of time (because we only sent the GET
requests for this simulation). All the predicted workloads show
some degree of accuracy towards the real workload.

We can also go to details page (Fig.9) to manually check
the accuracy of every algorithm. We can see the algorithm 1
reaches accuracy of 89.7% , higher than the algorithm 2's
45.3%, which is in accordance with our KB's recommendation.
From this result we can see there is no ‘silver bullet’ algorithm.
Different algorithms may have different accuracies according
to different applications.
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We also check the CPU utilizations of our framework.



VMmonitor takes CPU: 0.3%.

Request monitor, this is a plug-in of Nginx, we can't
explore directly its CPU utilization. But we find that Nginx
takes CPU: 15% both with and without the plug-in. This
indicates that the request monitortakes little CPU utilization.

Workload predictor takes CPU: 6%.
Others take CPU: 2%.

And the modules besides monitor can be deployed outside
the cloud. Therefore, we can say the framework is application-
independent and takes little resources in cloud.

The CPU utilization and other value may have fluctuation
during different simulation. But they indicated same results:

This “Workload Forecasting Framework for Applications in
Cloud’:

1. Can monitor the real time amount of workload.
2. Can process and record the big workload data.

3. Can display the workload and the predicted workload
from multiple algorithms while showing their accuracy.

4. Can automatically choose algorithm by knowledge
base.

5. Is application-independent and light-weighted.

VIIL

We have proposed a workload forecasting framework for
applications in cloud. After simulation, we can see the
framework works the same way as we planned: it monitors
workload in real time, processes and records the data,
automatically predicts workload based on the algorithm
recommended by knowledge base, while affecting little on the
original application and cloud. However, in this article, we do
not discuss the Knowledge Base's details, and just implement a
simple one. In the future, we can study how to build a full-
featured Knowledge Base and set suitable label for application.

CONCLUSION
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Abstract— The main responsibility and duty of government
employees is to serve the nation. We have proposed a
combination of cloud computing solution and data mining to the
third world countries to better serve the nations. We have
focused data/statistics gathered from Pakistan as exemplary data.
There are four provincial governments of Pakistan headed by the
Chief Ministers and ministries/departments are headed by the
ministers/department heads. Having the up to date and accurate
information on finger tips is headache for the stakeholders as the
existing system is manual (Paper) work. The main objective of
the proposed solution is to provide the up to date and accurate
information (knowledge) to the stakeholders on their finger tips
providing them a dashboard displaying the information with the
drill down/up facility to get information of the own will. The
proposed solution is intended to be used by the governments of
third world countries to better serve the nations. However; the
proposed solution is quite in general and can be easily adopted by
the private organizations currently using individual information
systems at different locations.

Keywords— Cloud computing; Data mining; Government;
Information system

I. INTRODUCTION

The constant development in the field of information
technology is making the computer infrastructure much more
powerful and less expensive day by day. This development has
increased the number of computer and internet users. Today,
almost every person related with the field of information
technology (IT) is familiar with the new trend named as Cloud
Computing. Although the rest of the educated population
doesn’t know about the trend but indirectly using it for every
day work like OneDrive, LinkedIn, Dropbox and Cloud call
etc.

Most of the work is carried out manually (paper work) in
third world countries. However; some portion of the work is
carried out using computers. Data security [1] always being a
big concern and due to the data security risks, independent
information systems are developed.

A huge number of researchers is focusing on this new trend
named as cloud computing [2]. In [3] the efficient and effective
solution is given to solve the challenges of E-Government.
Cloud computing is helping to shift from E-government to C-
government [4].
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Our research paper is organized as following: In Section II
we explain/go through the problematic and major issues of
existing information system and inspiration of our research
work. Section III is about the background of Information
System, Cloud Computing and Data Mining. A new combined
solution of cloud computing and data mining is proposed in
Section IV. In last, we have concluded our research work in
Section V.

II.

As described above, the independent ministries/departments
have developed their standalone information systems. These
systems are incapable to provide the up to date information to
the stakeholders as there is lack of the data sharing. As a whole
the stakeholder (Chief Minister) is unable to have over all view
of the up to date information. Some problematic issues of the
current system are defined below.

MOTIVATION

A. Data Sharing

Taking example of the ministry of health in consideration,
the minister of health is unknown to the number of diseases
found among the population. He is unable to have view of the
useful information like number of deaths per day as the
government hospitals in different districts or locations are not
sharing the data among each other, or there isn’t any single
information system where this data can be gathered. Lackness
of data sharing is illustrated in figure below.

—Hospital —+ospital

Fig. 1.

Standalone HIS Systems

Changchun, CHINA



In [5] a cloud computing solution is proposed for the
government hospitals to overcome data sharing problem
currently in hand; hence patients will be better treated.
Moreover cloud computing in medical aspects work is carried
out in [6,7].

B. Management and Maintenance

It is well known that setting up and developing an
information system has never been big concern, however
managing and maintaining the information system is big issue.
Standalone information systems are hard to manage and
maintain as the process requires continuous investment. As the
user get into the information system, user’s needs/requirements
change with time to time and it’s hard to upgrade individual
information systems. Different software maintenance types are
defined in [8].
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Fig. 2. Maintenance and Management

C. High Cost and Wastage of Resources

Setting up, managing and maintaining standalone
information systems require high costs, including the
infrastructure. Every organization is very much focused on
spending the less amount of money. The individual
Information system requires app/web server and Database
server. In contrast to mention above individual information
system requires separate network administrators to maintain
the network, separate database administrators for database and
server administrators for maintaining the app/web server.

III. BACKGROUND

A. Information System

There is variety of definitions for information system but
the easy to understand and simple definition of information
system will be a set of different components used to
gather/collect, store and process data to deliver information or
knowledge to the stakeholders. According to the type of
information delivered to the different type of stakeholders,
information systems are categorized as:
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B. Cloud Computing

Cloud Computing is the most focusing area for the
information technology (IT) researchers since few years and
will remain the favorite area ahead for few years until it get
mature. Cloud computing is defined as a network (high speed
internet) based model, in which platforms, infrastructure and
software sold as a service. The main objective of cloud
computing is to save organizations from the cost burden by
reducing the infrastructure cost.

Depending on the definition described above, cloud
computing has 3 types as illustrated below.
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Fig. 5. Types of Cloud Computing



Cloud computing is being promoted by many of the giants
of the information technology industry like Google, Microsoft,
Apple, Amazon, Cisco and others. Cloud computing has come
out like a high wave in the ocean of Information Technology;
that’s the main reason for most of software companies to move
towards cloud computing to sail their boats in the ocean.
Software engineers are working on developing open source
cloud computing tools as in [9]. A little extended work is done
in [10-12].

C. Data Mining

The word data mining itself represents the meaning as
mining/extracting the data. The appropriate definition will be
the process of discovering data patterns from a large dataset.
The huge databases of big enterprises contain tons of data;
however from these tons of data only some kilograms of data
are useful for the upper level management. The goal of data
mining is to dig out the useful information (called as
knowledge) from dataset and transform (using different
transformation techniques available) it into understandable
structure to represent to the stakeholders.

Knowledge

Evaluation /
Interpretation

. Data Hining

.'I‘mny’mmarwn

.m.mg
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Data

Fig. 6. Data Mining

The Data mining is wide area having educational data
mining as sub area. Most of the work is carried out these days
in EDM and a simple example is given in [13].

IV. PROPOSED SOLUTION

A. Cloud Computing Solution

To overcome the above stated problems of the current
system we proposed a hybrid cloud computing solution. Hybrid
solution for each ministry/department is based on the private
cloud of the ministry/department which facilitates the different
offices located at different locations to manage the important
information of department. In contrast public cloud of the
ministry/department is capable to handle the normal
management tasks and also facilitates the outside users. In
order to focus the security risks the offices at different
locations can access the private cloud via virtual private
network and the communication link between private and
public cloud is internet. The outside users can only access the
public cloud through internet.
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B. Data Mining Solution

After setting up the cloud government, the stakeholders
(ministers/department heads) can be facilitated with the up to
date information using the dashboards [14]. Using data mining
technique the useful information can be extracted and can be
represented in terms of bar charts, doughnuts, pie charts etc.
There should be the facility to drill down and drill up the
information so that the stakeholders can look up the data
according to their own will.

1) Using BI Application

Displaying data in terms of charts has two main benefits,
first is charts are very much attractive and second is they are
easy to understand.

a) Ministry of health:

A number of various diseases are found in the population
of Pakistan. The statistics gathered from the health department
are given in table below:

TABLE L. DISEASE FOUND
Name of disease Percentage
Found

Acute Respiratory Infection 41
Coronary Heart Disease 27
Viral Hepatitis 7
Malaria 13
Diarrhea 12

From the statistics collected in Table I, a pie chart can be
constructed using BI Application as shown in the following
figure:



B Acute Respiratory Infection M Coronary Heart Disease i Viral Hepatitis m Malaria ® Diarrhea

Fig. 8. Disease found in Pakistan

The pie chart given above represents the diseases found
in Pakistan’s population with percentage. This chart can be
very useful to the minister to take in account actions against
these diseases and take some actions to prevent these diseases.

The vaccination completed among children within period
of time is given in table below:

TABLE II. VACCINATION COMPLETED

. . Percentage

Time Period Completed
1990-91 PDHS 35
2006-07 PDHS 47
2012-13 PDHS 54

The line chart drawn from Table II data using BI
Application below depicts the percentage of vaccination
completed among the children. The chart shows that every year
there is increase in vaccination, however yet 100% is not
achieved. The chart gives the meaningful information that the
department must focus on the percentage of vaccination so that
the innocent children will be away from diseases.
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Fig. 9. Vaccination completed in Pakistan

b) Department of Police:
The crime statistics gathered for year 2011 and 2012 are
given in the following table:

TABLE III. CRIME STATISTICS 2011-2012
Crime Type Year
2011 2012
Attempted Murders 1,861 983
Murders 632 633
Sexual Assaults 779 557
Home & Bank Robberies 4,083 3,973
Non-violent Crimes 6257 6206
Vehicle Theft 7,066 6,941
Carjacking 815 923

Using BI Application bar chart constructed from the table
111 is displayed below.

2012 m2011

Fig. 10. Crime Statistics of Pakistan

Using the data in table III, another chart is given below:
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Fig. 11. Stacked line chart of Pakistan’s crime statistics

The chart helps the head of department to understand that
they are succeed in controlling crime in year 2012 than year
2011.



2) Using third party tools

Another way of doing data mining is using the third party
software/tools. We used weka 3.7.10 as data mining tool for
this paper. These tools can be directly linked with the database
by passing the database URL or just by providing .csv file of
the dataset. The process is illustrated in the figure below:
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Fig. 12. Data mining using third party tool

To demonstrate the usage of third party data mining tool we
took the sample data of police department containing some
information about the crime and the criminal as given in
following table:

TABLE IV. SAMPLE CRIME DATA
. Crime Information Criminal Information
Crime
b Cg:’: AC;;:'ZS Crime Date | Sex | Age | Married
Gulshan
1 Murder Karachi 1-Dec-11 F 28 YES
Vehicle Cinema
2 Theft Dadu 20-Aug-11 M 22 NO
Home Johar
3 Robbery Karachi 20-Aug-11 M 20 NO
Sadar
4 Murder Karachi 10-Dec-11 M 35 YES
Home
5 Robbery Rawalpindi | 1-Dec-11 M 32 YES
Shah Faisal
6 Murder Karachi 10-Jan-12 F 25 NO
Home
7 Robbery Multan 7-Jul-13 M 29 NO
Vehicle
8 Theft Sewhan 10-May-13 | M 27 YES
Vehicle
Theft Dadu City 30-Jun-12 F 18 NO
10 Murder Islamabad 10-Jan-13 M 27 YES
Sadar
11 Murder Karachi 10-Aug-13 M 31 NO
Home
12 Robbery Hyderabad 17-Jul-13 F 23 YES
Vehicle
13 Theft Moro 30-Jun-12 M 18 NO
14 Murder Islamabad 10-Jan-13 M 27 YES
Sadar
15 Murder Karachi 10-Aug-13 F 31 NO

43

By taking the sample dataset in table IV as .csv file, we get
the following as in figure:

A > =T

CRIMETYPE CRIMEADDRESS CRIMEDATE
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s
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22
[ERER N .
[ENENIN] 1
o

MARRIED

The chart contains the rich information, highlighting some
of the following points.

o ms ow

i ’

Fig. 13. Sample dataset chart

e  “Murder” is the top ranking crime type.

e Most of the crime occurred at location “Sadar
Karachi”.

e Criminals aging from “26.5 to 35 years are more
involved in crime as marked in figure above.

e  Most of the criminals are “Married”.

V. CONCLUSION

We have proposed a combined cloud computing and data
mining solution for the governments of third world countries to
better serve their nations. The system facilitates the
government stakeholders to have a better view of up to date
and accurate data on finger tips. The proposed solution offers
some major advantages like reduced development,
management and maintenance cost, drill down/up data facility
and interactive view of information. The security concern of
the system can be removed by deploying hybrid cloud model.
The proposed solution is for governments of third world
countries.
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Abstract—Virtualization is important in server consolidation
and essential for cloud computing. Using virtualization
technology, a single physical machine can provide multiple
isolated virtual machine to users, which will improve the overall
system resources usage. However, virtualization will also
introduce new challenges and mechanisms that work well in
traditional operating system may lead to the performance
degradation of virtual machines. LHP problem is one such
problem that arises due to spin lock mechanism could not work
pretty well in virtualization environment. To solve LHP problem,
many solutions have been proposed to reduce its performance
impact on virtual machines and improve the overall system
performance. A hardware assisted technology called Pause Loop
Exit(PLE) has been proposed to help detect spin lock waiter in
virtual machines and then reduce the cpu time used in spinning.
In this paper, we verify the necessity of adjusting PLE
configuration in different scenarios. Our experiment results show
that it is necessary to adjust PLE configuration when the virtual
machine is running different applications and the number of
virtual machines varies.

Keywords—Virtualization;Lock Holder Preemption;Pause Loop
Exit;

. INTRODUCTION

Virtualization technology is widely used in cloud
computing and server consolidation to improve overall system
resource usage. Virtualization technology introduce a software
layer called Virtual Machine Manager (VMM) or hypervisor
[1] [2] between physical resource and guest operating system.
VMM manages all the physical resources and also the upper
virtual machines. In this way, virtualization technology can
provide multiple isolated virtual machines to the users and
improve the overall system performance and resource usage.

Although virtualization can improve system performance,
new challenges have arisen due to the introduction of VMM.
Spin lock is used to synchronize data between different
threads and is heavily used in the kernel of modern operating
system. When using mutex or semaphore to synchronize data
between different threads, a thread will yield the CPU to other
threads and goes to sleep when the lock is held by other thread
and it can't get the lock. And the thread that holds the lock will
wake up sleeping threads which are waiting for the lock when
it releases the lock. Thus, the CPU resource can be fully used
to do meaningful works. Unlike mutex and semaphore, the
design principle of spin lock is quite different. When the lock
is held by a thread in a pretty short time, the overhead of
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yielding will be unbearable since the context switch is too
high compared with the time spent in spinning. Besides, the
frequency of spin lock invoked in the kernel is pretty high and
yielding is not suitable.

When the operating system runs on physical machine, the
mechanism of spin lock works well since it runs on physical
CPU and a CPU that holds the spin lock can release the lock in
a pretty short time. But in virtualized environment, guest
operating system runs on virtual CPU (vCPU) and all the
VvCPUs are scheduled by VMM and share the physical CPU
(pCPU). When a vCPU in the VM gets the spin lock (Lock
Holder) and then is scheduled out of pCPU by VMM before it
can release the spin lock. Then other vCPUs in this VM will
keep spinning when they attempt to get the lock (Lock Waiter)
since the lock is held by the vCPU that is not running on
pCPU. The problem discussed above is Lock Holder
Preemption (LHP) problem and will severely degrade the
performance of virtual machines.

There are already many researches focusing on reducing
the impact of LHP. Traditional co-scheduling algorithm [3] [4]
which schedules all the vCPUs of a VM into pCPU
simultaneously was proposed to reduce the occurence of LHP.
There are also several researches focusing on improving VM
performance for para-virtual machine or parallel applications
[5] [6] [7]. Hardware assisted technology called Pause Loop
Exit (PLE) [8] [9] was also proposed to detect spin lock holder
in the VM. Based on PLE technology, several lock waiter
aware algorithms [10] [11] were proposed. Lock-visor [11]
schedules others vCPUs of a VM into pCPU when a vCPU of
this VM is detected as a lock waiter to allow the lock holder to
release the lock and reduce the time spent in spinning.

The PLE technology relies on the preset parameters to
approximately detect the lock waiter so the value of the preset
parameters will affect the accuracy of lock waiter detection.
The changes of applications running in the VMs and numbers
of VMs in the VMM may require different parameters values
to detect lock waiter. In this paper, we analysis PLE
technology, discuss performance deviation of the VMs when
PLE has different configuration. We then perform different
experiments to verify the necessity of adjusting PLE
configuration in different scenarios by checking the VM
performance changes in different scenarios.

The contributions of this paper can be summarized as
follows:
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» We analyze the PLE hardware assisted technology
and discuss performance deviation when PLE have
different configuration.

»  We performance several experiments to verify the
performance deviation in different PLE configuration
and different system workload.

»  We make a conclusion on the necessity of adjusting

PLE configuration when system workload changes.

The rest of the paper is organized as follows: Section II
presents a detailed analysis of PLE technology and the
problem. Section III presents the design of experiments and
the result and analysis for each experiment. Section IV
conclude the result of the experiments.

l. BACKGROUND AND PROBLEM

In this section, we first introduce the background
knowledge of PLE technology and the problem. We then
analysis the effect of PLE configuration when application
changes in the VM and workload changes in the VMM system.

A. PLE Technology

Pause Loop Exit (PLE) is the hardware assisted technology
that detects spin lock waiter in the VMs. As shown in Figure 1,
the hardware in each physical CPU will keep track of the
execution of PAUSE instruction and when the execution
condition of the PAUSE instruction satisfy the preset
condition, a Pause VM-EXxit will be produced and sent to the
VMM and VMM will send this kind of VM-Exit to Pause
VM-Exit handler.

Pause VM-Exit
Hand ler
3

I'____|

WM

Hardw are

| Detect lock waiter
| and trigger Wh-Exit

T

(wCPU )

PLE

pCPU

Fig. 1. PLE Technology

There are two parameters in PLE, namely PLE_GAP and
PLE_WINDOW. These two parameters are used in the
internal workflow of PLE. As shown in Figure 2, there is a
hardware in the CPU which keep track of consecutive
execution of PAUSE instruction. In the operating system,
when the CPU is spinning, it will execute PAUSE instruction
S0 consecutive execution of this instruction gives us the hint
that the CPU is spinning for a spin lock and it is a spin lock
waiter. It can be used to detect PAUSE instruction execution
in virtual machine and detect the vCPUs that a waiting for the
spin lock. However, the time between two PAUSE
instructions should not be too long, otherwise these two
instructions may belong to two different spin lock loop. Hence,
the PLE_GAP parameter is used to define two PAUSE
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instructions as consecutive and the time between two PAUSE
instructions should not be larger than PLE_GAP. Another
parameter PLE_WINDOW is used to define the executing
VCPU as lock waiter. When a vCPU spends too much time
executing consecutive PAUSE instruction, namely larger than
PLE_WINDOW, we can define it as lock waiter and the lock
holder may not be running on pCPU since this vCPU has spent
too much time spinning.

PLE_WINDOW

FLE GAF
—

L

PALISE PALISE PALSE

&, ]

.
Consecutive Pause lnstruction

Fig. 2. PLE Internal Workflow

Problem Discussion

As described above, the hardware in CPU uses preset
parameters to detect vCPU as spin lock waiter. The value of
these two preset parameters are very important for detecting
lock waiter accurately. If the value of PLE\ GAP is too small,
then the actual consecutive PAUSE instruction may be defined
as non-consecutive and two PAUSE instruction belong to two
different spin lock loop may be defined as consecutive when
the value is too large. For the PLE\_WINDOW parameter, the
overhead of handling Pause VM-Exit will be too high when
the value is too small and frequently trigger VM-Exit and the
system will waste too much time spinning when the value is
too large.

B.

Even if we have choose the proper value for these two
parameters, the average CPU cycles used in a spin lock varies
with the workload changes in each VM and the whole system.
So keeping the parameter values unchanged during the whole
life cycle of a VM and applying the same values for all the
VMs are not suitable and will impact the effect of detecting
lock waiter in the VM.

From previous discussion, we can know the problem is
that whether we should adjust the PLE configuration, namely
PLE parameters, during the life cycle of a VM and apply
different PLE configuration for different VM and we should
also consider the performance deviation when applying
different configuration. When the performance deviation is
pretty small, we don't have to adjust the configuration
otherwise the overhead of adjusting the configuration may be
larger than the performance improvement introduced by
adjusting the configuration. So it is necessary to perform
experiments to check the performance deviation when
applying different configuration for different applications and
workload.

Il. EVALUATION

In this section we perform several experiments to
demonstrate the performance deviation of the VMs in different
scenario using different PLE configuration.



C. Experimental Environment

In our experiments, we use a sever with 24 core Intel Xeon
CPU and 64GB of RAM. The operating system is Ubuntu
13.04 and we use KVVM as the VMM in our experiments. We
add a module in KVM kernel module to change the PLE
parameter values and the kernel version is 3.8.13. The
benchmarks we use in our experiments are hackbench [12] and
webbench [13].

D. Performance with different parameter value and
application

To evaluate the performance of the benchmarks with PLE
disabled and different PLE parameter values. We modify the
linux kernel to disable PLE and also set different values for
PLE parameters. We disable PLE and set PLE parameter
PLE_WINDOW as 4096, 2048 and 1024. We run 4 VM with
8 vCPU and 4 GB RAM in our server and all the VM run the
same benchmark at the same time. The performance of
hackbench and webbench are shown in Figure 3.

[ _1NoPLE
8192
(1171 4096
12048
[[T71 1024

MNormalized Performance
a
@
1

T T
Hackbench Webbench

Benchmarks

Fig. 3. Performance of Benchmarks

As shown in Figure 3, we normalize the performance of
each benchmark. The performance of each benchmark with
PLE disabled is used as the base and set as 1. As we can see,
with PLE enabled, the performance of all the benchmarks can
get at least 20% of performance improvement. For hackbench,
the performance improvement is the highest when
PLE_WINDOW is set as 2048 and can be up to 55%. For
webbench, it gets the highest performance when
PLE_WINDOW is set to 4096. From the experiment above,
we can see that with different parameter value, the
performance of each benchmark are different and the
performance deviation can be about 30%.

From Figure 3 we can also see that the PLE_WINDOW
parameter value is different in order to allow different kind of
benchmarks to achieve their highest performance. The
parameter value for hackbench is 2048 while for webbench it
is 4096.
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E. Performance with different number of VMs

To evaluate the performance deviation of the VMs when
the total number of VMs in the system are different, we
perform experiments using also hackbench and webbench and
running different number of VMs in the server. We still use
different values for PLE_WINDOW parameter and run 4 VMs
and 8 VMs. The performance of different kind of benchmarks
are shown in Figure 4 and Figure 5.

[ ]NoPLE
8192
14096
_ [T 2048
[ 1024

Normalized Performance
[=]
w
1

4VM VM

Hackbench

Fig. 4. Performance of Hackbench

As shown in Figure 4, it shows the normalized
performance of hackbench when running 4 VM and 8 VM in
different parameter values including 8192, 4096, 2048 and
1024. The overall performance improvement when running 8
VM is higher than running 4 VM. However, the best
parameter value for hackbench is different when the number
of VMs changes.

As shown in Figure 5, it is similar to the experiments in
Figure 4. The difference is that we run webbench this time.
The overall performance improvement for 8 VM is better than
4 VM. This is easy to understand since spin lock contention
increase with the increase of the number of the VMs. But this
time, the best parameter value for webbench is the same for
both 4 VM and 8 VM.

From the two figures above, we can see that the
performance deviation between different number of VMs is
not as much as the performance deviation between different
value of the parameters. And the best parameter value for each
kind of benchmarks not only depends on the benchmark itself
but also the overall system workload, such as the number of
VMs in the system.

F.  Summary

In this section, we perform several experiments to check
the performance of the VMs in different scenarios. The factors
we consider include the value of parameters, the benchmarks
we run and the number of VMs in the system. By comparing
the experiment results, we can see that the best parameter for a
VM changes with the workload changes both in the VM and in
the system.
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I11. CONCLUSION

In this paper, we demonstrate the necessity of adjusting
PLE configuration when workload changes in both VMs and
the whole system. We first introduce and analyze the LHP
problem in virtualize environment. Then we introduce and
analyze the PLE hardware assisted technology which is used
to detect spin lock waiter in VMs.

We discuss and analyze the importance of the PLE
parameter values when detecting lock waiter in VMs and
make a conclusion that adjusting values is necessary in theory.
However, the performance deviation tells whether it is really
necessary. So we perform several experiments to verify the
performance deviation in different scenario using different
PLE configuration.

From the experimental results, we conclude that the
performance deviation is pretty large in different scenarios
using different PLE configuration and it is necessary to adjust
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PLE configuration dynamically to fully improve the overall
system performance.
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Abstract—Virtualization is becoming an important part of
cloud computing and high performance calculating. In the
virtualized system, the scheduler plays an important role in
effecting the performance of whole system. Traditional scheduler
that focus on the fairness of VMs would cause problems in 1/O
performance and latency. In order to eliminate the 1/O latency
issue, we propose a virtual machine scheduling model based on
multiprocessor system. We also implement a prototype in Xen
43.0 and evaluate it with several benchmarks. Experiment
results demonstrate that our scheduling model can improve the
1/0 performance effectively. The bandwidth of disk increase by
53.6% and that of network increase by 39.4%. Meanwhile, our
method does not change the scheduling algorithm of CPU-
intensive VM so that the scheduling fairness is ensured.

Keywords—Virtualization; 1/0; scheduling; Xen;

. Introduction

High performance calculating and cloud computing are
becoming more and more popular, which cause virtualization
becoming an important role in modern life [1]. For example,
commercial cloud providers such as Amazon EC2 [2] use
virtualization to allocate different types of virtual machines on
the same hardware platform for customers to meet their
different demands. Virtualization technology provides the
improvement of resource utilization, application portability
and efficiency of system management [3].

However, there are several challenges remaining to be
addressed when using virtualization in high performance
computing (HPC) platform. One of them is the 1/O latency
issue. Generally, the 1/O operations such as disk and network
requests are very important in the HPC platform. In non-
virtualized environment, the OS has information about all the
tasks so the 1/O tasks can preempt other CPU tasks to achieve
a better performance [4][5][6]. While in virtualized
environment, traditional virtual machine scheduler focus on
the fairness of CPU time between domains, which makes 1/0
resources less important. So that the latency of 1/0-bound
applications will become longer than in non-virtualized
environment.

When it comes to the cloud environment, the latency
problem becomes even worse. In the cloud environment,
different users often apply for virtual machines to run different
types of applications. Some of them are CPU-bound and
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others are 1/O-bound. The customers may desire a fast
response for 1/0-bound VM, but they may desire a well
calculation ability for CPU-bound VM. Since there will many
VMs in many physical cores, when more than one VMSs run in
one same physical core, a VM with 1/O requests has to wait
for its turn to access CPU to process the requests. The latency
is supposed to be a multiple of default scheduling time slice
(e.g. 30ms in Xen). This is harmful for 1/0O-bound applications.

To avoid these problems, one could pin only one VM to a
physical core and this can eliminate competition forever.
However, that would increase the cost which is not desired by
the customers. There are also many other researches on how to
improve the virtualized 1/0 performance. Hwanju Kim et al.
proposed a task-aware virtual machine scheduling mechanism
using gray-box knowledge [13]. And Govindan et al. proposed
a communication-aware VM scheduling mechanism in
consolidated hosting environment [14].

In this paper, we propose our solution named iSche to
reduce 1/O latency in multiprocessor virtualized system. We
analysis and address the problem of 1/0 latency in Xen credit
scheduler. We design and implement a prototype of virtual
machine scheduler based on multiprocessor system in Xen
4.3.0. And our evaluation shows that the performance of 1/0-
bound VMs has been improved. We improve the bandwidth of
disk 54.6% and the throughput of network 39.4%.

The rest of this paper is organized as follows. We discuss
the background in Section Il. Then Section Il presents the
design and implementation of iSche. Section IV gives the
details of evaluation. And we conclude our work in the last
section.

1.  Background

In this section, we first introduce the Xen credit scheduler.
Then we discuss the problems by a simple experiment.

A. The Xen Credit Scheduler

Xen [7] is an open source virtual machine monitor (VMM).
In Xen, domain0 (the host) runs the control software and the
backend drivers while domainU (the guest) runs users
applications. Xen has three schedulers, including Borrowed
Virtual Time (BVT) scheduler, Simple Earliest Deadline First
(SEDF) scheduler and the Credit scheduler. BVT is usually
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used for some delay-sensitive tasks [8]. SEDF is suitable for
real-time tasks [9]. The default scheduler in Xen is the Credit
scheduler [10].

The credit scheduler is a fair share CPU scheduler as the
default scheduler of Xen on SMP hosts. Each domain
(including the host OS) is assigned a weight and a cap. A
domain with more weight will get more CPU time on a
contended host. The cap limits the maximum amount of CPU
time that a domain will be able to consume. When cap is set, a
domain must wait for next schedule period if he consumes up
all his credit even if the host system has no other domains to
run.

Each physical CPU manages a run queue of runnable
VCPUs. This queue is sorted by VCPUs’ priority. A VCPU’s
priority can be over or under, which represent whether this
VCPU has or hasn't exceeded its fair share of CPU resource.
When the scheduler insert a VCPU into a run queue, it put the
VCPU after all other VCPUs which have the equal priority.
When a VCPU runs, it consumes credits. Negative credits
imply a priority of over. A VCPU’s priority becomes under if
it consumes all its allocated credits. At every scheduling
decision, the next VCPU to run is picked off the head of the
run queue by the scheduler. When a CPU doesn't find a VCPU
whose priority is under on its local run queue, it will come to
other CPUs to pick one. This is the load balance which
guarantees each VM receives its fair share of CPU resources
system-widely [10].

B. Problems of 1/0 Processing Latency

In Xen (as well as other VMM such as KVM [11],
VMware [12]), I/O requests are first delivered to domain0 and
then the domain0 forwards them to the target VM. The target
VM could process the request and send a response at the next
time it is scheduled. Since the scheduling policy of credit is
round robin, here we comes some problems. For instance,
suppose we have 4 VMs in one physical core, as shown in Fig.
1.

When VM1 has consumed all its credit, the scheduler
selects VM2 to run. When an 1/O request comes for VML, it
has to be buffered until VM1 is rescheduled. Suppose we use
30ms as the default time slice, VM1 must wait for 90ms (e.g.
3*30ms) to process its requests. So the I/O latency can be
reached as high as 90ms in the worst case. In fact, the worst
waiting time could be even longer.

I/0 request for VM1

Scheduling latency

VM2 VM3 VM4 VM1

Fig. 1. Scheduling latency in Xen
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We perform a simple experiment to demonstrate this
problem. We vary the number of VMs sharing one physical
CPU from 2 to 4, each VM running CPU loop, and calculate
the CDF of the round-trip time (RTT) of VML1. The result is
shown in Fig. 2. Our results show that the ping RTT increases
with the number of VMs in one core. And the worst RTT in
4VMs is as much as two times of that in 2VMs.

1. Design and Implementation

In this section, we present our design and implementation
of iSche. Subsection A presents the architecture of our system
and subsection B and C discuss the details of implementation.

A. Design of the Scheduling Model

In virtualized environment, the requirements for CPU
resource of domainUs are different when they run different
applications. CPU-intensive VMs generally run continuously
and consume up all its credit. On the contrary, 1/O-intensive
VMs need less CPU time. What they need are high-rate
scheduling switch, so that they can process I/O requests in
time. On the one-processor system, all of VMs are running in
the same core to share CPU time. I/O-intensive VMs will be
treated the same with the CPU-intensive ones. So the 1/O-
intensive VMs have to wait for their turn to handle the 1/0
requests. And it’s hard to apply different scheduling strategy
to only one processor. When it comes to multiprocessor
system, we can apply different strategies into different
processors.

In our system, we define two types of cores, General Core
and 1/O core. The general core is used to run domain0 and
CPU-intensive VMs. While the I/O core is used for 1/O-
intensive VMs to improve the performance. We use different
strategies on different types of cores. The general cores use the
credit scheduling algorithm of Xen to fairly schedule all the
CPU-intensive VMs. The 1/O cores switch VMs more
frequently to provide more opportunities for I/O-intensive
VMs to process 1/0 requests. The architecture of our system is
shown in Fig. 3.



As shown in Fig. 3, one model is added into VMM. The
scheduling decision model is mainly used to collect all the
domainUs’ information and schedule them in a suitable core.
At first, this model separate general cores and 1/O cores
according to the admin’s strategy. Then we pin domainO to a
general core because it’s the host and we can always treat it as
a CPU-intensive VM. Thirdly, it monitor the type of all the
domainUs and pin 1/O-intensive VMs to 1/O cores and CPU-
intensive VMs to general cores. The algorithm in the 1/0 cores
is different from that in general cores so we can treat 1/O-
intensive VMs differently.

Domain 0 Domain U Domain U
I/0-bound CPU-bound
tasks tasks
Y T
Scheduling

VMM

decision model

r
I/0 Core

General Core ‘ ‘ ‘ ‘ General Core

Fig. 3. Architecture of iSche

B. Implementation of Scheduling Decision Model

As mentioned above, the first thing the model should do is
to separate general cores and 1/O cores. We provide an
interface to the administrative tools (such as xI in Xen) to
configure the number of each core. Then this model will
randomly pick several cores and label them as general cores,
and label others as 1/0 cores. Whenever the administrator
change the configure file, this model will relabel all the cores.

The scheduling decision model needs to distinguish 1/O-
intensive VMs from CPU-intensive VMs. We left the decision
on whether a particular VM is I/O-intensive or CPU-intensive
to the administrator. And the xI tools is provided. The decision
model maintains a list of all the 1/O-intensive VMs and CPU-
intensive VMs. When the type of a VM is changed, it can
easily change the list the VM belongs to. The algorithm of 1/0
cores is changed so that when picking next VM to run, 1/O
cores will pick VMs from the 1/O list instead of all the VMs.

C. Time Slice of I/O Core

We use 10ms as the default time slice in 1/O cores (the
default time slice in Xen is 30ms). So the switch frequency of
I/O-intensive can be three times more than before.

V.

We perform several experiments to evaluate our system.
We evaluate both disk 1/0O performance and network 1/O
performance of iSche. And we discuss the improvement made
by our system.

Evaluation
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A. Experiment Setup

The hardware configuration of our experiment is as
follows: Intel Core i5-3450 quad-core CPU, 16GB memory,
100Mbps Ethernet NIC, 1TB SATA disk. Our system runs
Xen 4.3.0 as virtual machine monitor. We use Ubuntu 13.04
as the operating system of the domain0 and all domainUs. The
version of the Linux distribution is Linux-3.8.0 kernel.

B. Evaluation with Disk 1/0

To evaluate the performance of disk 1/O, we run 4 VMs
concurrently. Three of them are CPU-intensive and one is 1/O-
intensive which is the one to be evaluated. Here we denote it
as domainl. We firstly run CPU-bound application (here is the
CPU loop) in all four VMs, and then use the dd command in
domainl to test the bandwidth of the disk. We use dd to read
and write 2GB data with 64kB block size. The bandwidth test
result is shown in Fig. 4.
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As shown in Fig. 4, the average disk bandwidth is about
50MB/s in default case. The iSche improves the average
bandwidth from 64.45MB/s to 99.01MB/s. The increasing rate
is nearly 53.6%.

C. Evaluation with Network 1/0

To evaluate the performance of network 1/O, we run 4
VMs concurrently. The case situation is the same as
evaluation with disk 1/0. We first run the netperf [15] to
evaluate the throughput of network I/0. We evaluate the
TCP_STREAM between iSche and default Xen. As shown in
Fig. 5, the iSche improves the average throughput from
66.77Mb/s to 93.11Mb/s with the increasing rate of 39.4%.

We then test the ping latency comparing with default Xen
credit scheduler. As shown in Fig. 6, we can find that the RTT
of iSche is less than default one. This is because the I/O-
intensive VM is scheduled more frequently. So when network
I/0 events come, VM can handle these very quickly and thus
reduces the latency caused by the scheduling delay.

CONCLUSION

We have presented iSche to pin different types of VM to
different types of cores. Our system can reduce the latency of
I/0-intensive VMs without much effect on the performance of
CPU-intensive VMs. We increase the switch frequency of 1/O-
intensive VM to process more 1/O requests. Our evaluation of
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a Xen-bhased prototype demonstrates improvement at both disk
1/0 and network 1/0.
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Abstract—Virtualization is a key technology in the modern
data centers as well asin the cloud computing industry. Modern
virtual machine monitors (VMM) like KVM and Xen play a key
role in the management and maintenance of virtual machines
(VM). However, as a software middle layer, VMM brings in a
negative impact in terms of VM's performance, among which the
1/0 eventslatency problem is one of the biggest issue.

Asthevirtual CPUsinside the VM s share each other with the
same set of physical CPUs, the scheduling latency will actually
contribute to the I/O events processing delay, which will result in
a long processing waiting time and low /O throughput. To
mitigate this negative impact while till take advantage of the
sharing mechanism, wefirst divide all VM sinto two basic classes,
namely the I/O-sensitive VMs and the CPU-sensitive VMs. We
give out more scheduling opportunities but a shorter time slice
each scheduling to the I/O-sensitive VMs, while keep the
scheduling mechanism unchanged for the non-1/O-sensitive VM s
to improve the 1/0O events responding latency of 1/O-sensitive
VMs. At the same time, we also take into account the computing
workload in our design, as a shorter time dice will holds an
impact on the CPU-sensitive tasks as well.

We also conduct detailed experiments to evaluate tour design
and implement under a physical network environment. The
result shows that our design achieves a significant improvement
in terms of the 1/O latency, while only introduces a small
overhead in theoriginal system.

Keywords—Virtualization; VMM; Scheduling;1/O Latency;VM;
Xen;

l. INTRODUCTION

Cloud computing [1] has brought in a deep impact on the
traditional computing industry. With virtualization as the basic
and fundamental technology, modern clouds and data centers
allow users to create and maintain their virtual machines (VM)
by multiplexing the underlying physical resources, for
example CPU, hard disk, memory and other common devices
[2]. In the virtualized world, the virtual machine monitor
(VMM) plays a key role in managing and monitoring the
physical resources in the physical machines. Common VMMs
like Xen [3], KVM [4], VMWare [5], Hyper-v [6] and Virtual-
box [14] are widely used in the cloud computing and
virtualization technology. With the help of VMM, a VM can
be easily created with specific resources and virtual devices
configured to achieve the goals of flexible and scalable
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resources management, less energy wasting and a better server
consolidation [7] [8]. However, virtualization and VMM
might bring in problems that not exist in the physical world.

As many other researches have pointed out, /O
virtualization is one of the most important functionality of the
virtualization technology, while it still remains a big challenge
to researchers. With the fast development of cloud computing,
nowadays many popular services and applications, for
example online games, video sharing websites, live meetings
and phone meetings are deployed inside the cloud. More and
more users and publishers hold their applications and services
in the virtual machine which are in the cloud instead of
common physical ones. These applications or services in the
cloud could also be very sensitive to the I/O processing
latency, where a good 1/O latency will result in a better user
experience and higher service quality. But in modern
virtualization environment, the physical computing resources
are shared by all virtual CPUs of the VMs in that physical
machine, so each virtual CPU has to line up and wait for its
turn to be scheduled. The pending I/O events to a specified
virtual CPU will not be handled actually until the
corresponding virtual CPU is no longer waiting but scheduled
through a content switch in the VMM. As a result, the waiting
time, or we called scheduling delay of the virtual CPUs will
actually become a significant part of the 1/O events' processing
delay, which a step further brings in a terrible user experience
in terms of the application aspect.

Many researchers have focused on the I/O latency problem.
Research [2] mainly aims at the I/O latency problem in the
Symmetric Multi-Processing (SMP) VMs. As for the SMP
VMs, since there is more than one virtual CPU in a VM, the
mapping relationship between the specified virtual interrupt
and virtual CPUs is not fixed. In research [2], they are always
trying to find an active or online virtual CPU, i.e. a virtual
CPU that is not waiting but actually running in a physical CPU
to handle the virtual interrupts. In order to achieve this goal,
they have modified the virtual interrupt mapping mechanism
inside the guest Operating Systems based on the scheduling
status information of each virtual CPU. Their solution
mitigated the problem to some degree, but since it requires
significant modification in the guest, their solution is not
flexible and adaptable enough to most commercial OSes
which are close-sourced. What's more, their solution is only
for SMP VMs, ignoring the fact that single processor VMs
also suffer from 1/O latency problem.
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Research [9] comes up with a credit sharing algorithm for
Xen's credit scheduler [10] to solve this 1/O latency problem.
In their design, each virtual CPU gives out a certain part of its
credits as the shared credits. When a specified virtual CPU
runs out of credits and cannot be scheduled to handle the
pending /O events, it borrows some shared credits from other
virtual CPUs so that the 1/O events can be handled in time.
Their solution has also mitigated the 1/O problem to some
degree, yet it relies on Xen and the credit scheduler closely
and is not adaptable to other popular VMMs and their
schedulers, since other popular schedulers like the SEDF [11]
scheduler and the BVT [12] scheduler do not have the concept
of credit.

In this paper, we proposal Elastic timE slicE controllEr
(E4) software solution to solve the I/O latency problem. We
use an elastic time slice to achieve a shorter 1/0 processing
latency in the virtual machine. In E4, the time slice is not
uniform among all the VMs. For VMs that have a strong 1/0
request, we use a shorter time slice, while for others the length
of their time slices remain the same.

The rest of this paper is organized as follows. We discuss
the background in Section Il. Then Section Il presents the
design and implementation of E4. Section 1V gives the details
of evaluation. And we conclude our work in the last section.

Il.  DESIGN AND IMPLEMENTATION

In this section, we introduce the detailed design and
implement. As the same set of physical CPUs in the physical
machine are shared by all the virtual CPUs of the virtual
machines, the scheduling latency, or the waiting time in the
scheduling queues will actually contribute a lot to the virtual
I/O events' processing delay time, which finally result in a low
I/0 throughput and a long processing waiting time. To
mitigate this negative impact while still take the advantage of
this resources sharing mechanism, we use non-uniform time
slices for different kinds of virtual VMs instead of the uniform
designed time slice in the credit scheduler.
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To achieve this goal, in this paper we proposal Elastic
timE slicE controllEr (E4) software solution. We first divide
all the virtual machines into two classes, which we called the
I/0O-sensitive VMs and the CPU-sensitive VMs. If a specified
virtual machine belongs to the 1/O-sensitive VMs, it means
that this VM is sensitive to the 1/O latency and requires timely
responses for 1/0 events. On the other hand, CPU-sensitive
VMs are not so sensitive to the 1/O latency but requires a large
computing time. For example, the VM holds a live meeting
service or online game service might probably belongs to the
class of 1/0 sensitive VMs, while a VM running some graphic
algorithms are not. We then arrange more scheduling
opportunities with a shorter time slice to the 1/O-sensitive
VMs, while keep the scheduling mechanism untouched for
CPU-sensitive VMs. As a result, the 1/O sensitive VMs will
get more opportunities and more frequently to be scheduled,
which will shorten the waiting time between their two
scheduling round and contribute to a quick response for the
I1/0O events. At the same time, we also control the whole
scheduling time unchanged to ensure that the fairness among
VMs is not disturbed by our design.
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Fig. 2. Modified Scheduling Latency

Our design is based on the analysis of Figure 1 and Figure
2. As show in Figure 1, we assume that VMO is an 1/O
sensitive virtual machine. When a virtual 1/0 event shows up,
it has to wait for the virtual CPU of VMO to be scheduled,
which results in a long waiting time. On the other hand, if we
use shorter time slice but more scheduling opportunities for
VMO, the scheduling delay would become shorter, as shown in
Figure 2.

I1l.  EVALUATION

In this section, we carry out the detailed experiments for
our design. We use the light-weight command Ping and a
common test tool Netperf [13] to measure the performance
improvement achieved by our design. In this section, we first
have a clear introduction of our experiment environment. We



then go through the experiments and have a detail discuss
based on the analysis of the results.

A. Experiment Environment Setup

In the experiment we use two physical machines as our test
machines. One of the physical machine acts as the host
machine, inside which we install Xen hypervisor and create
virtual machines for testing, while the other is responsible for
sending test requests as a client to the virtual machines inside
the first physical machine. For each physical machine, a
3.10GHz Intel Core i5-3450 CPU is equipped with 1T SATA
hard disk and 16GB physical memory. As for the network,
both of the two machines are working and connected in a same
real world network environment, where other 50+ machines
are connected as well. As for the software, we use Xen 4.3.0
as the hypervisor and Ubuntu 13.04 as the operating system in
the physical machine. The detailed machine configuration is
shown in Table I.

TABLE I. EXPERIMENT ENVIRONMENT
Item Name SPEC
Memory 16GB
CPU Intel Core i5-3450
Hard Disk 1T SATA Disk
Network Adapter 1Gb network card
VMM Xen 4.3.0
oS Ubuntu 12.04

B. Evaluation with Ping

Ping is a very light weight command to test the network
1/0 latency. We first create four identical virtual machines in
the host machine, with each virtual machine equipped with
1Gb memory, one virtual CPU and 10Gb hard disk. Each
virtual machine uses Ubuntu as its operating system. Three of
these virtual machines are classified as CPU-sensitive VMs,
while one is regarded as I/O sensitive. We run a background
CPU burning tasks in each CPU-sensitive virtual machine to
keep up an appropriate CPU utilization. In this experiment, we
keep Pinging the /O sensitive virtual machine from the other
physical machine in the same LAN for about ten minutes and
record the responding latency of each ping command. We
carry out the same testing on both E4 and the original Xen
hypervisor to see how much improvement E4 could achieve
compared to the original system under the same testing
environment. The CDF of the result is shown in Figure 3. The
green line in the CDF stands for the experimental results of E4,
while the red line in the figure stands for the results of the
original Xen 4.3.0 hypervisor.
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From Figure 3 we can see that, for the original Xen
hypervisor, the Ping RTT delay is large and unpredictable. Up
to 50\% results are larger than 500ms, while in the worst case
the ping latency reaches 5,000ms. On the other side, the Ping
results of E4 are much shorter. Up to 90\% results are shorter
than 250ms, while in the worst case the largest Ping RTT
latency is only around 500ms. These results show that under
the same environment, our design E4 improves the network
1/0 latency drastically.
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Fig. 4. Test result of TCP_STREAM

C. Netperf Experiment

Netperf is a widely used testing tool to measure the
network throughput and 1/O latency [13]. In this section, we
also create the I/O sensitive virtual machine as the test
machine, and other three CPU sensitive virtual machines as
the background. We deployed the Netperf server in the /O
sensitive virtual machine, and use the other physical machine
in the same LAN as the client. The client machine then sends
out requests to the 1/0 sensitive virtual machine and records
the time spent in total. The results of this experiment are in the
Figure 4 and Figure 5.

Figure 4 shows the results of TCP_STREAM experiment
with Netperf. We send out Netperf testing commands from



another physical machine with the message size ranging from
0.5Kb to 512Kb, and record the average throughput. As the
previous experiment, the green line stands for the result of E4,
while the red line in the Figure stands for the result of the
baseline. From Figure 4 we see that E4 successfully achieves
an average throughput over 100Mbps, while for the baseline,
i.e. the original Xen 4.3.0 hypervisor, the average throughput
is smaller than 50 Mbps.
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Fig. 5. Test result of UDP_RR

Figure 5 shows the results of UDP_RR experiment with
Netperf. We also use different request and response message
sizes to test E4 and the original baseline. From the figure we
can also see that for different sizes, E4 shows a higher average
RR throughput than the baseline. For example, when the
request size is 64B and the response size is 1k, E4 achieves
1650 trans per second, while for the baseline the result is only
550 trans per second. From the experiment results we can
draw the conclusion that E4 brings in a significant
improvement on reducing the network 1/O latency.

IV. CONCLUSION

In this paper, we propose Elastic timE slic controllEr (E4)
software solution to mitigate the I/O latency problem for
virtual machines. We first introduce and analyze the 1/O
latency problem for virtual machines, and point out that the
scheduling latency actually makes a lot of contributions to the
I/0O events' processing latency. We further more point out that
a non-uniform time slice in the scheduler will shorten the
scheduling delay for 1/O sensitive tasks. Based on our analysis
of the problem, we divide the VMs into two /O sensitive class
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and CPU sensitive class, and propose a new scheduling
algorithm with a non-uniform time slice. We use a shorter
time slice for 1/O sensitive VMs to get a quicker response
ability, while a longer time slice is suitable for the CPU
sensitive tasks. The detailed experiment results show that E4
is able to achieve a significant improvement in terms of
network 1/O delay and throughput.
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Abstract—YVirtualization is vital important in server
consolidation. Using virtualization technology, a single physical
machine can provide multiple isolated virtual machine for users,
which will improve the overall system resources usage. However,
In virtualization environment, Non-Uniform Memory Access
Architecture (NUMA) problem is also a very important
parameter that affects server’'s performance. To solve NUMA
problem, many solutions have been proposed to reduce its
performance impact on virtual machines and improve the overall
system performance. Hardware Single Root 1/O Virtualization
(SR-10V) isa solution for high performance network processing,
but when SR-1OV technology is running on a NUMA platform,
therewill also generate thetraditional problem about NUMA.

We take into vCPU allocation strategy of VM to check the
performanceinfluence of a VM.

We also conduct detailed experiments to evaluate our design
and implement under a physical network environment. The
result shows that our design achieves a significant improvement
in terms of network performance, while introducing a small
overhead to theoriginal system.

Keywords—Virtualization;NUMA; SR-IOV;High performance
network; Xen;

I. INTRODUCTION

Recent years, network virtualization has gained great
performance improvement. Virtualization technology introduce
a software layer called Virtual Machine Manager (VMM)
between physical resource and guest operating system. VMM
manages all the physical resources like CPU and memory for
the upper virtual machines. In this way, virtualization
technology can provide isolated virtual machines for users and
improve the overall system resource usage.

Although virtualization can improve system performance,
new challenges have arisen due to the introduction of VMM.
A very common scene is that when a VMM is running under
NUMA platform, while NUMA is used to solve memory
bottleneck in SMP and is widely used in high performance
servers. But there is a traditional problem in NUMA[4],
namely it’s quite quicker to access data in local node than
access data in remote nodes. So in virtualization environment,
it’s also a key factor that affect the server’s whole performance.
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SR-IOV[1][2] is used in high performance network
performance, device like Intel 82599 achieved about 10 Gb/s
network performance. It tries to use Virtual Function (VF)
which is directly assigned to a VM, then the VM can access it’s
memory directly without the interface of VMM. So a VM can
achieve a very high network performance and this technology
is widely used in high performance network area.

So for a NUMA VM which is assigned with SR-IOV's
Virtual Function (VF), when the VM starts its network
interface, the VM allocate a buffer for the VF, but the
hypervisor is not aware of that. Although through
Hardware-Assisted Virtualization tools like Input/Output
Memory Management Unit (IOMMU) has the address
information translation of VF (PCle device), the hypervisor
has done nothing to utilize that information. In general, in this
strategy hypervisor has its method to choose destination CPU
to run the vCPU of a VM, which may lead to the situation that
vCPU can't obtain the optimum affinity with its corresponding
network buffer. Then while network packets arrives, vCPUs
process the packets inefficiently. This is a classical problem for
a task running under NUMA platform. And nowadays, network
performance is a key indicator of servers, like in network
station, cloud computing center, hadoop map-reduce and so on.

Previous Researches that is related with NUMA[S] are
focusing on non-virtualized environment[6][7]. Someone tries
to get the better affinity between the task's computations and
data[8], and achieved good acceleration in performance.
Someone tries to analysis NUMA resource contention (like
cache). And there are also some researchers considering in the
memory traffic when allocating  memory for
applications[9][10]. They all haven't considered about the
virtualized environment. There are few researchers has done
some work about VM memory allocation strategies, which
show a big influence for VM's performance. One of the reason
is that under virtualization environment, the problem get
complex for that hypervisor is in charge of memory. So it
becomes difficult when try to analyze a task's memory
distribution in a VM, and there is little tools like NUMA API
under linux to control the resources for a VM's task. So there is
little researches has been done in the virtualized environment.

Changchun, CHINA



And researches that is related with SR-IOV is mostly about
how to alleviate interface of VMM][3][11][13]. They doesn’t
consider in VF buffer location.

The contributions of this paper can be summarized as
follows:

»  We analyze the SR-IOV hardware assisted technology
and discuss performance deviation when SR-IOV

have different vCPU configuration.

We performance several experiments to verify the
performance  deviation in  different vCPU
configuration.

We make a conclusion on the necessity of adjusting
VM vCPU configuration.

Resource
allocation

VMM

Fig 1.Original Resource allocation strategy

The rest of the paper is organized as follows: Section II
presents a detailed analysis of NUMA technology, SR-IOV and
the problem. Section III presents the design of experiments and
the result and analysis for each experiment. Section IV
conclude the result of the experiments.

II. BACKGROUND AND PROBLEM

In this section, we first introduce the background
knowledge of NUMA technology, SR-IOV and the problem.
We then analysis the effect of vCPU configuration changes in
the VM.

A. NUMA Technology

Modern CPUs operate faster than the main memory they
use, in early days, the CPU generally ran slower than its own
memory. But large servers has tens of CPU cores. CPUs
increasingly have found they are starved for data, so the
NUMA platform try to solve this problem while introducing
separate memory for each processor, avoiding the performance
hit when several processors attempt to address the same

58

memory. But there also bring in some problem. The classical
problem is that a processor can access its own local memory
faster than non-local memory, and while the nodes is enough

Resource
allocation

VMM

Scheduler

2-um

Fig 2.Original Resource allocation strategy

large, the time a processor access different non-local nodes is
also different.

B. SR-IOV Technology

SR-IOV uses physical functions (PFs) and virtual functions
(VFs) to manage global functions for the SR-IOV devices. PFs
are full PCle functions that include the SR-IOV Extended
Capability which is used to configure and manage the SR-IOV
functionality. It is possible to configure or control PCle devices
using PFs, and the PF has full ability to move data in and out of
the device. VFs are lightweight PCle functions that contain all
the resources necessary for data movement but have a carefully
minimized set of configuration resources. While using
Hardware-assisted technology like Input/Output Memory
Management Unit (IOMMU), a VM with SR-IOV VF can
access its own device memory directly without the interface of
VMM. So the network performance is higher than traditional
network solution.

C. Problem Discussion

As described above, Fig 1 shows that in virtualization
environment, the VMM will assigned a VM resources like
vCPUs and memory for a VM. When the VM start it VF, the
VM will create a buffer which is used to receive and send
packets. This bring in a problem, the VM vCPU is not always
running corresponding with the VM VF buffer. So Fig 2 shows
our modify to the VMM vCPU scheduling strategy.

Although Xen 4.3 has done some work for NUMA aware
scheduling, but it also can’t promise the VM’s vCPU will
always running on the nodes that the the VM buffer allocated,
so the VMM can’t promise the most optimum performance for
network processing.



From previous discussion, it is obvious that if we try to
colocate the vCPU and VF buffer, the network performance
will get a better performance.

I Criginal
700 1| B Node0
I Model
6000 | Node2
§ I Node3
= 5000 - | [ Node4
=1 I Node5
% 4000 -| | Node6
3 I Node7
E 3000 -
)]
o
T 2000
3
<L
1000 4
04
2 8
TCP Message Size (Kb)
Fig 3. Problem
III. EVALUATION
In this section we perform several experiments to

demonstrate the performance deviation of the VMs in different
scenario using different vCPU configuration.

A. Experimental Environment

In our experiments, We conduct our experiments on two
machines which are connected via a 10 Gigabit Ethernet Intel
82599 switch in LAN, with each equipped with a 64-core
2.3GHz, AMD Core 6376 CPU, 256GB physical memory, one
10 GbE network card and two 2TB SATA disk. One of the
physical machines runs Ubuntu 13.04 as the server, with 64-bit
Xen 4.3.0 installed. The benchmarks we use in our experiments
are Netperf[12].

B. Evaluation with netperf for test

Netperf is a widely used as a testing tool to measure the
network throughput[12]. In this section, we also create the I/O
sensitive virtual machine as our test machine, and other four
virtual machines as the background. We deployed the Netperf
server in the I/O sensitive virtual machine, and use the other
physical machine in the same LAN as the clients.

From Fig 3 we can see a big difference while allocating
VM'’s vCPU to different node, so if we can find out the best
allocation for the VM’s vCPU, there will show a big
improvement.

C. Netperf Experiment

Fig 4 shows the results of TCP_STREAM experiment with
Netperf. We run Netperf testing commands from another
physical machine with the message size ranging from 0.5Kb to
512Kb, and record the average throughput. From Fig 4 we see
that our modified strategy successfully brings up the
throughput from 5.5Gbps to over 6.5Gbps.
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Fig 5 shows the results of UDP experiment with Netperf.
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Fig 4. Test result of TCP_STREAM

We also use different request message sizes to test our
modified strategy and the original baseline. From the figure we
can see that for different sizes, our strategy shows a higher
average UDP throughput than the baseline. For example, when
the request size is 25.6Kb, we achieves 4.9 Gbps, while the
baseline result is only 4.2Gbps. From the experiment results we
can draw the conclusion that our strategy brings in a significant
improvement on improving the network /O throughput.
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Fig 5. Test result of UDP_STREAM

In this section, we perform several experiments to check the
performance of the VMs in different scenarios. The factors we
consider in is the vCPU location for theVM. By comparing the
experiment results, we can see that the best performance for a
VM changes with the network buffer location of the VM.



V. CONCLUSION

In this paper, we demonstrate the necessity of adjusting
NUMA vCPU configuration when A VM is using VF module
of SR-IOV. We first introduce and analyze the SR-IOV
problem under NUMA platform in virtualize environment.
Then we introduce and analyze the SR-IOV network buffer and
hardware assisted technology like IOMMU which is used to do
address translation of VMs PCle devices.

We discuss and analyze the importance of the vCPU
parameter values when processing network packets in VMs and
make a conclusion that adjusting vCPU location is necessary in
theory. So we perform several experiments to verify the
performance deviation in while using different vCPU
configuration.

From the experimental results, we conclude that the
performance deviation is pretty large in different scenarios
using different vCPU configuration and it is necessary to adjust
vCPU configuration dynamically to fully improve the overall
system performance.
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Abstract—As a useful technology of 3D reconstruction based
on binocular stereo vision, structure from motion is widely used
in many fields and highly valuable in applications. However, few
review works have been focused on thistechnology. I n this paper,
the basic principles are overviewed. More specifically, the related
works and main methods are discussed. Finally some future
resear ch directions are summarized.

Keywords—structure from motion; 3D reconstruction; overview

L INTRODUCTION

In 2009, Researches from Cornell University Of
Washington enabled the reconstruction of datasets of 150,000
images with the keywords ‘Rome’ from Internet by Structure
from Motion(SFM) algorithms. Exciting progress showing the
world the strong ability of applying SFM algorithms on large
image reconstruction.

In fact, SFM relates to estimate the locations of 3D points
from a lot of images which only given a sparse set of
correspondences between image features. During the main part
of this process, both 3D geometry (structure) and camera
pose(motion) are estimated simultaneously. It is commonly
known as structure from motion[6].

One of the neatest application of SFM is in the
reconstruction of 3D objects and scenes from collections of
images. In this case, there are two questions: first, little is
known about the cameras taking the photographs; second, the
cost of the SFM is high for large scene components.

Many scholars do a lot of work to promote the development
of this field, but now most previous records [1~4] describe the
SFM in a general way, and there is no in-depth analysis, it is
necessary to do a more comprehensive knowledge about the
SFM.

In this paper, the basic principle of SFM is introduced, then
the implementation technique and research status are reviewed
and the main algorithms are analyzed and discussed, finally, a
discussion of the problems of SFM and future direction of
research are listed.

IL.

With the two-frame structure from motion problem as an
example:

BAsIC PRINCIPLE OF SFM
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Consider Figure la, which shows a 3D point p being
viewed from two cameras whose relative position can be
encoded by a rotation R and a translation T. CO and C1 are
around the center of the two cameras. COx and Cl1x are the 3D
rays corresponding to the 2D matching feature
locations x and x' If arrive at the basic epipolar
constraint[9] x' Fx=0 (F is fundamental matrix), COx and Clx
are co-planar and meet in a 3D point p. However, due to image
affected by noise, either x, x'or X, X' (the estimation of x, x")
has arrived at the basic epipolar constraint(Figurelb).
As % and R' are known, point p can be determined by
triangulation. Point p selection criteria is to minimize the
projection errord® +d" .
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Figure 2 summarizes the process of SFM implementation,
containing data preprocessing, feature extraction, image
matching, estimate fundamental matrix, camera calibration and
bundle adjustment.

RELATED WORK

Data
Preprocessing

l

Feature
Extraction

Image Matching

feature
description

feature
descriptar vector

l Camera Calibration
Estimate /minsie /
. W1/ parameters /™
fundamental matrix | |~
~a| | Projection
| external / DGR
parameters of |
camera
Bundle
Adjustment

Fig.2. The process of SFM implementation

A. Data Preprocessing

Due to the data acquisition and the impact of computer
storage and processing power, traditional SFM does not
involve vital amounts of image data processing. With the rapid
development of computer hardware and network, data
acquisition has become simple and feasible, However, data
inevitably appeared complications and redundancy. For
example, two images present strong correlation when their
distance are very close. Addition to denoise image,
simplification has become a necessary operation in data
preprocessing stage.

Snavely[8] et al develops a skeleton extraction algorithm.
Firstly, estimates the position covariance between pairs of
overlapping images. Then, computes a small skeletal subset of
images. Finally, adds the remaining images using pose
estimation. Kushal[4] et al plans the shortest path among with
images by Dijkstra algorithms. Although removing the
redundancy of the image and extracting the skeleton points
have effectively reduce parameters, the number of remaining
images is still huge.

B. Feature Extraction

Feature extraction and matching is the foundation of SFM
method, its goal is to found and correct matching key points of
the same object or scene in the two images. Harris[10]
proposes one of the earliest corner detectors. The seminal work
of Lowe et al presents SIFT[11] which filtered the image with
differences of Gaussians. PCA-SIFT reduced the descriptor

from 128 to 36 dimensions with Principal Component Analysis.

Another widely used keypoints at the moment is SURF[12]. It
has similar matching performances as SIFT but is much faster.
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However, the dimensionality of the feature vector is still too
high for large-scale 3D reconstruction.

Leutenegger et al proposes a binary descriptor matching
algorithm BRISK[13] based on Fast for keypoint detection.
BRISK makes use of an easily configurable circular sampling
pattern from which it computes brightness comparisons to form
a binary descriptor string. Compared with the random sampling
mode in BRISK, FREAK[14] based on fixed-point sampling
mode is more robust than SIFT,SURF or BRISK. Gao Hong-bo
et al[15] presents a binary descriptor matching algorithm based
on hierarchical learning method which combines the
advantages of BRISK and FREAK, the proposed algorithm
outperforms the classical methods with lower computation time.
Although the binary descriptor on the computing speed and
memory capacity have improved significantly, the way may
leads to lost a lot of information.

C. Image Matching

Time complexity of image matching is decided by two
aspects: one is the time complexity of similarity comparison,
the other is the time complexity of search.

In order to reduce the time complexity, we often creates a
kd tree to organize the feature sets and using KNN(K-nearest
neighbor) algorithm to speed up the matching process. Agarwal
et al[2] puts forward a vocabulary tree-based approach, where
K-Means algorithm is used to quantizing the image features.
The clusterings of features extracted from a training set are
defined as a word and changed into weight vector by TF-IDF
model. This approach can calculate the similarity between
word frequency and the target images; Irschara[17] is inspired
by vocabulary tree-based approach and uses the GPS priors to
filter the target images, Cao and Snavely[18Juse SVM models
to predict matching and non-matching images pairs better than
TF-IDF for large-scale image matching.

D. Fundamental Matrix

The estimation of fundamental matrix is commonly use
RANSAC. The realization of algorithm is in[9]. Faugeras[19]
proved that as long as the fundamental matrix between two
images is known, it can realize the projective reconstruction.

E. Camera Calibration

Camera calibration target is to determine the relationship
between image coordinate and world coordinate. As can be
seen from Figure 3.

CameraCenter

c

Image Plange

s}

X The World

Fig.3. The realationship between world coordinate and camera coordinate[35]



The coordinates of the point X in the world coordinate are
(X, Y, Z), and the corresponding image point x in the camera
coordinate are (Xx,y):

(D

here f is the camera focal length, R is rotation matrix and T is
translation matrix.

The accuracy of calibration directly affects the results of the
subsequent reconstruction. Camera calibration is mainly
divided into two categories:

Traditional camera calibration: such as DLT(Direct Linear
Transformation)[20], two-stage camera calibration[21] and
Zhang Zheng-you calibration[22] can achieve high accuracy,
but usually algorithm is more complex and depends on the high
precision calibration block, this paper introduces the SFM
technology relies on the fundamental matrix F which plays a
very important role in the process of recovering certain
information about camera intrinsic.

Camera self-calibration: Faugeras[23] et al use Kruppa
equation to calibrate camera parameters. Lourakis[24]
simplifies Kruppa equation by using SVD decomposition.
Most of these techniques assume that the scene is taken with
the same camera and hence the images all have the same
intrinsic, Pollefeys[25] enables the camera self-calibration with
variable camera parameters .

F. Bundle Adjustment

Bundle Adjustment(BA)[5] is the key technology of SFM,
the most accurate way to recover structure and motion is to
perform robust non-linear minimization of the re-projection
errors called bundle adjustment.

Sparse bundle adjustment (SBA)[26] is an available high-
quality algorithm based on incremental standard equation.
Irschara[16] proposes a fast feasible reconstruction algorithm,
one-time to calculate rotation matrix of all cameras in the
global coordinate system. However, this kind of seed and grow
approach on dealing with huge amounts of data, the time
complexity is still large. PCG (Preconditioned Conjugate
Gradients)[27] is proved more effective method to solve large-
scale bundle adjustment problem. Liu Xin[28] et al presents a
novel distributed bundle adjustment algorithm for solving the
massive-points BA problem, where the original BA problem is
divided into sub-problems by partitioning the 3D reconstructed
points.

IV. EXPERIMENT

Bundler is a SFM system for unordered image collections
based on the Photo Tourism work of Noah Snavely et al. Due
to running on single computer, we only randomly select seven
images from Notre Dame dataset to test by bundler. Notre
Dame dataset is a set of photos of the Notre Dame Cathedral in
Paris. The computer was equipped with 4 GB of RAM and of
local hard disk space and running the Microsoft Windows7 32-
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bit operating system. Then use CMVS-PMVS supported by
Yasutaka Furukama to product dense mesh model. The

reconstruction of seven images(Figure 4a) is shown in Figure
4c.

Fig.4b. The reconstruction of seven images

Fig.4c. The reconstruction after CMVS-PMVS.

Output files of Bundler which suffix is called ‘.out’ and
“ply’. The former is used to store the current state of the
images after analysis and registration(Figure 5), the latter is
used to record the information of points and camera after
reconstruction.

# Bundle file v0.3

T 15974

2586.56847T7 0.0 0.0

0.8589172 0.006216 0.040209
-0.007904 0.955088 0.041961
-0.039912 -0.042244 0.9598310
0.159750 0.175723 -0.090145
2515.493923 0.0 0.0

0.996470 -0.028182 -0.079076
0.028902 D.99%551 0.007843
0.078819 -0.010101 0.996838
-0.576690 0.248271 0.807875
3133.654506 0.0 0.0

Fig.5.Bundler.out

The first line has two parameters: <num_ cameras> and
<num_points>, the following lines respectively are the focal
length £, followed by two radial distortion coeffs, a 3*3 matrix
representing the camera rotation R and a 3-vector describing
the camera translation T. Combining the point informations
and using formula (1),we can get the point clouds.

As you can imagine, when the number of images is large
enough, the reconstruction will be complete .



V. DISCUSSION AND FUTURE WORK

Based on the above experiment, the author analyzed the
main problems of SFM and the next step research mainly has
the following several aspects:

A. Selection of Detectors

The selection of detectors is crucial for high-quality
keypoints. Bundler only use SIFT to extract features, we make
a qualitative comparison among with the classic detectors, the
results are shown in TABLE I:

TABLE1. A QUALITATIVE COMPARISION AMONG WITH THE CLASSIC

DECTORS

method . Blur.. Scale. | Illominationt| Kotationd] Time. |
HARRIS.| common. none. COMMOn - nons. good. |t
FAST+ | common. nons. COmMmOn .« nona. bast. |

SIFT+ good. bast. COMIMOn. . bast. COIIInON +|*
PCA-BIFT+  bast. good.. good.. eood.. good. |1

SURF+ good. | common. bast.. commen.| geod. |
BRISK . bast., bast. good., common. bast. [
FREAK., | common. good. good. common.| good. |
TABLE I shows that the current methods has each

advantages on resistance the image translation, rotation and
scale changes, but there is a large contradiction between speed
and accuracy. So you can select flexibility according to actual
needs.

B. The problems of BA

1) Depending on the initial value: different initial values
have great influence on the effects of reconstruction.

2) BA performance: BA performance improvement is still
an open question.In our experiment, our results could be
higher efficient and more compelete if we had considered the
parallel framework [29~30].

C. Dense multiple view

SFM only calculation the three-dimensional coordinates of
the matching points. The effect of reconstruction heavily relies
on intensity of feature points. Bundler can only get relatively
sparse point clouds, as shown in Figure 4b. We use CMVS to
cluster the scene and then use PMVS to get point clouds. Dense
multiple view is still in the exploratory stage[34].

In addition, SFM itself involves the estimation of so many
highly coupled parameters, there will be large amounts of
uncertainty, how to eliminate ambiguity[31] is worth
developing in the further research.

VI. CONCLUTIONS

SFM is currently the most widely used in the field of 3D
reconstruction. In this paper, the basic principle of SFM is
introduced, and the SFM implement method is discussed.
Through the experimental results has demonstrated the
efficiency and intelligent of SFM, but this method is still not
perfect, especially with the increasing growth of images and
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heavily relies on intensity of feature points. In the next stage, it
is important for us to solve practical problems listed in the

paper.
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Abstract - Prepaid meter (PM) is getting very popular
especially in developing countries. There are many advantages to
use prepaid meter as opposed to postpaid meter both to the
utility provider and to the consumer. Brunei Darussalam has
adopted PM but it is not intelligent and not wireless enabled.
Reading meters and topping up balance are still done manually.
Utility provider does not have information on the usage statistics
and has only limited functionalities in the grid control. So
accordingly a novel software agent based wireless prepaid energy
meter was developed wusing Java Agent Development
Environment (JADE-LEAP) allowing agent from utility provider
to query wireless energy meter for energy values for every
household. These statistics can be used for statistical computation
of the power consumed and for policy and future planning.

Keywords - Wireless Prepaid Smart Meter, JADE, LEAP,
Prepaid Meter

L INTRODUCTION

The traditional method of electricity billing system
involves meter readers to periodically visit every house to take
readings. There are many issues to this method such as taking
wrong readings, lack of meter readers, and houses in very
remote areas, meters in inconvenient location and so forth.
Many technological advancement have been carried out and
one such is employing software agent replicating human beings
to collect energy values by means of power line
communication [1][2][3][4][5]. In some cases wireless
technologies are used where energy meter embedded with
Zigbee sensor making it wireless accessible for retrieving
energy values for billing [6][7][8][9][10][11] and some even
employ GPRS for retrieving the energy units for billing from
Zigbee based wireless remote meter [12].

Prepaid meters (PM) offer many advantages both to the
utility provider and to the consumers. To the utility provider,
this reduces tremendously many issues arise from meter
readers such as delays, wrong and infrequent meter reading
resulting in bulk amount of billing that consumers would need
to pay and further consequent in not paying, disputes and so
forth. One of the main motivation of using PM is energy
conservation. Brunei Darussalam for example is very actively
heading towards achieving energy conservation and the
introduction of PM is one of the initiatives. With the
introduction of PM the total electrical power usage in 2012 in
Brunei Darussalam in the housing sector was 1,879 GWH,
which was a reduction of 12.4 per cent compared to the total
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usage in 2011, which was 2,145 GWH. The total cost saving as
a result was 30 million Brunei dollars [13][14].

However PM does not have wireless feature for meter
reading and the utility company does not have real time
information on how much energy units are consumed, balance
units for each household and how much users spend on energy
monthly. The users are unable to monitor their energy usage on
a regular basis wirelessly too.

Based on the current gaps and the motivations in relation to
using a Wireless Prepaid Meter (WPM), we developed a
simulated Smart Agent based Wireless Prepaid Meter
(SAWPM) wusing Java Agent Development Environment
(JADE-LEAP) agent development kit [15][16]. This research
does not concentrate on wireless prepaid meter design but on
development of smart agent in wireless prepaid meter for
utility provider and consumers. The system here communicates
by means of agents mimicking the job of human to collect the
balance from meters periodically for consumers and utility
provider.

Section II of the paper provides some background research
survey related to energy meter. Section III details the system
architecture of Smart Agent based Wireless Prepaid Meter
(SAWPM). Section IV describes the energy meter simulating
energy values consumed for household. Section V shows the
functionalities of DES agent at the energy department. Section
VI shows agent in Wireless Prepaid Meter (WPM). Section VII
concludes the paper with future work.

II.  LITERATURE REVIEW

A. Agent based Remote Energy Meter

The first pioneering research work that was done [1] using
software agents have been used to access energy meters in the
house remotely for recording the units used and accordingly
the amount calculated. These agents have been developed in
Java-RMI. The agent then replicates the human agent who
visits the house to read the meter.

Research was further done in developing agents for remote
energy meter reading for billing, where energy department
server is connected to domestic clients by means of the power
line [2]. In this system software agent has been employed to
move from the energy department to the domestic energy meter
which then picks up the energy meter data and returns to the
energy department for lodging the data [3].
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B. Wireless Remote Postpaid Energy Meter

In the Sultanate of Oman for instance, a model of Wireless
Automatic Meter Reading System (WAMRS) has been
developed [7] in which the wireless communication is based on
IEEE 802.15.4 (ZigBee) standard and security is implemented
by following the Direct Sequence Spread Spectrum (DSSS)
protocol. Successful demonstration of WAMRS prototype has
made it possible to be implemented in Oman on a larger scale
for meter reading applications. The main goal of this research
was to send periodical readings of an electricity meter
wirelessly to a server in the billing office of the utility
company.

In [10], GPRS communication has been used to retrieve
meter values from Zigbee Wireless remote meter of water,
electricity and gas for computation. This system has low cost
and a little power consumption, while it has great extension
and security.

C. Wireless Prepaid energy Meter

In [17], a GSM-based Energy Recharge system for prepaid
metering has been developed for Nigerian Power Sector
towards the metering and billing system. The GSM-based
Energy Recharge Interface contains a prepaid card equivalent
to a mobile SIM card. The prepaid card communicates with the
power utility using GSM communication network. Once the
prepaid card value has reached zero, the consumer load is
disconnected from the utility supply by a latching relay.

III. SMART AGENT BASED WIRELESS PREPAID METER

ARCHITECTURE

The Smart Agent based Wireless prepaid meter architecture
we proposed consists of three modules; the first is the wireless
energy meter that can generate units consumed by the energy
meter which is used further for the calculation of every data.
The second handles energy monitoring tasks which includes
data such as balance units and total top up amount at
Department of Electrical Services (DES). The later will handle
the exchange of values between devices for querying tasks
from user’s mobile handset in providing continuous transfer of
balance units, top-up amount, in addition to triggering the alert
system when the units hit a certain threshold amount. Fig 1
shows the overall architecture design of a Smart Agent Based
Prepaid Wireless Energy Meter System. The architecture
design consists of four main modules:

* Energy meter simulator which can generate energy units
consumed by the household which is used further for the
calculation of balance units and for subsequent actions at
the Wireless energy meter as a replacement of physical
energy meter.

* The JADE Agent Main container for DES which can
destroy or combine all active agents in the same
environment serving its purposes.

* JADE-LEAP Agent [18][19] for Zigbee enabled Wireless
Energy meter.

* JADE-LEAP Agent [18][19] for User Android Application
for monitoring and querying balance units wirelessly. It
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also handles the exchange of values between devices for the
querying tasks.

SEND UNIT CONSUMED (kWh)

€ N
SEND TOPUP VALUE
USER MOBILE

4

O -
1

Send kwh value

|

WIRELESS
ENERGY METER

SIMULATOR

Fig. 1. Agent based Wireless Smart Prepaid Meter System Architecture

A. System Architecture Design

The system architecture shown in Fig.1 is aimed to support
both the JADE Agents platform and modules of the proposed
system in the best possible way, involving all JADE Agents
implemented devices and the position of databases in the given
environment.

The system started with the energy simulator generating
values for energy consumption. These values are saved and
will be used for balance unit calculations in wireless energy
meter. The values are then supplied to the wireless energy
meter and further to all active JADE agent devices as shown
above. The DES backup database will become the medium of
displaying data in the DES. This is to ensure precise updated
records such as units consumed, balance units and total top up
for each meter to be revised every 5™ of every month. The User
Android application and wireless energy meter required logins
before entering the system. This is to ensure security
authentication for the system

B. System Database
There are two different databases involved in this system:
1. Energy Meter database

The purpose of this is to store following information as
shown in Fig 2:

* Login information for both energy meter and user
Android applications (user logins and meter logins table).

* Units consumed generated by the energy meter simulator
(energy units table).



e Data for balance unit calculations

The energy consumption values generated is according to
the daily appliances usage of each household and their peak
and off peak hour values from DES Brunei.
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Fig. 2. Database tables for Wireless Smart Prepaid Meter

2. DES Backup Database

This database is for back up any data sent from the user
Android application for the calculation of total top-up amount
and from the wireless energy meter balance units. These values
will only be displayed on DES main page every 5™ of the
month for monitoring purposes. The table contains these values
as shown in Fig.3

*  Meter number of each household.
*  Timestamp

* Balance units

¢ Top-up amount

*  Total top-up amount

IV. IMPLEMENTATION OF ENERGY METER SIMULATOR

Based on previous work [18] the energy simulator was
implemented using JAVA language. Similar to daily energy
consumption and current energy meter, the simulator have the
features for peak and off-peak hour, the energy units that has
been consumed as well as giving a graphical indication of the
time and day.

The Energy simulator periodically generates the energy
consumption units according to the data and information given
by the DES and Singapore Power (Singapore utility provider)
as shown in Table 1. Once the units are generated, the values
are merged with the peak and off-peak hours given by utilities
provider as shown in Fig 4.

In the wireless energy simulator graphical interface, the
implementation are divided into two panels shown in Fig 5:

1. The device panel where all the daily household
appliances are listed and the values are generated
dynamically according to the peak hours and power.

These values are saved to the WAMP server database
for later use in JADE Agent applications.
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Fig. 3. Database for Department of Electrical Services (DES)
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Fig. 4. Peak and Off-peak Hours

TABLE L. ENERGY CONSUMPTION UNITS OF DAILY HOUSEHOLDS
APPLIANCES
UNITS CONSUMED DAILY
APPLIANCES IN KWH
Air-Conditioner 288
Aquarium 5
Ceiling Fan 21
Hair Dryer 24
Computer 27
Laptop 9
Lightings ( 3 units) 10
Radio 1
Refrigerator 96
Rice Cooker 54
Vacuum 59
Washing Machine 41

2. Graphical time-indication panel showing the night and
day, off-peak and peak hours.

V. IMPLEMENTATION OF JADE AGENTS IN DES

The DES is responsible for the operation and development
in generating, transmitting and distributing electricity to the
end users. Hence the DES JADE agent serves as the main
container of the agent system environment which has the
authority and function to kill the agents and monitor the



transfer of data between all the agents in the system
environment. Data such as balance units and total top up
amount will go through the DES database to ensure up to date
records of each household meter. These values will only be
displayed in the DES main page every 5™ of every month.
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Fig. 5. Energy Meter Simulator

The database in the DES has the function to monitor and
access the data given by other JADE agents in the environment
such as balance units and top-up value every 5™ of the month.
To achieve the function, DES backup database will serve to
store all the data before the accessed date. It contains only one
table which hold the data of meter number, balance units, top-
up amount and the total top-up amount to-date. The total top-
up amount has the increment function whereby it increases as
the user topped up. The DES JADE Agent will act as the main
container for all the active agents in the system environment,
whereby it has the feature of directory which announces
available agents (Directory Facilitator) and controls the agents
by creating and destroy the agents (Agent Management
System) as shown in Fig 6.

Once the DES JADE Agent Management GUI as shown in
Fig.6 is started, the DES main page will also initiate. The DES
main page comprises of a table stating the meter number,
balance units and total top-up amount to-date.

VL IMPLEMENTATION OF SMART AGENT IN WIRELESS

PREPAID ENERGY METER USING JADE-LEAP

The function of the Wireless Prepaid Meter is to display the
unit consumed and balance units. The units consumed data are
extracted from the Energy simulator which generates energy
units based on the usage of appliances at home. The balance
units are calculated inside the Wireless energy meter using the
given unit consumed by the energy simulator which will be
highlighted later in the next section. Login information are
required to enter the Smart Agent based Wireless Prepaid
energy Meter to ensure the connection to the JADE main
container and to provide minimal security to the energy meter.

A. Operation of Smart Agent based Wireless Prepaid
Meter

The three main functions are:
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* To generate units consumed from the wireless energy
meter simulator and send the values to the DES agent
and User Android application.

* To calculate the balance units of each household. The
balance units are calculated as:

Balance units = Total balance units after topping up-
units consumed

* To send a reminder to User Android application once
the balance units hits certain ranges.
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Fig. 6. DES JADE Remote Monitoring Agent

B. Implementation of Wireless Prepaid Meter using
JADE-LEAP

The Smart Agent based Wireless Prepaid Meter is compiled
and run on Android Emulator and login information is required
for user authentication. Once logged in, the Agent based
wireless prepaid meter can be connected to the DES main
container by setting the energy meter IP to match with the IP
address of the DES. Once this is set, the validation process
begins.

Once the WAMP database and emulator are connected the
unit consumed and balance units in the given period will be
displayed on the main page. At the same time, it also
communicates with the user Android application and transfers
the balance units. These values will be pushed to the main
container held by DES as shown in Fig.7. The refresh button
will grab energy consumption units of the current time from the
database as well as calculating the balance units.

VIIL

The introduction of prepaid meter (PM) has solved many
issues for the utility provider and it also cuts down the hassle of
having to visit households to read meters, which can be a big
challenge. PM opens up many opportunities for further
improvement. For example, providers do not have real time
information on how energy units are consumed, balance units

CONCLUSION & FUTURE WORK



for each household and how users spend on energy usage on a
regular basis. And we proposed and developed a prototype
Wireless Smart Power Meter using Agent technologies of the
JADE and JADE-LEAP running on Android Jelly Bean mobile
platform with Eclipse Juno IDE by creating three agents. We
were able to demonstrate the capability of the services and the
intelligence of this multi-agent environment of the proposed
system. The system was able to transfer and query energy
units in real time without the help of any human interactions,
thus easing the monitoring process. In future the system
proposes to integrate other features like sending reminders
based on rate of energy units used. In addition computing
energy units based on tariff rate, top up amount and taking into
amount of energy used towards energy conservation. Last but
not least adding the energy units to energy meter from energy
department based on top up from users.

Future work will include agent from consumers’ mobile
devices, which will query the energy meter to study the power
consumed, and for topping up the balance. When the meter
reaches the threshold, agent at energy meter would also send
messages to alert consumers for topping up through mobile
devices and failing to do so will lead to power disconnection
from the utility provider.

Balance Energy

%
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Refresh
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Balanced Energy LefifhWh)
8

SUBMIT
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Fig. 7. Communication between Wireless Meter and  User Android

Application
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Abstract—Private cloud storage solutions, such as Oxygen
Cloud and COSA (Cloud Object Storage Appliance), which
provide file synchronization and sharing with high performance
and integral security for enterprises. Those solutions have well-
defined functions for integrating with enterprise environment.
However, not all enterprises have enough resource to deploy,
maintain and manage their own services. On the other hand,
application service providers are searching for efficient and au-
tomatic service based on these storage solutions for more profits.
In this paper, we propose a hosted private storage architecture
based on COSA (Cloud Object Storage Appliance) and CAKE
(Cloud Application Kernel Environment). In this architecture,
each appliance hosted in a data center with Internet connectivity,
storage pool and hypervisor(s); and a portal machine can provide
self-service and monitoring features to enterprise and application
service provider. The design and the implementation of the hosted
private cloud storage solution are also described in this paper.

I. INTRODUCTION

Nowadays, since information increases rapidly, enterprises
need a way to manage data efficiently. Public cloud storage
services like Dropbox [1] and Google Drive [2] allow users
to store their data remotely and access them at anytime via
any devices; the service could even provide high performance
and integral security if enterprises host their own service,
such as Oxygen [3] Cloud and COSA (Cloud Object Storage
Appliance) [4] [5]. However, when enterprises host their
own cloud service, they need human resource to manage the
network connectivity, power consumption, machine location
and availability; they also need a system administrator with
information technology knowledge, such as backup restore
solution, log archiving and E-mail service, for filling enter-
prises’ SLA (service level agreement). On the other hand,
to increase more profits, efficiency of service delivery and
to reduce [6] [7], the traditional application service provider
transforms the network-delivered business service from cus-
tomize an application for individual customer to shared service
model.

As what mentioned in pervious section, public cloud storage
service offers great functionality let end users to manage
their data cross multiple devices. However, many enterprises
does not allow their employee access the public cloud storage
service in the office network cause the security issue. There
are many researches explained the security issue on the public
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cloud service [8] [9]. In the enterprise deployment, the enter-
prise administrator needs functions such as: auditing, users and
groups management, control privileges and security access.

In this paper, to address issues from enterprises and ap-
plication service providers, the cloud storage service should
be transformed to logic-isolation approach [10] [11] [12] of
multi-tenant architecture and hosted by service provider. To
that end, the service should be a network-delivered, pre-build
and self-configurable service.

II. COMPONENT IN THE MULTI-TENANCY ARCHITECTURE

As shown in Fig 1, we put serval components together
to build a hosted private storage architecture for multi-tenant
service.

A. Application: COSA (Cloud Object Storage Appliance)

COSA provides EFSS (Enterprise File Sharing and Syn-
chronize) function, it is a network-delivered application. Users
can store their data remotely and can access them at anytime
from any devices. COSA is also a virtual file system, which
allows users operate files with versioning, recycle bin, share
link and additional features.

B. Computer: CAKE (Cloud Application Kernel Environment)

CAKE [5] is a KVM-based hypervisor, which offers an
environment for hosting virtual machines. It is a network-
delivered application and also exposes virtual machine man-
agement API to allow a third-party software to control the
lifecycle of the virtual machine. CAKE also provides high
availability and migration feature for filling enterprises’ SLA
requirements.

C. Networking

Network contains three different layers, including WAN
layer, DMZ layer and LAN Layer.

1) WAN Layer: WAN layer includes first tier firewall and
connection to ISP (Internal Service Provider), all end users
connect to their application service from Internet through
serval public IP addresses provided by ISP. The application
service provider could control the overall network bandwidth
and configure the network port policy for filling individual
customer’s need in this layer.

Changchun, CHINA
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2) DMZ Layer: DMZ layer includes second tier firewall,
it provides connection from WAN to LAN. The application
service provider could control the network’s bandwidth by
customer in this layer. The port policy in this layer will only
allow specific HTTP/HTTPs traffic for end users.

3) LAN Layer: For the security reason, shared component,
such as computer node and storage pool, which does not allow
users access directly should locates in this layer.

D. Storage: NexentaStor

NexentaStor [13] is an enterprise class SDS (Software-
Define-Storage), which provides functionality and capability
such as SSD/HDD hybrid configuration for high performance,
high availability, capacity scalability, disaster recovery, block-
level encryption and provisioning. It enables application ser-
vice provider easily manage storage hardware and provide file
storage for application store the physical data.

III. DESIGN AND IMPLEMENTATION OF THE
MUTI-TENANCY ARCHITECTURE

As shown in Fig 1, to approach the multi-tenant architecture,
there are two virtual appliances on top of the CAKE.

A. COSA Virtual Appliance

When enterprises host COSA themselves, the application
service provider will deploy all COSA modules, including
web container and database, into one physical machine with
amount HDD storage; the whole management function will
be enabled in this case, such as power management and
system monitoring. To approach the multi-tenant architecture,
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the application service provider separates web container and
database to COSA virtual machine and storage pool, service
states won’t be leaved into COSA virtual machine; and also
disables serval service management functions, such as power
management. After the implementation, application service
provider translates the virtual machine as a template and stores
it at the storage pool.

B. Portal Virtual Machine

For efficient and automatic service goal, there are three
major functions in Portal Virtual Machine.

1) Appliance Monitoring: Appliance Monitoring function
provides information such as storage usage and network
bandwidth to enterprise’s administrator and application service
provider. This function is integrated with SNMP agent which
hosts at firewall and COSA Virtual Machine.

2) Customer Management: Customer Management pro-
vides self-registration function to enterprises which require a
cloud storage service, and also lets application service provider
manage their customer list. Application service provider can
disable service by customer in this function if there is any
abnormal usage notification.

3) Lifecycle Controller: Lifecycle Controller has integrated
with CAKE API, NexentaStor API and firewall SNMP agent.
When an enterprise require a cloud storage service, Lifecy-
cle Controller will follow four steps to enable the service:
(1) Bootup COSA virtual appliance from VM template, (2)
Configure firewall policy and IP address for the COSA virtual
appliance, (3) create a disk volume on NexentaStor, and (4)
publish the COSA virtual appliance information on the Portal
Virtual Machine let customer start to use.

IV. A CASE STUDY: HOSTED PRIVATE CLOUD STORAGE IN
REAL WORLD

The first hosted private cloud storage was deployed in III
(Introduction of Institute for Information [14]) since 2011.
There are two departments engaged into this show case, the
first one is III MIS, they are the application service provider;
the second one is IIT CSSI (Cloud System Software Institute),
they are end users and also the enterprise administrator. The
COSA service was hosted in III IDC (Internet Data Center)
and deployed manually by CSSI engineer. The COSA service
was installed as a virtual appliance over CAKE and connect
to a traditional NAS through NFS protocol. The ISP (Internet
Service Provider) provides a public IP address for this service
which allowed end users and the enterprise administrator
connect to the service via Internet.

A. End User Scenario

COSA is an object storage and provides EFSS(Enterprise
File Sharing and Synchronize) function to end user [4]. in this
show case, most end users install COSA desktop agent in their
Windows and MAC devices for access the file and folder. For
the usability issue, user will install COSA mobile APPs on
their iOS and Android device to access the file and folder.
In order to enhance the office collaboration performance,
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Fig. 2. COSA Management Dashboard

the enterprise administrator enabled the share permission to
everyone, the user can share the file and folder to anyone
whatever if the receiver have COSA account or not.

B. Enterprise Administrator Scenario

As shown in Fig 2, it is the COSA management dashboard,
which provides functionality for enterprise administrator to
manage user account and permission control. Enterprise ad-
ministrator can get service information such as storage capac-
ity, user’s active log and status through these dashboard.

C. Service Provider Scenario

As shown in Fig 3, it is the CAKE monitoring dashboard.
The performance of COSA service can be monitored by appli-
cation service provider, which measure the service’s network
bandwidth, CPU and memory. Application service provider
can also enable / disable service through the virtual appliance
management interface.

V. CONCLUSION

The logic-isolation approach provides advantage of effi-
ciently and automatically service for saving application service
provide costs. This solution was designed and implemented
to enable the hosted storage cloud service for enterprise to
manage data efficiently and for application service provider to
create new business mode. Future work includes design and
implementation of billing system, workflow and metering.
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Abstract—This paper presents a parallel SPH implementation
on multi-core CPUs. The implementation uses a hash table to
store particles data and divides the program code into 2 parts for
parallelization. The first part has no data race, but the second
part has data race. Then, the paper compares the running time
and parallel speedup of each part to find the bottleneck of the
paralle SPH program. The results show that the program can
achieve linear speedup just with the first part to be parallelized
when the search radiusislarge. And the second part has become
a performance bottleneck only when the search radius is small
enough (for each cell only contains one or two particles on
average). We present a method to parallelize the second part
without affecting the performance of the first part. The results
show that our method can ease the perfor mance bottleneck when
the search radiusis small.

Keywords—SPH; Multi-core CPU; Neighbor Search; SMP;
Paralle

L INTRODUCTION

Smoothed Particle Hydrodynamics method is a Lagrangian
approach to simulate complex motion of fluid by using large
amount of particles. It was first proposed to simulate
astrophysical phenomenon by Bob Gingold, Joe Monaghan
and Lucy [1]. The SPH method has been successfully applied
to many fields, such as computational fluid dynamics,
materials science, heat conduction, etc.[2-4]. Meanwhile, the
SPH method requires a large number of particles to simulate
physical phenomena accurately, which needs very high CPU
performance.

In the past few decades, the number of transistors
integrated on a chip increasing in accordance with Moore’s
Low, which due the frequency of CPU to double every 18-24
months. Thus, the same program will run faster with CPU
updating. But now, the CPU technology has entered the
multicore era for the power wall [5]. If you want your program
to get improved performance from multi-core CPU upgrade
(for the number of cores increases), the programmer needs to
use explicit parallelization technology in the development
stage [6].

Therefore, the parallelization for the SPH method has great
significance. The major problem in the SPH parallelization is
the performance loss caused by data race in multi threads. The
data race is caused by accessing shared data with modification
operation in multi threads environment. This is also called

978-1-4799-4765-2/14/$31.00 ©2014 IEEE
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threads safety which needs to use the locking mechanism of
the operating system. But thread blocking lock would due to
more loss of performance. In multicore system, the spin lock
is an alternative [7]. Another technique called Lock-Free just
uses atomic operation to guarantee exclusive access to shared
data [8]. Whether it is a spin lock or Lock-Free method, the
program can’t avoid atomic operations. That means the
threads still need to race in the atomic level which would
reduce the efficiency of CPU’s cache mechanism.

This paper presents a parallel SPH program based on hash
table. The implementation does not use any lock or atomic
operation to protect the shared data, thereby avoiding
performance loss by threads race. We firstly divided the
program code into 2 parts for parallelization. The first part has
no data race, but the second part has data race. Then, we found
that the first part was with high load and the second part with
low load. Our strategy is priority to parallelize the high load
part. And the parallelization of low load part is depends on the
situation.

II.

There have been many studies about acceleration
technology for SPH. Adams et al. used particles with different
radii to construct an adaptive SPH simulation [9]. Their
method could reduce the number of particles needed which
greatly improved the performance of dense fluid’s simulation.
Considering the radii variable, they used a kd-tree as the
spatial partitioning scheme for neighbor search. As a result,
their method needs to rebuild the kd-tree in each simulation
time step.

RELATED WORK

Although SPH has a natural parallel features with itself,
the memory updating caused by moving of particles will cause
data race in parallel or concurrent threads. Amada et al. used
GPU to accelerate the particle-based fluid simulation. They
implemented the neighbor search on the CPU, and used the
GPU to calculate SPH computing. This is a very good idea.
But the current GPUs cannot access the host memory directly,
which led to data transfer between the host and the device
through the PCI bus in each time step. Using GPU to
accelerate SPH has been a research focus. And the mainstream
approach to deal data race is sorting the particles in each time
step [11-13].
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The difficulty of implementing SPH on SMP and multi-

core system also lies in efficient neighbor search and data race.

Wréblewski et al. compared the performance of SPH based on
OpenMP and MPI [14]. Their results show that MPI achieve
higher efficiency. In their model, a uniform grid is used for
neighbor search. And they did not use a hash table to store
data. Therefore, their system is more suitable for uniform
particle distribution scenarios. Markus et al [15] implemented
a multi-core SPH system which avoids the data race by sorting
the particles in each time step. The sorting method can save
memory, but with additional computing resource.

Sven Ganzenm et al. have presented a parallel object-
oriented framework for particle simulations written in C++.
Their implementation of parallel [/O improved the
performance greatly [16]. In the work of David et al, a
parallel numerical simulation framework has been presented.
They presented a domain distribution methodology which can
take advantage of shared memory machine [17].

In the paper of Prashant et al., they introduced a parallel
and interactive SPH simulation and rendering method on the
GPU [18]. Their neighbor search method is based on Z-
indexing and sorting method on the GPU. Brandon et al.
presented a method to accelerate SPH by adaptively
constructing and reusing particle pairing information [19].

III. SPH MODEL

SPH-based interpolation is a grid-free method. Its basic
idea is to transform the equation of continuous physical
motion into interpolation and integral of discrete particles. For
example, to calculate the value of function f(r), you can define
a kernel function W (|r-r’ |, h) as the weight of the value f (r")
at the position '. And then, you can use the values of function
f in the neighbor field of r to estimate the value of f(r) using
the following equation.

<f6) >= [ oWl —rlRar (1)
And it is discretized as follows:
n
m;
<f>=) f2wln-5ln) @

=t 7

In the equation (2), m stands for neighbor particle’s mass,
pj for the density, h for the size of neighbor field. Mostly, the
neighbor field is a circle area with radius 2h as showing in Fig.
1.
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Fig. 1. Neighbor field of a particle

The interpolation kernel function W(lr —#'|.k} is also
called smoothing function which has a great influence on the
simulation result. The mostly used interpolation kernel
function is the B-spline interpolation function. It is described
as the following equation (3).

(123940300 peyen
(_ET,]+ET <y <

. |
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\0 otherwise

In SPH, the gradient of a function can be obtained easily
using the gradient of the interpolation kernel function, as show
in the following equation (4).

n
m;
< Vf ::-=Zg-jvw{m —%|.h) (4)
=t
This paper uses the famous Neville - Stokes equation as
the control function of fluid motion. The density is calculated
with the basic SPH interpolation method.

f= ) mW; 5)
-
The pressure is calculated with concerning of symmetry.
DrEsSUrE ptp
e == Y me v (6)

i o
And the viscous force is calculated using the following
interpolation function.

rizcosity _
fi =u m;
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IV. NEIGHBOR SEARCH

o VW

4

vy

(7)

SPH is based on particle system. To calculate particles’
physical property, it needs to search their neighborhood.

There are many method to do neighbor search. This paper
uses the uniform grid space partitioning method to do
neighbor search, which is widely used. The basic idea of
uniform grid method is to divide the whole space into N*N
child cells with the same size. So that, the neighbor search for



a particle is limited in a few cells (27 cells in 3D scene)
instead of the whole space. Figure 2 shows the searching field
in a 2D scene. In order to find out all the neighbor particles of
the black particle, we just need to traverse the neighboring
gray cells.

O
o
ol © |o
o7 Iw
c® ©
o | ‘el
o o

Fig. 2. Neighbor search for a particle

With uniform grid, we can find particles with specific
location quickly. In our implementation, each cell is marked
with an integer ID generated by its space location. And the
particles in a cell are organized as a linked list. The uniform
grid could be implemented as an array or a hash table. With an
array, we could gain faster running speed but with more
memory needed. This paper uses a hash table to store cells by
using cell IDs as hash keys.

To find neighbors of the particle P, we can do like this:

1 set <x, y, z> = cell_coordinate(P.position)
2 set S as a particle who’s each property is 0
3 for ix = -1 to 1 do

4 for iy = -1 to 1 do

5 for iz = -1 to 1 do

6 K = cell_id(<x+ix, y+iy, z+iz>)
7 L = map(K)

8 S += doSPH(P, L)

9 end for

10 end for

11 end for

12 return S

The function cell coordinate(r) in the pseudo-code is to
calculate the coordinate of the cell which contains the position
r. The function cell id(r) is used to calculate the cell ID
through its coordinate. The function map(K) returns the linked
list which contains all the particles in the cell marked by K.
And The function doSPH(P, L) returns a partial value of the
SPH interpolation result.
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V.

Our implementation is a simple simulation of fluid. It is
based on time iteration which looks like this:

PARALLELIZATION

1 for t<T do

2 for each particle P do

3 do the neighbor search and SPH
interpolation for P.

4 end for

5 for each particle P do

6 if P’s cell ID is changed

7 move P from the current linked
list to the right list.

8 end if

7 end for

8 t += At

8 end for

In the outer for-loop, in each iteration the progress reads
the data which is updated in the previous iteration. So in this
loop, the data is dependent and the code cannot be parallelized.
The parallelization is applied on the inner for-loop.

To parallelize the inner loop, we need to handle the data
race. Even though the data of each particle is interpolated from
its neighbor particles, the computing process of each particle
can run independently. Because each process updates only one
particle which it right handles. The problem is on moving
particles from one cell to another. As a particle moving, it may
leave from the current cell and enter into a new cell. In the
simulation program, this is mapped to moving data from one
linked list to another. The data race occurs when two threads
try to access the same linked list with writing operation.

To avoid data race, we see the code in the inner loop as
two parts. The first part does the neighbor search and SPH
interpolation without moving data. The second part moves
data to the right lists. The first part is just the first inner for-
loop which can be parallelized easily. The second part is the
next inner for-loop with data race. The parallel pseudo-code
for the first part looks like this:

1 parallel for each particle P do

2 do the
interpolation for P.

neighbor search and SPH

3 end parallel for

The “parallel” keyword indicates each iteration of the loop
can be run in parallel.

A simple way to parallelize the second part is to search all
the lists in parallel, and then moving the data in a single thread.
There is no problem if the linked list references are stored in
an array. It is easy to access data in an array by indexes. But
our implementation uses a hash table. A hash table stores data
as key-values. You may have no way to access a value by
absolute index for different data may mapped to a same



position. In our program, the hash table used is provided by
the gnu c++ extension library. This hash table has no way to
access the value by a position index in the memory. Our
parallel pseudo-code looks like this:

1 parallel for each particle P do

o2 calculate the new_key from P’s new
position.
3 if old_key != new_key do
4 old_list = map(old_key);
5 new_list = map(new_key)
6 old_list.remove(Pi);
7 new_list.add(Pi);
8 end if
9 end parallel for

VL

Our program was tested on a SMP machine with two
Intel® Xeon® CPU X5650 processors. The Intel® Xeon®
CPU X5650 CPU has 6 cores with 12 threads. The platform
has 12 cores with 24 threads. The simulation space size is set
to 1.0 * 1.0 * 1.0. The test used 1 million particles with 1000
time iterations.

EXPERIMENT RESULT

Firstly, we tested the sequence code with different search
radius to find its influence on the performance. We gathered
the running time (hours) of each part. The results are shown in

Fig. 3.
6.09
5.68
5.35
3T 431
a4 L 3.65
3 | 2.81
221 2.27 239

2 [

1.12
1 H

Iii .08 18.088.078.068.06 18.0608.05/8.05 /8.05
0

0.01 0.02 0.03 0.04 0.05 0.06 0.07 0.08 0.09 0.1
SEARCH RADIUS

RUNNING TIME{H)

B PART 1 B PART 2

Fig. 3. Running time of sequence code with different radii

In our SPH implementation, the resolution of the grid is
decided by the search radius R. The size in each dimension is
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1.0/ R. So, the larger the search radius is, the smaller the grid
resolution, the larger each cell, the more the number of
particles in each cell. As a result, the SPH interpolation
calculation time of part 1 increases. From the Fig. 3, we can
see that only the running time of part 1 increases as the search
radius grows bigger. The increasing is obvious when the
radius changes from 0.01 to 0.02. The value almost doubles.
We think even though the average particles’ count is 1 when
the search radius equals 0.01, the actual situation is that there
are many empty cell. In the program, the empty cell is ignored
without any executing time.

Another feather is that the running time of part 1 is just
opposite compared with part 1. But it just declined a little as
the search radius increases. The most important thing is that
the running time of part 2 is much short than part 1. And the
gap increases as the search radius grows bigger. We think the
part 2 should not be a bottleneck when the search radius is
bigger enough. To prove the opinion, we then tested the
program only with part 1 parallelized as well as set the search
radius to be 0.1. Fig. 4 shows the running time of part 1 and
part 2 with different number of parallel threads. Fig.5 shows
the parallel speedup of part 1 and the overall program.

As shown in Fig.4, the running time of part 2 is much short
than part 1. Fig. 5 shows that the overall program’s parallel
speedup is as well as part 1. Even though when the threads’
number increases to 24, the overall speedup is 17.18 which is
a little smaller than part 1’s 19.80. The results show that we
can gain a nice speedup only with parallelization on part 1 as
the search radius is relatively big.

Then, we choose the search radius of 0.01 and tested again
with only part 1 parallelized. The results are shown in Fig. 6
and Fig. 7. The running time of part 2 is also an important fact
influenced the performance as shown in Fig. 6. It is clearer as
shown in Fig. 7 that the speedup of overall program is only
half of the speedup of part 1 when the threads’ number is more
than 12. But it also shows that the speedup of part 1 increases
little when the number of threads is bigger than 12. In fact,
when the search radius becomes relatively smaller, the average
number of particles in each cell also becomes smaller. As a
result, the executing time of numeric computing of SPH
interpolation declines, but the time of accessing the hash table
increases, which leads to the CPU accesses the memory more
frequently. It seems that this will lead to Intel's Hyper-
Threading technology has no effect.

Finally, we parallelized the code of part 2. The results are
shown in Fig. 8 and Fig. 9. It shows that the running time of
part 2 also declines as the threads’ number increases. Fig. 9
shows that our method to parallelize part 2 really can ease the
performance bottleneck.



8.00

z

[§E)

z 6.00

'_ .

o 4.00 EPART L:without.data.race

=

Z 200 I [ PART 2:with data race

] | |

o= 0.00 1 g,u,&u,ﬂ, T O e T O T OO - O O - T

12 3 45 67 8 9101112131415161718192021222324
THREADS IN PARALLEL

Fig. 4. Running time of parallel code with search radius of 0.1 (only with part 1 parallelized)

30

el PART ] el OVERALL

% P! : il
2 10
[
w
& 0
1234567 8 9101112131415161718192021222324
THREADS IN PARALLEL
Fig. 5. Parallel speedup with search radius of 0.1 (only with part 1 parallelized)

1.2
= 1 - )
é o.8 - f:;F;T 1:without data
é 0.6
Z o4 =
= 0.2 S 7 8_mo_ =

o 0 o0 8 o0 o0 o oo % 0o oo go oo B gf oo o b b gb g gB go go

1 2 3 45 6 7 8 91011121314151617 18 192021222324
PARALLEL THREADS

Fig. 6. Running time of parallel code with search radius of 0.01 (only with part 1 parallelized)

10
o
= P S S
2 5
[N N}
o
%)

0]
1 2 3 45 6 7 8 9101112131415161718192021222324
NUMBER OF THREADS
e O\/ERALL el PART 1
Fig. 7. Parallel speedup with search radius of 0.01 (only with part 1 parallelized)
1.2
(=]
1
g 0.8 8- PART 1:without data race
(':D 0.6 8 PART 2:with data race
= ]
=
= 0.4 -
== 0.2 = -
(o] - = = a a (=] nnnnnnnnnﬂnﬂnEnﬂnﬂnﬂnﬂnﬂnanHanHnH

1 2 3 4 5 6 7 8 9 101112 13 14 15 16 17 18 19 20 21 22 23 24
NUMBER OF THREADS IN PARALLEL

Fig. 8. Running time of parallel code with search radius of 0.01

89



15

1 2 3 4 5 6 7 8 9 10111213 14151617 18 19 20 21 22 23 24
NUMBER OF THREADS IN PARALLEL

et OVVERALL

PART 1

Fig. 1. Fig. 9. Parallel speedup with search radius of 0.01

10
a /
]
[an) 5
Q .
o -
[~
w

(0]
VII. CONCLUSION

The results show that it is enough to achieve a nice
speedup only with the first part parallelized in most situation.
However, the second part will be a bottleneck if the search
radius is small enough to achieve one or two particles in a cell
on average. The method to parallelize the code in second part
is effective if the search radius is really small.

As the results shown, the SPH program may not gain
benefit from the Hyper-Threading technology if the search
radius is small.

The method to parallelize the code of second part has a
flaw. It needs to search a linked list to find the right particle
which will waste a lot of time when the list is large. In our test,
the search radius is small, which means the linked lists are
short on average. The flaw is not a problem with short lists.
But the method cannot apply to the situation with a big search
radius, or it will slow down the overall program. In the future,
we want to find a method of the best of both worlds.
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Abstract—Hadoop has been successful at harnessing
expansive data-centers resources for large-scale data analysis.
However, their effect on data-centers energy efficiency has not
scrutinized  completely. The energy consumption of
Hadoop Distributed File System in data-centers accounts for a
great part of total cost of ownership and disk is the main storage
media for clusters. Analysis of the interactions between clusters
with disks when running a Hadoop application showed a disk idle
time when shuffle to memory, which can be used to guide a
simple green storage algorithm for Hadoop cluster. The
algorithm simulation results with Terasort for 10G data in a
cluster with 11 nodes can save 2.47WH.

Keywords—Disk, Energy, Green storage, Hadoop.

I.  INTRODUCTION

Few technologies have gotten more attention over the past
few years than Hadoop,there are three main reasons for this:
First, from a volume perspective, many tools start being
impractical when thresholds in the dozens of terabytes are
exceeded. Second, from a variety perspective, traditional
analytic tools only work well with structured data, which
represents, at most, 20 percent of the data in the world today
[1]. Finally, there is the issue of how fast the data are arriving
at your organization's doorstep—Big Data velocity.
Considering the pressing need for technologies that can
overcome the volume and variety challenges for data at rest, it
is no wonder that Hadoop become the main tool for large-scale
data analysis and is widely used in data-centers, social media
analysis, log analysis and other big data applications.

Much of the work in building Hadoop was done by
Yahoo!, which reportedly has over 40,000 nodes spanning its
Hadoop clusters and can store over 40PB of data [2]. While in
the pursuit of extreme performance, the trade-off between
performance and power consumption needs to be considered.
In addition, the storage power consumption constitutes a
significant part of the TCO (total cost of ownership) of data-
centers. Hence, the energy-conservation of the large-scale
cluster has become a priority. Here we consider how to
improve energy efficiency in Hadoop cluster.

Hadoop, a classic implementation of MapReduce, which
has many characteristics for energy efficiency. First,
MapReduce frameworks implements a distributed data-store
composed of the disks in each node, which enables affordable
storage for multi-petabyte data-sets with good performance and
reliability. So it needs to ensure data availability. There is
significant ~amount of research literature  about

978-1-4799-4765-2/14/$31.00 ©2014 IEEE

91

Li Miao
Department of Computer Science and Engineering, Hunan
University
Changsha, China
miaoli2000@163.com

improving Hadoop energy efficiency, such as [3], which found
that disable some nodes totally can save energy. Although it is
a truly way to save energy, these benefits are based on
decreasing performance, which means the running time of task
will increase when taking off some nodes . [ 4 | presented
GreenHDFS, an energy-conserving, hybrid, logical multi-
zoned variant of Hadoop's compute cluster, which simulation
results show that GreenHDFS is capable of achieving 26%
savings in the energy costs of a Hadoop cluster in a three-
month simulation run. Nevertheless, partitioning needs more
CPU resource. In the above research, which benefits are based
on that the performance is affected. Thus, we believe how to
save energy without decreasing the performance should be the
focus of our work.

The remainder of this paper is as follows. Section II
analyzes the interactions between Hadoop cluster with disks
when running a Hadoop application, and we found that there is
a disk idle time when shuffle to memory in Reduce phase.
Section III conducts research on green disk storage based on
that the principle-setting disk to standby when it is idle, and
achieves four interfaces to managing disk states. Section IV
conducts research on how to monitor real disk 10 with Blktrace,
presents our simple disk-energy-control algorithm. Section V
makes a conclusion and highlights our future work.

II.  INTERACTIONS BETWEEN HADOOP CLUSTER WITH

Disks

During the Map phase and Reduce phase, there could be
several reads and writes of the data from and to the memory.
This may result in a disk idle. To achieve a better
understanding of the two procedures, some details of the
implementation are provided as the following.

A. Map Phase

We divide the map phase into three phases: the reading, the
buffering and the writing phase.

Reading Phase

During reading, the map task reads the input, which is
called split. Hadoop, following the data locality optimization,
does its effort to run the map task on a node where the input
data resides in HDFS. There is no disk interaction since the
input is directly fetched from the HDFS (Hadoop Distributed
File System) and here is a short time that disks are idle.
However, reading is so much faster, this short idle time can be
negligible.

Changchun, CHINA



Buffering Phase

During buffering, three procedures take place:
partitioning, sorting and spilling (to disk). Buffering is the
phase during which the map output is serialized and written to
a circular buffer. The available buffer size is defined by the
configuration  property io.sorttmb  and by  default is
100MB.When the map () function emits a record, it is
serialized into the main buffer and meta-data are stored into
accounting buffers. The accounting buffer can store meta-data
for a predefined number of records before the spill thread is
triggered. Once reached, a thread will begin to spill the
contents to disk in the background. After spilling has been
triggered, the data are divided into partitions corresponding to
the reducers that they will ultimately be sent to. Within each
partition, the background thread performs an in-memory sort
by key and finally writes the data in a file to disk. Partitioning
and sorting take place in the memory buffer, so there is an idle
time for disks. After the map () function has processed all the
input records, a flush () function will be called to write the
remaining records of buffer to disk, there would be a number of
spill files on disks. Partitioning and sorting is very quickly, so
the disks are usually busy.

Writing Phase

The last phase is writing phase where the map output is
written to disk as a single file. The flush () function calls
mergeParts() function to merge all spill files. The mergeParts ()
function calls the user-define-combine () function according to
needs. After the merge operation is completed, Map is
basically completed, entering the wait submitted state. This
procedure is the busiest one.

B. Reduce Phase

The reduce phase is more complicated than the map phase,
with a high degree of parallelization and overlap in the
operations of a single reduce task. The reduce task includes
three phases: the shuffle/copy, sort and reduce phases.

Shuffle /Copy Phase

When a copier thread retrieves one of the map outputs, a
decision is taken on where this output will be written/copied, in
memory or on disk. Every reduce task is given a memory of a
prespecified size, which is availMem. However, only a
percentage of this memory is provided for the purposes of the
copy/shuffle phase. The map output is copied in memory only
if its size is less than the threshold. The max single shuffle
segment fraction is the percentage of the in-memory limit that a
single shuffle can consume and by default is equal to 0.25. A
size of less than maxMapSize will allow map output to be
written in memory; otherwise, it is propagated to disk. As soon
as the copiers are assigned with a map output, they start writing
it in a file in memory. When the accumulated size of the copied
in memory outputs reaches the threshold. A background thread
calls doInmemMerge () function to merge the stored in
memory files yielding a new file on disk. As the shuffling
phase continues, map outputs accumulate in memory, in-
memory merge is triggered and new files are stored on disk.
Therefore, shuffle stage has two situations: shuffle in memory
and shuffle on disk. When shuffling in memory, there is no
disk operation until the merge thread is triggered. Terasorting
10G data generated by Teragen on a cluster with 11 nodes
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shows us: when shuffling in memory, MERGE thread will wait
50 seconds to carry out a merge. Meanwhile, the disks are idle.

For the shuffle stage, some Hadoop applications have no
reduce phase, so it has no shuffle stage, such as Teragen. But
Hadoop application almost have no idle time in map phase, so
to achieve green storage in map phase is impracticable. In
addition, if reduce input block size is greater than maxMapSize,
the block will shuffle to disk directly and the disk is always
busy. So, we only consider these Hadoop applications that have
both map phase and reduce phase which reducing both on
memory and disk for our following green storage analysis, such
as Terasort, Wordcount. TABLE I shows the shuffleinmemory
() function infos when the above two applications deal with 10
GB data generated by Teragen on a cluster with four nodes. We
find that: the maximum access time is 26.9s and 63.9s
respectively, which means they have how long disk idle time.

In addition, some parameters, such as
mapred.child.java.opts, maybe have some effects on
the shuffleinmemory () function. Fig.1 shows the changes
of shuffleinmemory () function infos when the parameter sets
the value to 200M, 512M and 1024M. With the increase of the
parameter value, the related time will decrease. It is because
the available memory becomes larger when the parameter sets
to a high value, but it will speed up the efficiency of data
processing, the shuffleinmemory () function will be more
efficiency.

Sort Phase

The sort phase includes the last merge of all the files, a
phase before they are propagated to the actual reduce function.
A merging algorithm can result in the creation of several
temporary files before the last one is produced, the algorithm
saves a trip to disk by implementing the final merge on the fly
and directly feeding the reduce function with the results. This
final merge can come from a mixture of in-memory and on-
disk segments. Particularly, a decision is made whether the
remained in-memory outputs will be kept in memory or will be
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Fig. 1.  The changes of shuffleinmemor() function info when the parameter

has different setting.

TABLE 1. THE SHUFFLEINMEMORY() FUNCTION INFO OF TERASORT

AND WORDCOUNT.



Total Min
Application Called Called Average | Max Call Call
pp Count Time Call Time .
. Time
Time
Terasort 450s 1739.7s 3.9s 26.9s 0.0s
Wordcount 450s 1700.0s 3.8s 63.9s 0.0s

merged in one file and written to disk before the last final
merge takes place. This decision aims at feeding the reduce the
in-memory segments are spilled to disk, otherwise they are
kept in memory and take part in the last merge as a separate file
each. At the time, disks are usually very busy.

Reduce Phase

The reduce function processes the merge results based
on the user’s implementation and the final output is directly
written to the HDFS. Consequently, no bytes are read or
written locally, so disks are idle.

Based on the above analysis, we can find the disk is not
always busy when running a Hadoop job, which can guide us
to achieve Hadoop green storage. In order to realize it in user
mode, we start the following research.

III. DiSK ENERGY-SAVING TECHNOLOGY

A. Development of Disk-energy-saving Technologies

Power consumption has become increasingly important, so
varieties of disk-energy-saving technologies are rapid
emergence, such as using storage mediums that consume
smaller energy, disk storage space-allocation optimization,
physical-drive-level energy saving and Hierarchical storage
management technologies [5].

Currently, magnetic tape after leaving the drive does not
consume any energy, so the data are no longer used will be
archived with tape to realize green storage. In addition, disk
includes two main kinds: SSD(solid-state disk) and HDD (hard
disk driver). SSD has not any internal movement of mechanical
components, so its power consumption is much smaller than

HDD. Although SDD has a good performance, the cost is large.

According to a research from iSuppli, a professional statistics
company. If data-centers worldwide gradually upgrade the
HDD to SSD, data-centers will be able to save total 166,643
MWH electricity from 2008 year to 2013 yeah. Meanwhile, the
daily power consumption of a 15,000-rpm SCSI (Small
Computer System Interface) HDD is 14WH, while that of SSD
is only 7WH, which can save 50% energy. Therefore, SSD will
be more popular. Physical-drive-level energy saving is mainly
suitable for high-capacity SATA (Serial Advanced Technology
Attachment) HDD, which is realized by MAID (Massive Array
of Idle Disks). Disk-storage-space-allocation optimization is
mainly refers to deduplication (Data De-duplication)
technology, which retain one copy of the same data only, the
other is replaced by a pointer. Hierarchical storage
management technologies (such as ILM Information Lifecycle
Management) is mainly based on the frequency of data access
and stratify the frequently accessed data to store on fast
FC/SAS (Fibre Channel/serial-attached SCSI) disk drives,
infrequently accessed data is stored in a relatively slower
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SATA disk drives and the archived data will be moved to tape.
These energy-saving technologies are different, but now the
MAID principle gets more and more attention. For HDD, there
is a relatively mature technology to achieve energy saving,
such as head Reset: reset the head when disk is idle to save
energy, which is used in the latest Western Digital hard drive

[6].
B. Disk Energy

A typical disk consists of the following main components:
head, permanent magnet and spindle. It has special structure,
logical structure and some related parameters. When
responding to a disk IO request, the process can be divided into
the following four phases. (1)Tracking phase, the head moves
to the corresponding cylinders. (2)Rotationing phase, the disk
slice is waiting to rotate to a matched position. (3) Transfering
phase, the head reads data from the disk or writes data to disk.
(H1dle phase, the time is from current IO request is responded
completely to the start of the next IO request. As Fig.2 shows:
the disk states are the following three: active, idle and
standby[7]. When a disk is active, the disk rotates at high-speed
and the head is seeking, positioning or accessing data. Here, the
disk power consumption is maximum. When the disk is idle,
the disk keeps rotating, the head arm is stopped and most of the
other electronic components are in a closed state, the disk
power consumption is lower than the active case. When the disk
is in standby mode, the electronic components are turned off
fully and the disk stops spinning, the disk is the lowest energy
consumption [8].

These disk states can be controlled by the related
interface, which defines trigger conditions for each state and
realizes the transferring between disk states. Currently, there
are a lot of hard disk standard interfaces, such as IDE (ATA),
SCSI, SATA and SAS. For energy management, the control
theories of different interfaces are much same. Now the main
supports for power management are APM (Advanced Power
Manager) [9] and ACPI (Advanced Configuration and Power
Interface) [10], both of which cannot be detached from the
support of the operating system and the related hardware. They
enable us to manage disk energy consumption from the user
mode, so there are some classic tools to control disk states,
such as Hdparm [11] and smartmontools [12]. Hdparm is often
with Linux, which can detect, display and set parameters for

10O completeed

Disk seek

Dormancy

Fig. 2. Three disk states.

IDE and SCSI hard disks. We can use some commands to
view, modify the disk states from the version 3.3 or later.



IV. A SiMPLE DISK ENERGY CONTROL ALGORITHM

A. Disk States Control Interface and Energy Measurement

Hdparm enable us to view and modify the disk states. With
the inspiration of its source code, we realize how to get the disk
status and how to set for the disk status.

We use hdparm-9.43 [13], which is the latest version. Here,
we realize four interfaces,as mentioned above,we use these
interfaces to set for variable disk status, use the dd command to
test direct IO and buffer 10 and watch the changes of disk
status, calculating the time from the active to the standby and
the time from the standby to the active. In the test, we draw
three valuable experiences: First, there is the operating system
on the primary disk, which is likely to wake up the disk if the
test is standby or sleep. Thus, we need to reformat as ext3 file
system for another disk, which details [14] are shown as Table
three. In addition, the disk service-smartctl will defaultly
conduct a self-test for the disk every 30min, which also can
wake up the disk. To ensure these interfaces feasibility, this
service should be closed in advance. Then, we found that
buffer 10 does not necessarily lead to the changes of the disk
states, but direct IO can does it. Here, buffer IO means the 10
between the cache and the buffer, and the IO between the
buffer and disk. Direct 10 refers to the 10 between the cache
and disk. If we do not make a distinction between these IO,
then we may make wrong judgments for the buffer IO when
disk is idle. Finally, these tests show us: the time of a classic
SCSI disk needs to spin-up and spin-down are 1.45s, 0.49s.

In addition, we use an electric energy meter-QINGZHI
8775A [15], a node with four disks as shown in TABLE II and
an energy-meter-monitoring platform installed on the windows
XP to have a test. When there is absence of job, the power
changes of the test disk are shown as TABLE III. And we find
that the disk can save SW power from active to standby in a
relatively stable environment.

B. Algorithm Introduction

Based on the above analysis, we can design a simple disk-
energy-control algorithm to realize Hadoop green storage. The
principle of the algorithm is standby when disk is idle, which is,
when there is not disk IO and the disk is active, we can set it to

Standby Standby Active/idle |Active/idle 106.7W
Standby Active/idle Active/idle |Active/idle 112.3W
Active/idle Active/idle Active/idle |Active/idle 117.3W

TABLE II. THE MODEL INFORMATION OF THE TEST DISK.
Model Capacity Speed Data CHS
Transmission
rate
ST31000524NS 1TB 7200 300MB/s 16383
RPM /16
/63
spinup time spindown Average Energy
time lantecy (age)
10s max 20s max 4.17ms Idle4.61W
Sleep0.59W
TABLE III. THE RESULTS OF MEASUREMENT.
Sdd Sdc Sdb Sda Total average
power
Standby Standby Standby Standby 96.5W
Standby Standby Standby Active/idle 101.5W
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standby. In detail: if there is not disk IO in the 10s and the
current disk state is active, disk state will be set to idle. We
choose 10s because the time of a typical SCSI disk spin up
(rotating preparation) takes 1.5s, the maximum is 10s
(depending on the actual spin time as disks vary).

C. Algorithm Introduction

Based on the above analysis, we can design a simple disk-
energy-control algorithm to realize Hadoop green storage. The
principle of the algorithm is standby when disk is idle, which is,
when there is not disk IO and the disk is active, we can set it to
standby. In detail: if there is not disk IO in the 10s and the
current disk state is active, disk state will be set to idle. We
choose 10s because the time of a typical SCSI disk spin up
(rotating preparation) takes 1.5s, the maximum is 10s
(depending on the actual spin time as disks vary).

Algorithm implementation

The implementation requires get the time of disk 10
requests and calls the disk-states-control interfaces. At first, we
need to know how to monitor disk 10, and distinguish it from
other 10. With a deep study about various IO monitoring tools,
Blktrace [16] is undoubtedly the best choice, which can get the
disk IO request information in user mode. The results tell us:
For Blktrace, buffer 10 reading and writing has only once
unplugged operation, but direct IO has the same unplugs
operations as the times of writing or reading. Moreover, we can
further to know the buffer IO has once unplugged operation
because there is an IO between the buffer and disk. Therefore,
we can use the unplug events to determine when there is a disk
10. The main code is on the following page.

Algorithm for Hadoop Case

First, Hadoop clusters are usually run on some ordinary
nodes, these nodes do not use disk arrays or hybrid disks
storage technology. A node may have two more disks, we can
set the other unused disks to standby fully to achieve energy
conversation. For the primary disk, we can use our algorithm to
save energy.

For the test on a Hadoop cluster with 11 nodes, which run
the Terasort benchmark with 10GB data generated by the
Teragen.The simulation shows us: the Map stage is always
reading each 4KB data to the memory. The completion time of
a Map block is 18.3s and block size is 64M, so the process time
of 4KB data is millisecond level, while the time of a typical
SATA disk spin-up is 1.45s, so to achieve energy-efficient for
disk in Map stage is infeasible. In Reduce phase, when
shuffling to memory, there are 32 times waiting of merge
process threads and every waiting time is 55 seconds. When we
use our algorithm, the energy consumption of the cluster can be
saved 2.47WH. For the biggest Hadoop cluster with 42,000
nodes, the energy savings is significant.




Algorithms:Simple Disk energy control algorithm

Input:current _timestamp,last_io_time[i],disk_state
Output:Disk state set command

algorithms demonstration:

1 Last io time[ ];

//the last disk io request timestamp array of each disk
setitimer(ITIMER _REAL,&timer,NULL);
//Timer:refresh last io time array every one second

3 signal(SIGALRM,alarm_handler);

2

current_timestamp=current_time stamp(start timestam
p.current_timestamp);
//current_timestamp
//energy consumption control
for(int i=0;i<n;i++)
{
7 If(current timestamp-last io time[i]>10
&&disk_state=active)
8 set_status(“y”,dev_namel[i]);
//disk state into standby immediate
9 3

N

V. CONCLUSION AND FUTURE WORK

As data-centers are intensive, the energy consumption is
increasingly important. The disk as the most important storage
device, how to achieve green storage has great significance in
the massive Hadoop cluster with thousands of disks. In this
paper, we analyze the interactions between disks and cluster
when running a Hadoop job, and we found there is a long idle
time when shuffle to memory in Reduce phase, which can
guide us to do research about disk energy-saving technologies
and achieved four interfaces for disk states. Then,we used
Blktrace to monitor the real disk 10 and implemented a simple
disk-energy-control algorithm, which has achieved to save
energy without affecting Hadoop performance. However, the
algorithm is very simply one, so there is still much room for
optimization. In our test, we did not consider the latency
caused by our algorithm. In addition, we use Blktrace for
background monitoring, which also requires certain resources
to collect data, so it is necessary to quantify costs and benefits
of the monitoring program. Then, we hope use some ways such
as using data format to predict next operations in the future,
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which is very useful that set the disk to standby when shuffle to
memory with the interfaces directly and this will eliminate the
overhead of monitoring. Alternatively, we can achieve disk
spin-up before the arrival of disk 1O requests, which is the real
significance of disk-energy-control algorithm.
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Abstract—A parallelized cooperative multiple particles
swarm optimization algorithm with immunity mechanism based
on the multi-core architecture is proposed for large scale
optimization problem in this paper, named M-PCPSO-I. A novel
memory information sharing scheme is designed for particles
and facilitates communication among different swarms in the
population space. The global best individuals selected from
sub-swarms are saved in the leader set and promoted by using
the improved immune clonal selection operator. The M-PCPSO-I
algorithm is paralleling implementation on a share-memory
computer system through the multi-core architecture. The high
dimension problem results validated the proposed algorithm
have good computational performance, and also the
computational efficiency is greatly enhanced by multi-core
parallelization.

Keywords:
immune  system
dimension problem.

particle swarm optimization (PSO); artificial
(A1S); information sharing;parallel;high

L INTRODUCTION

In reality , the problems have become more and more
complex ,especially in practical engineering applications and
society economic management. It is a big challenging for
finding the global optima of those large scale problems as it
has the feature of higher dimension and bigger storage. Particle
swarm optimization (PSO) was firstly put forwarded by
Kennedy and Eberhart in 1995[1]-[2], which imitates the
behavior of swarms in nature. The PSO has been widely used
for solving problems in science and engineering [3]-[5], as it
has a potential for complex problem solution with the
development of computer. However, since the PSO is also
based on swarm iterative computation which may cause to lose
diversity and suffer from trapping in local optima at the later
stage of evolution.
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Recently, authors developed a lot of improved version
algorithm to improve solution performances of the PSO. For
instance, a hybrid PSO with mutation is proposed by Ahmed et
al in [6]. Juang et al. proposed a hybrid PSO algorithm
associating with the genetic operator in [7], the diversity of
PSO is significantly enhanced by wusing the GA
operators .Compared with basic PSO, the hybrid PSO with
wavelet dynamic muta which can obtain dynamic optimization
effect by using the wavelet function dynamic advantages. Lian
flying direction of particle and proposed a comprehensive
learning PSO in [9] .Although the method in [9] is superior in
keeping diversity; it does not design a scheme to jump out of
the local optima when the whole population is losing diversity.
A parameter adaptive regulation scheme and an elitist learning
strategy are introduced into the PSO, Zhan et al. in [10]
proposed an adaptive PSO which can accelerate the
convergence speed and jump out of the local optima. Some
researchers proposed to use multi-population scheme to
improve the diversity of PSO [11]-[14], it is because the spatial
distribution of multiple populations are broader compared to
single population. For instance, Bergh et al. in [11] proposed a
multiple PSO algorithm, the whole population was divided
into many small swarms, each part swarm are to optimize
different parts of the problem, which showed a better
performance compared to single PSO. Every version of PSO
has different merits when face to different complex problem.
The existing intelligent algorithms are mostly based on serial
computing using center processor. The computational costs are
still a great constraint for intelligent optimization algorithm,
especially in optimization problems with mass data processing
or high dimensions, which may influence on the algorithm
convergence performance.

In this paper, a parallelized immune cooperative PSO
computational framework using OpenMP based on multi-core
architecture is proposed. The proposed M-PCPSO-I is to
combine the co-evolution theory [15], artificial immune
system (AIS) mechanism [16]-[17], with multi-core parallel
computing technique [18].The framework of M-PCPSO-I
consists of one leader population and several normal swarms
based on parallel collaborative computing model. In each

Changchun, CHINA



generation of the algorithm, the global best individual of
normal swarms will be selected into leader set. The memory is
updated by the improved immune clonal selection operator.
The information sharing mechanism can assist the inter-swarm
communication. And also, the proposed method is parallelized
on the multi-core by using the OpenMP. Compared to other
hybrid PSOs, the performance of the proposed M-PCPSO-I is
tested and verified by some standard benchmark functions,
which show better performance in global search, solution
accuracy, and convergence speed. In addition, the results
shows that the proposed approach offers high speed-up and a
considerable time cost.

II. PARALLEL IMMUNE COOPERATIVE MULTIPLE PSO

A.  Principle of PSO Algorithm

Assuming in a d-dimensional solution space, each particle i
is composed of two vectors, the vectorv, = (v, V,, V,} and

the position vector X, = {X,, X;,,..., X4} - The searching
procedure can be given by:

Viq (t+1) = oV +c, *rand, ()(Pbest;, (t) — X,y (1))
+¢, *rand, ()(gBest (t) — X;, (1))

Xy (t+1) = Xy ) +Viy (£ +1) )

In (1)-(2), Pbestiq represents the best position found by i-th
particle up to now and gBesty is the best particle among the
entire population. C; and C, are the acceleration coefficients,
 is the inertia weight factor decreasing linearly, rand; and
rand, are two uniformly distributed numbers generated
randomly in the range of [0,1], respectively.

B. Principle of M-PCPSO-I1 Algorithm

l

Milti-core (PUbased on

Fig. 1. The model of M-PCPSO-I

The M-PCPSO-I consists of two level architectures, the

upper leader population and the bottom normal subpopulations.

The multi-population cooperative scheme can enhance the
population diversity since involves a population exploiting the
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current optimal solution, while others populations are
encouraged to explore potential excellent solution in the search
space. Further, an immune evolutionary mechanism which can
help the algorithm escape from local minima; moreover, the
parallel computing technique can help speed up the proposed
method. The OpenMP (open multiprocessing) programming
interface is widely used in multi-core CPUs in the field of
engineering application and scientific computing. Additionally,
the OpenMP provides a structured interface for multithreaded
standard which does not require a large amount of code
restructuring and also not required to handle communication
issues for parallelization. So, it is very simple and flexible for
developing parallel applications on multi-core computing
platforms on the OpenMP platform. The model and flow of
M-PCPSO-I are as shown in Fig.1. In Fig.1, gBest; represents
the muti-gBest individual selected from the different normal
swarms, where Swarmy(K>0) represents the K-th normal
swarm of the whole population. Furthermore, the memory is
treated as the Leader set in immune system.

Algorithm: M-PCPSO-I

Stepl:Initialize parameters , normal subpopulations swarm;
and leader set
Step2:parallel execution based on OpenMP
Executing main thread
fork();// parallel regions
Step3:for i=1 to I //I<i<Il , I is the number of normal
sub-swarm;
Perform the process of PSO for sub-population Pi ;
update particle; velocity using the equation (1)
update particle; position using the equation(2)
Evaluate the fitness value of particle;;
end for
Step4: The best individuals of each normal sub-swarm are
selected into memory and constitute leader set.
Step5: Perform the process of immune clonal selection with
adaptive wavelet hypermutation for leader set based on
(4)-(6).
Step6: Set barrier ().
Step7:Join();//sequential region
Step8:Executing main thread
Step9: Until a terminate-condition is met, or else, returns to
step3.
Step10: output the result.

The main procedure of M-PCPSO-I algorithm as follows:

1) Memory information -sharing cooperative PSO

To promote the excellent search information comminuting
between the particles among themselves, an excellent
information sharing scheme based on immune memory scheme
is designed for the PSO. In the personal level, the particle will
follow its best experienced behavior in its history. In the global
level, the entire population will follow the best particle
randomly select from leader set. This modified paradigm of
PSO is formulated as follow.

Vi (t+1) = @V +c, *rand, )(Pbest;, (1) — X;4 (1))
+c, * rand2()(gBest¢i[d](t) - Xig (1)

Xy (t+1) = Xy () +Vig (t+1) ©)



where i =|rand*k | , the leader set is Leader= {gBest,,
gBest2,...,gBest,} is composed of the different global particles
selected from the different swarms. The leader set is enhanced
by immune clonal selection. The whole process is detailed as
follows.

1) Clone. In each generation, the gBest individuals are clonal
and their scale is proportional to its fitness. The clonal scale of
the whole leader set is shown in (3).

N, = 3 round (@m) 3)

where N is the memory size, fis within (0, 1).C is the
fairness factor, it usually larger than one.

2) Adaptive dynamic wavelet hymutation. After the clonal
expansion and generate a temporary clonal population,
employing the wavelet mutation operator to improve the
dynamic performance of antibodies as the wavelet mutating
space is dynamically varying during the search process. The
Morlet wavelet features (as shown in Fig. 2) [8] is an example
of the mother wavelet.
2 12
o= Lef 3 cos(S(B)) 4)
Ja a

In term of (4), where a is the dilation parameter for mother
wavelet and ¢ € [-2.5a8,2.5a] and will be randomly generated

during the iterative process.

Fig. 2. Morlet wavelet.

The amplitude of the function can be adjusted through
controlling the dilation parameter a. So, an adaptive
nonlinearly decreasing strategy for the parameter a is proposed,
which given by equation (5).

T-t
a=a .y~ (amax = Qnin )(?)2 (%)

where @max , 8min are the upper and lower boundaries of a,
respectively. By using (4) and (5), all the antibody temporary
clonal population will be operated by (6) in each generation
gBest,™" = gBest, + o * gBest, (6)

3) Immune selection. After the hyper-mutation and
generated new offspring, the new generated individuals will be
reselected and updated the leader set according to the fitness,
the details as in [16].

TABLE L.

2) Algorithm parallelization implementation based on
OpenMP

The OpenMP architecture provides fork-join programming
model for multithreaded standard which does not require a
large amount of code restructuring for parallelization as well as
not required to handle communication issues. Based on the
above principle, the M-PCPSO-I is run in multi-core
processors based on the OpenMP as shown in Fig.3.
Meanwhile, the workload can be equally or fairly distributed
among cores should be considered.

Data flow

i

Multi-core CPU based on
OpenMP

Sequential region
Main thread

Parallel region

Threads

Sequential region Main thread

Fig. 3. the M-PCPSO-Irunning on multi-core CPU based on OpenMP.

C. Testing for the M-PCPSO-I with high dimension
problem

The performance of M-PCPSO-I is validated by a set of
standard benchmark test functions which listed in Table 1.All
these functions are tested 30 times and with one hundred
dimensions. The comparisons are in term of the mean results,
standard deviation and the t-test value. A series of hybrid PSOs
are used for comparison with the M-PCPSO-1.The existing
hybrid PSOs as follows: HGAPSO (hybrid PSO with genetic
algorithm) [7], HPSOWM (hybrid PSO with Wavelet
Mutation) [8], CLPSO (comprehensive learning PSO) [9],
APSO (adaptive Particle Swarm Optimization) [10], which
have better performance in unmodal and multimodal problem
solution. The value of “acceptance” in Table I is defined to
judge whether a solution predefined found by the PSOs would
be acceptable or not as follow in [10]. The parameters for
M-PCPSO-I as follows: The inertia weight W in term (4) is set
to be w in the range of [0.90, 0.4] and linearly decreases as in
[10], the acceleration coefficients €;,C, are both set to be
1.49445 as given in [10]. In equation (6), # is set to be 0.8

and b is setup to be 5. All algorithms are tested use the same
number of 3000 FEs(function evaluations) for each test
function, All the hybrid PSOs with the same population size of
30 in each subpopulation. All experiments are tested on the
same computer with AMD Athlon (tm) II X2 250
multi-cores Computer with four processors. The software
computing platform is visual studio 2010.

TEST FUNCTION

Test Function

Domain Range Acceptance  Global Optimal
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Fig.4. The comparisons of the five different PSOs on the four test problems with 100 dimensions: a(f1),b(f2),c(f3),d(f4)
TABLE I1. THE COMPARISON ON FIVE PSOS
Function HGAPSO HPSOWM CLPSO APSO M-PCPSO-I ﬁlnctions between these hybrld PSOS as ShOWn in the Flg4 AS
» - can be seen from the Table II and Fig.4., The M-PCPSO-I can
et 35.084 9869 0625 4389x107 225710 significantly improve the optimizing performance for solving
fi  Stddev 27323 6.991 0.108  7.68x10%*  8.289x10"% most of these test functions and provide a good performance in
t-value 9.079 9.982 40921 4.041 0 solving both unimodal functions and multimodal problem in
mean 247687 150973 695582 81953 0,023 terms of the solution accuracy and convergence speed.
f, Std.dev 73.306 55.156 113.34 5.579 0.032 The t-test is used to judge the differences between the
tvalle 2388 19352 13305 103,788 0 M-}.)C.PSO-I and other hybrid PSOs .The t-test (t—value) [8]isa
” - statistical method to evaluate how significant difference
mean 0.124 3.624 20087 1421x1070 5.887x107 between two methods. The results of t-values between the
f;  Stddev  0.606 0.521 0.029  2.60x10"° 0 M-PCPSO-I and other hybrid PSOs are shown in Table II.
t-value 0.001 0.049 4.898 0.036 Na/N From the Table II, most t-values are higher than 1.645, so,
mean 1912 5 348 13,141 0.816 1.662x10° the performance of the M-PCPSO-1I is significantly better than
. . that of other PSOs with a 95% confidence level. As can be
4 Stddev 2396 1.668 2.167 0.0056 2.964x10 seen, the M-PCPSO-I shows better performances in
tvalue  14.496 22.672 42880  984.862 0 convergence, global search and dynamic performance. The

The comparison results are shown in Table II, which are
in terms of mean fitness and standard deviation (Std. Dev) of
the solutions obtained from five different algorithms. The
graphically presents convergence features in solving four test
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reasons are that the proposed M-PCPSO-I is based on multiple
populations which can activate the diversity of the whole
population. The dynamic optimization performance is greatly
enhanced by the improved immune clonal selection with
adaptive wavelet mutation operator.



2) Computational complexity Comparison of Different
PSOs
TABLE III. THE COMPARISON ON COMPUTATIONAL COMPLEXITY OF
FIVE ALGORITHMS
Function HGAPSO HPSOWM CLPSO APSO M-PCPSO-I
Mean Fes 4673.68 1377.43 3990.97 562.8 401.17
f,  Time(s) 1.01 0.319 0.628 0.123 0.061
Ratio(%) 63.3 100 100 100 100
Mean Fes  2006.83 138857  3593.68 1063.33 175.13
f, Time(s) 0.453 0.319 0.536 0.233 0.026
Ratio(%) 96.7 100 93.3 100 100
Mean Fes 2490.4 1305.03 13414 316.13
fy  Time(s) 0.69 0.461 _ 0.338 0.208
Ratio(%) 100 100 100 100
Mean Fes 2106.2 1606.35 3836.5 1158.13 673.66
fa Time(s) 1.217 1.211 1.703 0.439 0.301
Ratio(%) 100 56.7 100 100 100

The convergence speed of an optimization algorithm is also
an important feature to prove its superior to other algorithms.
Table III shows that M-PCPSO-I generally has comparatively
fewer iteration times such as the mean number of FEs or the
mean cost of CPU time for searching an acceptable solution
(list in Table I ). The actual cost of CPU time is an important
feature to describe the computational cost of an algorithm, for
many existing hybrid PSOs have added extra CPU
computational time as given in TABLE III. For example, for
reaching an acceptable solution, tests on f; show that the
average numbers of FEs with 4673.68, 1377.43, 3990.97,
3972.23, and 562.8 are required for every particle in the
HGAPSO, HPSOWM, CLPSO, and APSO algorithms,
respectively.

However, each particle within the M-PCPSO-I only uses
401.17FEs on average whereas its CPU compute time is
0.061s, which is the small compute time among the five hybrid
PSOs algorithms. To sum up, the M-PCPSO-I spends the
smallest number of FEs and the least CPU time to reach
acceptable solutions on four typical different test functions, the
convergence is faster. The reasons that the proposed
M-PCPSO-I is parallelization and running on multi-core CPU
based on OpenMP, experiments illustrated that the

computational efficiency is greatly improved with the
increasing core number.
III.  CONCLUSION

A novel parallel immune cooperative multiple particles

swarm optimization algorithm based on multi-core is proposed.

The framework of M-PCPSO-I consists of one upper memory
population and bottom normal swarms. The memory is
promoted through the improved immune clonal selection with
adaptive wavelet mutation operator. Moreover, the proposed
method running on multi-core CPU using OpenMP and the
computational efficiency is greatly enhanced.

The performance of the proposed M-PCPSO-I is validated
by some standard benchmark functions and show better
performance in convergence speed and global search. From the
tests, we can see that the proposed M-PCPSO-I outperforms
the other hybrid PSOs. The proposed method provides better
performance and fast convergence. In the future, we will put
the proposed method executing on map/reduce architecture
and develop a map/reduce—based scalable parallel M-PCPSO-I
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method.
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Abstract—This paper describes a strategy to optimize small
file's reading and writing perfor mance on traditional distributed
file system. Traditional distributed file system like Gluster FS
stores data within local file system (XFS, EXT3, EXT4, etc.),
which shows a significant bottleneck on file metadata lookup. We
try to re-design metadata structure by merging small file into
large file, thus to reduce size of metadata, so we can store the
whole files metadata inside main memory. We design and
implement the whole strategy on GlusterFS, test results show a
great perfor mance optimization on small file operation.

Keywords—small
optimization; glusterfs;

file; distributed file system; metadata;

L INTRODUCTION

Every day, billions of data files are transferred along the
Internet, distributed storage techniques or so called cloud
storage systems make processing and archiving petabytes
magnitude data possible. In our daily life, we use web service
tools such as Drop box, Box or iCloud to sync or store files.
By analyzing size or formats of these files, we notice that a
large part of those files’ size is less than 10MB, such as photos,
travel notes or worksheets. According to the statistic data
comes from Facebook, it currently stores over 260 billion
photos, which equals about 20 petabytes amount of data.
There are one billion new photos uploaded to its server every
week and Facebook serves over one million images per second
at peak [2]. Performance optimization on small files like
photos or notes has a huge impact on front end user experience
[1]. As these numbers definitely will keep increasing in the
future, small file access optimization poses a significant
challenge for distributed storage system infrastructure.

Modern distributed file system such as GFS(Designed by
Google), HDFS, Swift(OpenStack), GlusterFS, did a quite
good job on data location, failure recovery and detection,
linear scale out and consistent view maintaining [6-7], but at
the bottom of their whole architecture, data storage still rely
on local file systems, which usually are XFS, EXT3 or EXT4.
In our test and analysis, those traditional local file systems
have some disadvantages: directories and per file metadata.
For small file access, these features are not necessary. For
example, in the scenario of photo READ or WRITE, owner or
attributes of metadata are not used and thereby waste storage
capacity [1].

But the biggest disadvantage of traditional local file
system is found inside the process of file looking up, the file’s

978-1-4799-4765-2/14/$31.00 ©2014 IEEE
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metadata called inode must be read from disk during the
whole lookup process, meanwhile the real application scenario
we deal with is write once, read often, never modified and
rarely deleted, this small delay caused by metadata disk
operation multiplied by billions of file access per time,
becomes main throughput bottleneck [1]. File looking up in
local file system requires at least three disk operations: one for
translating file name into inode number, one for reading inode
information from disk to memory, and the last one for reading
file content.

In this paper, we try to reduce times of disk operations
during file lookup to complete performance optimization. The
whole strategy is to redesign the structure of metadata by
merging small files into large file, reorganize architecture of
file system’s disk operation related part. We design and
implement this optimization method on GlusterFS, one
popular, open source, and well-designed distributed file
system.

We organize the remainder of this paper as follows.
Section II provides background of base file system and its
advantages, Section III describes overview of the design and
details of real implementation, Section IV demonstrates
performance optimization, Section V discusses about future
work and concludes the whole paper.

II. BACKGROUND

A. Overview

Gluster is a set of open source solutions, it can run on
commodity hardware. Gluster uses consistent hashing
algorithm and decentralized cluster to enable linear scale-out
as much as possible, both performance and capacity
benchmark are quite excellent. Its base file system AKA
GlusterFS uses single namespace to access multiple standards.
It constructs a pool of storage including disk and memory [14].

GlusterFS is the core of Gluster Solutions, distributed in
the form of RPM and Debian packages. It is supported on
most major linux distribution, running in user space gives it
privilege to be exported as NFS, CIFS, FTP, and HTTP(S)
which are all user level applications. GlusterFS can be locally
attached, and can be managed by one single command. With
elastic hash algorithm and stack organized architecture,
GlusterFS is highly scalable (more than 1000 servers), and
reliable (failure recovery, RAID inside and error detective
encoding). Integrated with other Gluster solutions,
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GlusterFS’s method of storing and managing large amount of
unstructured data is simple. Figure 1 illustrates basic
architecture of GlusterFS. Client-Server model is also another
great feature.

Gluster Global Namespace (NFS, CIFS, Gluster Native) \
ApplicationData [ &[] &= [ &=

~

Gluster Virtual Storage Pool

A\ )

Fig. 1. GlusterFS Architecture

B. Advantages of GlusterFS

A lot of enterprise level cloud storage services are built on
GlusterFS. Redhat, Box, Dropbox and other famous cloud
storage service providers all choose GlusterFS as their key
archiving bottom level components, performance optimization
could bring great benefits. As an open source project,
GlusterFS has complete documentations and full source code
access. Optimizing performance on such platform makes work
sufficient and possible.

GlusterFS compiles its source code with so called
translator mechanism [13], which looks like function stack
architecture. This is a loose coupling structure. Modifications
of each layer of components will not affect each other, thereby
makes importing a brand- new implementation much easier.
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The base infrastructure has a lot of advantages: linear scale
out of scalability, failure tolerance and recovery, decentralized
metadata management and flexible interface [3-5]. Our design
should not compromise all these features. Optimization should
not harm original distributed system’s architecture, which is
quite loose coupling [6]. Our goals are accelerating random
read speed and maintaining reliability and scalability.

DESIGN AND IMPLEMENTATION

A. Design Overview

GlusterFS’s stack organized components structure makes
modification convenient and easy, principle of indirection
requires layer independency. Write and random read only
interact with hard disk, we can simply add an extra layer
between file parsing and disk operations. As our bottleneck’s
analysis shows, redesigning metadata structure is on top of our
task schedule.
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Prime strategy is merging small files into large file, as to
small file’s metadata, delete original inode’s unnecessary
elements, keep track of small file’s offset in large file and its
actual size. The layout of new version metadata is illustrated
in Figure 2.

K
Super Block ey
SFilel Flags
Size
SFile2 <—‘
Offset
SFile3 CHECKSUM
Padding

Fig. 2. Layout of SFile metadata

Distribute / Stripe

Replicate

Fig. 3. Stack of translators in GlusterFS

Key stands for 64-bit file ID, Flag is used for deletion
mark, Size is data size, Offset is actual file data location,
CHECKSUM is used to check data integrity. Padding stores
extra data to align SFile.

Volume management keeps open file descriptors for each
physical disk sector and also a copy of small file ID to file
metadata in-memory mapping.

B. Details Of Implementations

GlusterFS constructs its components with stack, it’s called
Translator in Gluster Domain. Figure 3 demonstrates all the
Translators.

Add an extra layer above POSIX translator, called
Acceleration translator. Acceleration layer handles upper
layer’s file name parse request, maintains in memory mapping
of file ID to metadata. Figure 4 demonstrates Acceleration
translator’s component details. We divide this translator into
four components: Request Router, Request Sender, Mapping
Manager, File Compactor.



Request Router handles upper layer’s file operations, parse
request, file deletion request will be sent to File Compactor,
file reading or writing request will be sent to both Request
Sender and Mapping Manager. Balancing request work load is
the most import task for Request Router.

Request Sender is responsible for sending requests to
POSIX translator. It encapsulates POSIX APIs into simple
READ\WRITE\DELETE operations. Mapping Manager and
File Compactor fulfill their file related operation by calling
Request Sender.

Mapping Manager maintains in memory mapping data. We
stores metadata information in one specific log file, after
system booting up, the first job of Mapping Manager is
reading log file, initializing in memory mapping, and
maintaining consistent view of files. Log file will be stored
with backup replicas in every store machine.

File Compactor handles file deletion. Our application
scenario is “Write once, Read often, never Modified and rarely
delete”, if we delete each file flagged to be deleted right after
DELETE request handling, there will be a lot of holes inside
big file, which is some kind of internal storage fragmentation.
It’s hard to maintain data integrity. Instead of doing this, we
use File Compactor to delete file when the whole system’s
work load is not heavy, or when system is not busy. DELETE
request will be fulfilled by change SFile’s metadata Flag data
sector.

When it comes to WRITE request, Acceleration layer
initialize file name to id mapping, write its offset, data size
metadata to SFile metadata node, determine which large file
this small file is about to merge into.

When it comes to READ request, Acceleration layer
translate filename into file ID, then it looks up the whole in
memory map, gets offset and large file descriptor, if Flag field
returns 1, indicates that this file has been deleted, then returns
Not Found information to up layer, if it returns 0, sends read
request to POSIX layer with large file descriptor and offset,
reads actual data from disk. Thus file metadata look up
requests at most one disk operation.

When it comes to DELETE request, Acceleration layer just
modify the SFile’s Flags field into value 1, when the whole
system is not busy, Acceleration layer scans in memory map,
compacts all the file to be deleted.

IV. EVALUATION

We evaluate our optimization in two sides: READ and
WRITE. Figure 5 and 6 demonstrate the test result as follows.
Our optimization targets at multiple files READ and WRITE.
In the READ test, we try to get files’ contents from GlusterFS
Cluters, file amount increases from 10000 thousands to 60000
thousands, all the files’ size is under 2 MB. Pure GlusterFS or
the original one shows significant READ delay when file
amount increases, while Optimized GlusterFS stay the same.
In the WRITE test, we try to write data into GlusterFS
Clusters, file amount increases from 10000 thousands to
60000 thousands. All files’ size is under 2 MB. Pure
GlusterFS delays with the increasing file amount, almost
linear, and Optimized GlusterFS display horizontal line.
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Test results confirmed our assumptions, original GlusterFS
stores data files directly into local file system, small amount (<
10000000) of files will not affect too much, but since each file
needs at least one specific metadata, which is called inode
under certain context, each inode consumes about 256 bytes of
storage capacity, when file amount gets to some threshold,
part of inode data will be swapped into disk, thus file looking
up will require more disk operations, just like the performance
test graph shows, after put more than 10000000 files into
storage cluster, the speed of reading or writing file starts to
slow down. While optimized GlusterFS shows quite different
behavior, Acceleration layer merge small file into large file,
even with more than 10000000 files stored in cluster, the
speed of reading or writing file is barely changed. File amount



in cluster will not affect READ and WRITE performance with
the help of Optimization.

V. CONCLUSION AND FUTURE WORK

The paper describes a strategy aims at optimizing small
file access performance in distributed file system. We
redesigned structure of file metadata, minimized its size and
merged small file into large file. This mechanism were
implemented within GlusterFS, evaluation experimented on
GlusterFS cluster shows a great acceleration on both WRITE
and READ side. The performance is steady and reliable.

But there are some disadvantages of our work, which we
should pay more attention to. Our implementation only applies
for GlusterFS based platform, while there are still a lot of
other distributed storage systems out there, such as Swift,
FastDFS, Lustre, etc. Modifying all those system costs huge
work load, and sometimes might compromise original good
feature for distributed file system. As the matter of fact,
bottleneck is local file system’s file looking up, our next job
will be extending local file system, like XFS, importing the
whole strategy into source code, so that all the other
distributed file systems could just exploit this specific feature
of local file system to complete small file reading or writing
performance’s optimization.

Also, there is some other way to cut down the cost of
metadata looking up. For example, instead of looking up in a
table, we could use generating function like the one used in
Ceph, so file data storage location will be outputted by one
simple arithmetic calculation. This mechanism will certainly
accelerate speed of file reading or writing, we should explore
it in the future.
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Abstract—Different personalized recommendation algorithms
are suitable for different scenarios. In this paper, we use artificial
neural networks to implement an adaptive framework. When we
add different recommendation algorithmsintoit and train it with
the data from a given scenario, it can calculate the weight of each
algorithm, choose suitable algorithms and give a more accurate
prediction rating.

Keywords—personalized recommendation algorithm; adaptive
framework; artificial neural networks;

I. INTRODUCTION

With the explosive growth of the Internet and the e-
commerce, recommender system is becoming more and more
important. Recommender system can help users find the
information or products they are interested in. It can be used in
many different scenarios such as online shopping, watching
movies, searching for information and so on.

Now there are so many personalized recommendation
algorithms. In the Netflix million dollar grand prix, the

champion used more than one hundred kinds of algorithms [1].

Different recommendation algorithms may get different
efficiencies and different accuracies in different scenarios.
There is no algorithm suitable for all situations.

Accurate and efficient recommender system can discover
the potential consumption tendency of users, and improve the
adhesion of users. When we need to design a recommender
system, how should we choose the suitable algorithms to let
the recommender system accurate?

In this paper, we design an adaptive framework for
personalized recommendation algorithms. After adding the
recommendation algorithms into this framework, it can
automatic choose the suitable recommendation algorithms and
help you build the recommender system.

You can first add the personalized recommendation
algorithms you need into this framework. Then use the data
from the field you choose to train it. After training, this
framework can calculate the weight of each algorithm. And
this framework has become a hybrid recommender system, as
it automatic chooses the suitable algorithms and give a more
accurate prediction rating.
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We primarily use artificial neural networks to implement
our framework. The output of each recommendation algorithm
is the networks input. The networks output the prediction
rating by using the chosen algorithms, and output the weight
of each algorithm. Algorithm with the weight less than the
threshold won’t be chosen. Then we can use the prediction
rating to recommend.

The rest of the paper is organized as follows. Section II
introduces the hypothesis in this paper. Section III explains the
method we used, the design and the implementation details of
our framework. In Section IV, we provide the evaluation
methodology and the results of the experimental evaluation.
Finally, Section V contains some concluding remarks.

II.  HYPOTHESIS

We assume that all the personalized recommendation
algorithms add into the adaptive framework output the rating
results. Because many algorithms those give a set of N
recommendations also mark the items during runtime and
choose the top N rating items [2]. Furthermore, a set of N
recommendations can turn to N items with rating. We can use
normal distribution or other methods to do this.

In this paper, we use prediction accuracy to evaluate the
results output by recommendation algorithms [3-4]. As
accuracy is the first one to be considered. And all of the output
results are assumed ratings, prediction accuracy is effective.
What’s more, prediction accuracy corresponds to artificial
neural networks. And it can be computed quickly. The
evaluation beyond accuracy cannot be easily got.

III. AN ADAPTIVE FRAMEWORK FOR PERSONALIZED
RECOMMENDATION ALGORITHMS

When we design our adaptive framework, our goal is to
make this framework automatic choose the suitable
recommendation algorithms and give a better recommendation.
Framework can’t do anything without info. So we need to
train it with data. And we select ANN (artificial neural
networks) to do this.

Why we choose ANN to implement our framework?
Firstly, the input of this learning model is real-valued vector.
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And the target function output is a real value. Secondly, users
usually make a rating decision from feelings, so training data
may contain errors. ANN learning method is very robust to the
training data with noise. Although ANN requires a long
training time, it’s is typically fast to apply it to the subsequent
instance. Above all any function can be approximated with
arbitrarily small error by a network with three layers of units
[5-6]. So after training ANN can get the target function.

A. Design Overview

Our learning task is to build a network which can give a
more accurate prediction rating by using the recommendation
from each algorithm. We use the back propagation algorithm
to learn the weights of this multilayer network [7]. Figure 1
illustrates the design of the network graph structure. And we
describe this structure below.

The first layer is an input layer. It is composed of input
units. We can first train the algorithms we add into our
framework before we start training ANN. Each input unit can
get the prediction rating from the corresponding algorithm.
And then input units transfer ratings to the next layer. Each
input unit represents an algorithm. Input layer doesn’t contain
the weights need to be trained. It is only a transport layer.

The second layer is a hidden layer. It consists of three
sigmoid units. Each unit gets the inputs from all of the input
units. Then it calculates the output value and transfers it to the
next layer.

The third layer is also a hidden layer. It consists of two
sigmoid units. Each unit gets the inputs from all of the hidden
units of the second layer. And it outputs the calculated value
to the last layer.

Sigmoid unit calculates it output value by computing a
linear combination of its inputs and applying the result to the
logistic function f (y) =1/ (1 +¢?).

Prediction rating from algorithms

Prediction rating

Fig. 1. Network Graph Structure
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The fourth layer consists of only one unit. This unit first
outputs the prediction rating with using all the given
recommendation algorithms. And it calculates the weight of
each algorithm. If there is a weight less than the threshold, it
modifies the configuration file to set the corresponding
algorithm invalid, and do the learning iterations again. After
that, it only uses the chosen algorithms to calculate the
prediction rating.

B. Implementation Details

In this part, we describe the details of the gradient descent
weight update rule used by the back propagation algorithm.

We define o, to be the output value of unit i, and tv, to be
the target value of the output unit. The input from unit i to unit
j is denoted X, and the weight from unit i to unit j is denoted
W,.. 7 is the learning rate, and « is a constant called the
momentum.

First we create the feed-forward network as Figure 1
illustrate. Initialize all the weights to small random numbers.
We set the random range from -0.05 to 0.05.

One iteration, we use one training data (may be repeating),
a vector of prediction ratings given by the algorithms. We
propagate the input forward through the network and calculate
the output value o of every unit i. Then we propagate the
errors backward through the network.

For the output unit o, its error term &,

S =1o— 0o

(1)
For each hidden unit hs; from the third layer, its error term

Onai

Ongi = Ongi (1 — Ongi) Wongi o
2
For each hidden unit hy; from the second layer, its error
term Oy,

Ongj = Ong (1 — Ong) 2 Whai-ngj O 3)

The gradient with respect to the error, delta weight of nth
iteration Awj.i(n)

AW.i(n) = 77 G X + a AWi(n — 1) (4)

And the weight is updated by adding the delta weight

Wi = Wi + AW.i(n)

(6))

We will stop the iterative calculation when the error of two
iterative results is less than the permissible error. If the
iteration time is greater than the maximum permissible
iteration time, we will also stop the iteration.

The weight of algorithm k Wjyy is calculated by using the
input vector (X, X1, X2, X3... Xy), X; = 0, X, = 3. Then the output
of the network is the weight of algorithm k.

If the Wy less than the threshold 0.1, we will modify the
configuration file and do the learning iteration again.

We set the permissible error to 0.0001, and set the
maximum permissible iteration time to 12000. We set these



two parameters to avoid the overfitting problem. We can also
use weight decay approach (decrease each weight by some
small factor in each iteration) or cross-validation approach to
overcome this problem [8-9].

We set the learning rate 77 to 0.1, and set the momentum «
to 0.25. « is used for going through the small local minima
and increasing the step size of the update in the same gradient.
If these two parameters are set lower, it will take a longer
training time. If we set these parameters too high, training will
fail to converge with the acceptable error.

We set the number of hidden units to five. The second
layer has three of them and the third layer has two of them.
Because the number of the test algorithms we add to the
framework is four. We test and find that such network
structure performs best.

If we want to get the number of hidden units automatically,
we can start with a network containing little units. Then add
the number of hidden units until the network residual error is
reduced to an acceptable level. We can use the cascade
correlation algorithm or other methods to do this [10-11].

IV. EVALUATION

In this section we experimentally evaluate our framework.
We use three recommendation algorithms from mahout and
one random rating function to test our framework.

First algorithm is the user based recommender with
Pearson correlation similarity. Second algorithm is the item
based recommender with Tanimoto coefficient similarity [12].
Third algorithm is the SVD recommender with factorizes the
rating matrix using ALS with Weighted-A-Regularization [13].
The random rating function returns the rating by random with
the seed itemID * 1000 + userID.

We use the datasets from MovieLens. We divide the
training data into three parts. The first part contains 90 percent
of the data. This part is used to train the three recommendation
algorithms. The second part contains 5 percent of the data.
This part is used to train the ANN. The third part contains the
rest of the data. This part is used to test and evaluate the ANN.

We use RMSE (Root Mean Square Error) to evaluate the
prediction rating, because it is sensitive to the rating errors.
With larger rating error, it has a larger influence than Mean
Absolute Error.

We set the iteration time to 15000, and pick the output data
per 100 iterations.

We want to know whether our framework can find the
random rating function and modify the configuration file to set
it invalid. Whether our framework can give a better result or
not after removing the random rating function. And we want
to see if our framework can give a more accurate prediction
rating than the three recommendation algorithms.

Figure 2 shows the weights of three recommendation
algorithms from mahout and one random rating function. They
change with iteration. When iteration stops, our framework
can find the random rating function.
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Figure 3 shows the rating RMSE before and after our
framework removing the random rating function. After
modified the configuration file and set the random rating
function invalid, our framework performs better.

Figure 4 shows that after training our framework can
output a better prediction rating than the three valid algorithms
using in our test.



V. CONCLUSION

In this paper, we use the ANN to implement the adaptive

framework. And we experimentally evaluate the framework.
Our results shows that our framework can output a more
accurate prediction rating for the next recommend step. And
our framework can find the useless algorithm, and make our
framework more succinct and efficient.
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Abstract—Online multiple kernel classification(OMKC)
algorithm is a promising algorithm in machine learning.
Because of low error rate and relatively fast training time, it
has been sucessfully applied to many real-world problems.
However, in the phase of learning a single classifier for a given
kernel, the OMKC adopts the perceptron algorithm, which
significantly limits the performance of the algorithm. In this
paper, we adopts the double updating online learning(DUOL)
algorithm to learn the single classifier. Compared to the
perceptron algorithm, the DUOL algorithm not only assigns a
weight to the misclassified example, but also updates the
weight for one of the existing support vectors, which
significantly improves the classification performance. Then we
use the hedge algorithm to combines these classifiers. The
experimental results show that the proposed algorithm is more
effective than the OMKC algorithm, the state-of-the-art
algorithms, and single ker nél lear ning algorithm.

Keywords—online learning;
DUOL; OMKC

multiple kernel learning;

. INTRODUCTION

Online learning and kernel learning are two active
research topics in machine learning. The goal of online
learning is to learn a prediction model from a sequence of
data examples with time stamps. In general, online learning
has the advantages of fast, simple, and often make few
statistical assumption, etc[1]. And the goal of kernel learning
is to learn an effective kernel function from training data.
Because of the training time relatively faster and lower error
rate compared to other machine learning method,
kernel-based methods have been successfully applied to
various real-world problems[2, 3]. However, in some
complicated cases, the single kernel method is not enough to
meet many practical requirements, such as heterogeneous
information, unnormalised data, non-flat distribution of
samples, etc. So it is significant to find the optimal
combination of multiple kernels to achieve higher flexibility
and better capability in solving real-world problems.

In recent years, a lot of multiple kernel learning method
have been proposed[4-7]. One of the latest multiple kernel
learning algorithm is the Online Multiple Kernel
Classification(OMKC)[7], it combines the advantages of
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online learning and multiple kernel learning. It has higher
classification performance than many conventional multiple
kernel learning algorithms. It fuses two kinds of online
learning techniques: the Perceptron algorithm[8] and the
Hedge algorithm[9]. The goal of the Perceptron algorithm is
to learn a classifier for a given kernel function, and the goal
of the hedge algorithm is to combines the multiple
classifiers.

However, the performance of the perceptron algorithm is
not enough. For a misclassified example, the perceptron
algorithm only simply assign to it a fixed weight, and the
weight remains unchanged during the whole learning process,
which has significant limitations. This is because when add a
new misclassified example to support vector pool, the
weights of the support vector in the pool may be no longer
optimal, and they should be updated to fit the new
misclassified example[10]. The Double Updating Online
Learning(DUOL)[10] exactly solve the problem. For a
misclassified example, the DUOL algorithm not only assigns
a weight to the example, but also updates the weight for one
of the existing support vector in the pool.

Motivated by the above observations, we propose an
improved online multiple kernel learning algorithm. The
algorithm is based on the DUOL and the Hedge algorithm.
The DUOL algorithm is employed to learn a classifier for a
given kernel, and the Hedge algorithm combines the multiple
classifiers. Test on 10 datasets, the proposed algorithm
shows promising performance compared to the OMKC
algorithms and the state-of-the-art algorithms for online
kernel learning.

The rest of this paper is organized as follows. Section 2
briefly introduces the online multiple kernel learning
algorithms and the double updating learning algorithm.
Section 3 presents our proposed algorithm for online
multiple kernel learning. Section 4 presents the experimental
results on 10 datasets. Section 5 concludes this paper.

Il.  ABRIEF REVIEW OF OMKC AND DUOL

This section briefly introduces the online multiple kernel
classification(OMKC) algorithm and the double updating
learning algorithm(DUOL).
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A. The Online Multiple Kernel Classification(OMKC)

Compare to single kernel methods, multiple kernel
methods is a more flexible learning model. The recent theory
and application have proved that using multiple kernel will
enhance the interpretability of the decision function, and
using multiple kernel methods often can get better
performance[11-13]. In multiple kernel model, the
commonest way is to find the optimal combination of
multiple predefined kernels. Because of the multiple kernel
methods use the mapping ability of all basic kernel, it solves
the problem of selecting the kernel parameters for kernel
target alignment and kernel function selection well.

Among all multiple kernel methods, one of the latest
multiple kernel methods is the Online Multiple Kernel
Classification (OMKC)[7]. It is more effective than many
other multiple kernel learning algorithms. In general, it is
more challenging than typical online learning algorithms,
because both the classifiers and the subset of selected kernels
aren’t know, and more importantly, the solutions to the
kernel classifiers and their combination weights are
correlated[7]. To solve this problem, OMKC based on two
learning algorithms: the perceptron algorithm and the Hedge
algorithm. The perceptron algorithm is used to learn a kernel
classifier with some selected kernel, and the Hedge
algorithm is used to combine these learned classifiers.
Algorithm 1 shows the detailed steps of the OMKC.

Algorithm 1: Thegeneral framework for OMKC

1. INPUT:
—kemels: K () : XxX—> Rji=1..m
--- Weights W, (1) = 1,i =1..m
--- Discount weight S € (0,1).

2. Initialization: 1_q\t—-19'=>1

3le

3: fort=12,..,Tdo

4: Receives a new instance: X, € X

5! Predict: Y. = Sign( ft—l(xt s W )) ;

6: Receive its true label Y, eyY;

7 for i =1,2,...,m do

8: set Z' =1(y, f'(x)<0)

10: update T, (X) = f.'(X)+ Z' v,k (X.,X)
11: end for

t
W, . m
122 0™ =—1i=1..,m where W, = Zi_lwil
W _
t

13: endfor

where W, (t) denotes the combination weight for the

i-th kernel classifier at round t. It is updated by Hedge
algorithm.

B. The Double Updating Online Learning(DUOL)

A lot of online learning algorithms have been proposed in
recent years [8][14-17]. The Perceptron algorithm[8] is one
of the most well-known online learning algorithm, but it has
significant limitations. The Double Updating Online
Learning(DUOL) [10] exactly solve the perceptron’s defect.
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For a general online learning algorithm, according to [10],
when add a misclassified example to the classification
function, the improvement of the objective function denote

by A,, if an online learning algorithm is designed to ensure

that for all t, A, is bounded from below by a bounding

constant A, then the number of mistakes made by the
algorithm denoted by M is upper bounded by:

1, . 1. u
M SX(QLQEHfHHK+C;I(yif(>q)) 6

Where 1(y, (%)) =max(0,1-y, f(x)) is the hinge
loss function. According to [18, 19], the bounding constant
A =1/2 when only update the classifier with the newly
misclassified example.

In contrast to the above, the DUOL algorithm not only
assigns a weight to the example, but also updates the weight
for one of the existing support vector in the pool, which
significantly improves the classification. According to [10]’s
analysis, the number of prediction mistakes M made by
DUOL on a sequence of examples is bounded by:

. l 2 T pz w 1+p s
2min 1l +CRI0 T 0= M ()= = M) ()

where p €[0,1).

It is obvious that the number of mistakes made by the
DUOL algorithm is smaller than the general online learning
algorithm that only performs a single update in each trial,
such as the Perceptron algorithm.

I1l.  OUR PROPOSED METHOD

A. Theory Analysis

OMKC algorithm has a good performance on
classification task, its classification accuracy is better than
many classic online learning algorithms, such as single
kernel perceptron algorithm, the state-of-the-art online
multiple kernel algorithms, etc. However, in the phase of
training classifier, OMKC use the perceptron algorithm,
which is really not enough. Because for a misclassified
example, the perceptron algorithm only simply assign a fixed
weight to the example. The weight will not change during
the whole process. Although such method has advantages in
computational efficiency, it has significant limitations.
Because when add a new misclassified example to the
support vector pool, the weights of support vector in the
pool may no longer optimal, so they should be updated to fit
the new misclassified example.

The DUOL algorithm exactly solves the above problem.
When add a new misclassified example to the support pool,
the DUOL algorithm not only updates the weight of the
misclassified example, but also adjusts the weight of one
existing support vector which is most seriously conflicts with
the new support vector. Therefore, for any kernel function,
the performance of the classifier trained by DUOL algorithm



are better than the classifier trained by the perceptron
algorithm. Then, using the Hedge algorithm combine the
classifier trained by DUOL, the performance of our proposed
algorithm is better than OMKC algorithm.

B. The Proposed Method

Motivated by the above observations, we combine
advantages of the DUOL algorithm and the OMKCp,,
proposed a new online multiple kernel algorithm. The
algorithm fuses the DUOL algorithm and the Hedge
algorithm. The algorithm can be divided into two phases: the
first phase is using the DUOL algorithm to learn a classifier
for a given kernel, and the second is using the Hedge
algorithm to combine all classifier. Algorithm 2 shows the
detailed steps of the proposed algorithm.

Algorithm 2: The proposed algorithm

1 INPUT:
--- kernels: ki (,) XXX — R,i =1..,m
—Weights W (1) =1,i=1,...m
--- Discount weight /3 € (0,1).

2 Initialization: 1 _Qw! =1 4" = il
m

w

for t=1,2, ..., T do
Compute }; (t) = w; (t) /[maxw, (t)], 1 =1,...,m;
i<j<m

~

5  Compute P, (t)=(@1-0)q (t)+5/mi=1...m

6 Receives a new instance: )(t e X ;

%Use the DUOL algorithm to lean a classifier for a given kernel
7 for i=12,...,m do

Cey ; 1 :
8 Predict: y {=sign(f;""(x)):
9 Receive its true label Y, eyY;

10 Calculate: | (Y, {/t) =max{01-y f"(x)}:

11 if(l, >0)

12 Search for auxiliary example;

13 According to formula to calculate the optimal value of
Y, and d}/b;

14 Update the support vectors and the corresponding weights;

15 end if

16 end for

%Use Hedge algorithm to update the weight of each classifier
17 for i=12,..,m do

18 Sample s, (t) = Bernoulli _ Sampling(p, (t));
19 Set Zit =1if | (Y, fit (%) <0 and 0 otherwise;
20 Update V\Iit+l = V\Iitﬁz"s' ® ;

21 update f,"H(X) = f,'(X) + 5 (t)Z Y.k (X,X)
22 end for
23 end
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IV. EXPERIMENT

In this section, we first describe the experimental setups.
Then we show that our method outperforms previous
methods.

A. Experimental Setups

To evaluate the effectiveness of our method, ten sets of
two-class problem experiments are conducted. The ten
two-class standard datasets are obtained from LIBSVM[20]
and UCI machine learning repository[21]. These datasets
were chosen quite arbitrarily. In our experimental, we
predefine a pool of 16 kernel functions, including 13
Guassian kernels of kernel width parameter o in [2%
2% ..., 2%, and 3 polynomial kernels (i.e.,

T P
K(X;,X;) = (X X;)") of degree parameter p=1, 2, and 3.

To obtain the stable average results, all the experiments
were conducted over 20 random permutations for each
dataset, and all the reported results were averaged over these
20 runs. Our experiments were evaluated on a PC with
Intel(R) Core(TM) i5-2310 @ 2.90GHz CPU and 16GB
RAM by Matlab.

B. Comparison with Previous Methods

We compare the proposed algorithm with the following
baseline algorithm:
----DUOL.: a single kernel online learning algorithm in [10].
----OM-2: a state-of-the-art online learning algorithm for
multiple kernel learning[22].
----OMKGC: It includes four algorithms, they are OMKCp p,
OMKCp, s5)y OMKCs, py, OMKCs, 5[7].

Table | summarizes the average experimental results of
the proposed algorithm and others. We can draw several
observations from the results: First, the proposed algorithm
can significantly improve the performance of the DUOL
algorithm. Second, the proposed algorithm has a better
performance on classification task than other multiple kernel
learning algorithms, including OM-2 algorithm and the
family of OMKC algorithm. Third, as for running time, since
the proposed algorithm requires double updates, it is less
efficient than OM-2 and OMKC algorithm; And since the
proposed algorithm need to combine multiple kernel
classifier, it is less efficient than DUOL algorithm. But in
general, the proposed algorithm has the best classification
performance among all kernel learning algorithm.

In fig. 1, we report the classification performance of
DUOL algorithm, OM-2 algorithm, OMKC algorithm and
our proposed algorithm on ten datasets. It is obvious that, for
all ten datasets, our proposed algorithm has lower error rate
than other kernel method.
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Fig. 1. The comparison of the experiment results

TABLE I. THE EXPERIMENT RESULTS OF OUR PROPOSED ALGORITHM AND OTHER ONLINE LEARNING ALGORITHMS
DataSets DUOL OM-2 | OMKCpp) | OMKCps | OMKCsp | OMKCgsgs) Our
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Abstract—The traditional ratings survey method has various
problems under the environment of ‘media integration’, such as
the form unitarily and no in-depth analysis. For these problems,
the paper presents a comprehensive cross-platform television
program evaluation system. This comprehensive evaluation
system has the characteristics of multi-service targets,
multi-platfor m, multi-method, multi-dimensional, multi-evaluate
content. It can evaluate TV shows more scientific and
comprehensive compared with the existing program evaluation
method.

Keywords—evaluation; TV shows; index; cross-platform

L

In the era of ‘media integration’, TV media will encounter
opportunities and challenges at the same time [1]. As an
important criterion for evaluation of TV shows, audiences
rating can only be obtained through simple user survey
as traditional broadcast television is unidirectional coverage.
China Central Television issued < CCTV program evaluation
system plan> in 2002. The system is characterized by ‘three
indicators, a ruler’ and is commonly known as ‘elimination
system’ [2]. In 2011 CCTV introduced a new program
evaluation system, which is divided into four categories:
guiding force, influence, communication ability and
professionalism [3]. Britain is the first country to start using
qualitative research methods research program quality. BBC
launched an evaluation system with the goal of ‘Public value’
in 2004 and the ‘Public value’ is decomposed into value
elements, broadcasting mission and measure way. The
measures of public value are the daily conduct of "continuous
performance evaluation system", concluding touch of rate,
quality, influence, and investment value [8, 9, 10]. From the
late 1960s, Communication Research Office of the United
States also began a series of programs to promote qualitative
research projects. American commercial television evaluation
system consists of two parts: evaluation before and after
broadcasting.

INTRODUCTION

With the increasing of audience’s network viewing
behavior, the defects of traditional method of investigation on
ratings in the new media environment is slowly rendering, and
it puts forward new requirements of television program
evaluation system. Current international mainstream program
evaluation methods still concentrate on single platform of
broadcasting and television. As one of the most important

978-1-4799-4765-2/14/$31.00 ©2014 IEEE
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triple play, interaction and fusion of
broadcasting and  television, the Internet  and
telecommunications network will enable the television
industry to undergo tremendous changes. Under this
background, China should rely on the successful experience of
the evaluation system at home and abroad and urgently needs
to introduce new monitor perspectives and metrics in order to
evaluate TV program more comprehensive and deeply.

aspects of the

II.  EVALUATION SYSTEM ARCHITECTURE
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Fig 1. Program evaluation system architecture diagram

Program evaluation system architecture includes user layer,
application layer, technology layer and data layer.
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A. User Layer

User layer describes the object of service. Traditional
broadcast and television industry chain consists of government
departments, advertisers, program producers / integrators,
program distributors and audience. From the perspectives of
industry chain, service object of TV shows evaluation can be
government departments, program producers / integrators,
program distributors, advertisers and audience.

Government departments publicize for the party and the
government's voice, lead the development trend of advanced
culture, respond to sudden and major events and guide public
opinions. They need to make sure whether the public opinion
of the program is correct.

The main product of broadcasting and television industry is
the program producers / integrators provided through plan and
production. Program producers / integrators need to collect
audience’s feedback of program content and achieve a
market-oriented program production process.

Program distributors’ responsibilities are to integrate
programs and present to the audience. At present the main
program distributors are CCTV, provincial and municipal TV
stations premium channels publishing units. TV stations play
an important role of choosing, scheduling and displaying
programs.

As a derivative of modern media development, advertising
has occupied a pivotal position in the field of broadcasting and
television industry. Advertisers need to find the target groups,
determine the viewing time and platform according to the
characteristics of their products in order to achieve targeted
product launches.

Audience is the only beneficiaries of broadcasting and
television industry. And the ultimate goal of broadcasting and
television industry is to serve audience.

B. Application Layer

Application layer describes available application services.
The evaluation system can provide inquiry service of
evaluation index, program classification and program
evaluation system.

We designed a tertiary-level evaluation index system for
TV shows evaluation. The first level of index is social,
economic and cultural. Under each first level of index, there
are refined secondary level of indexes. For example, under the
index of ‘social ’, there are four secondary level of indexes
which are guiding force, influence, communication ability and
competitiveness. Under each secondary level of index, there
are also refined third level of indexes. Every index is explained
in detail and the calculation method is presented. Users can
query the explanations and the values of the indexes.

Currently there are many different kinds of TV shows. It
will be obviously biased if we use a unified standard to
evaluate. Different types of TV shows should be evaluated in
different evaluation standards. For example, for news
programs, opinion-oriented is particularly important, so the
proportion of guiding force should be increased. Users can
query the evaluation results for different types of programs.
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This system provides the overall query of evaluation
system architecture so that users can have a deeply
understanding of the evaluation indexes and inter-related
effects.

C. Technology Layer

Technology layer describes the technical framework of
evaluation system. And it’s the core of the program evaluation
system. This evaluation system gives a multi-dimensional
analysis in the aspects of social, economic and cultural. First of
all, the system sets up an independent evaluation system for
each platform; then it establishes a cross-platform evaluation
system according to the common indexes; in addition, it
establishes distinctive evaluation index for special needs.

Social dimension evaluates social value of TV shows.
Social value refers to the responsibility of meeting the material
or spiritual needs of society or people through themes and
contents of the programs which TV shows need to take.
Economic dimension evaluates economic contribution of TV
shows, which refers to the economic significance for social
and humans, and these are what the measurement of benefit
economic actors can obtain from products and services.
Culture dimension evaluates leading role in culture of TV
shows, which refers to the culture significance for “people's
cultural nature and needs”, expressed as a cultural capital, the
cost of a culture and a cultural force [13].

D. Data Layer

Data layer describes the required program evaluation data,
including broadcasting and television database, the Internet
database, micro blogging database, forums database, IPTV
database and other new media databases. Broadcasting and
television database contains basic viewing data, such as
duration of watching and channels, but also includes cost data.
Internet database contains relevant the data of page views, time
and so on. New media database contains their viewing data on
IPTV, hand held terminals and other new media.

III.

Broadcasting and television program evaluation system is a
sub-system of Chinese media program evaluation index system
architecture. We propose a TV shows evaluation system,
aiming at establishing a comprehensive scientific program
evaluation criterion.

EVALUATION INDEX

Program evaluation index system concludes three first
level of indexes: social, economic and culture.

® Social dimension evaluates social value of TV shows.
Social value refers to the responsibility of meeting the
material or spiritual needs of social or others through
theme and content of the TV shows need to take.

Economic dimension evaluates economic contribution
of TV shows, which refers to the economic significance
for society and humans, which the measurement of
benefit economic actors can obtain from products and
services.

Culture dimension evaluates leading role in culture of
TV shows, which refers to the culture significance for
“people's cultural nature and needs”, expressed as a



cultural capital, the cost of a culture and a cultural
force.
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Fig 2. TV shows evaluation index system

The secondary level of indexes in social includes guiding
force, influence, communication ability and competitiveness.

® Guiding force shows that whether TV shows play a
correct leading role in social life.

® [nfluence shows the ability that whether TV shows can
affect audience thought and action using the way

audience willing to accept.

Communication ability shows the capability to achieve
effective dissemination.

® Competitiveness shows the comprehensive ability

reflected in the multi-column comparison.

The secondary level of indexes in economy consists of cost
and benefits.

® Cost refers to the monetary performance of consuming
resource of production of programs.

® Benefit refers to direct benefits obtained after program
broadcasting and indirect benefits arising from the
program.

The secondary level of indexes in culture includes the
development capacity, association and cultural transmission
and spending.
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Development capacity refers to TV shows’ potential
ability of development and growth.

Association refers to the ability to connect other things
with some programs.

Cultural transmission power refers to TV shows fusion
ability of foreign culture, inheritance ability of local
cultural and exploration ability of new culture.

® As the product of cultural spending, those programs

represent the value and symbolic meaning.

There are also some three-leveled indexes. For example,
there are three indexes in the development capacity, which
include the completion rate, arrival rate and others in audience
rating. According to the Internet, the standard can be divided
into CTR (click-through rate), page view and other indexes.
First of all, we set up an independent evaluation system for
each platform; then we establish a cross-platform evaluation
system according to common indicators; in addition, we also
establish distinctive evaluation index for special needs.

IV. WEIGHT ASSIGNMENT OF EVALUATION INDEX

To make the evaluation composed of varies indexes
reflects the real situation in a more exact way, it is important to
give the transformed index values different weight coefficients.
And in this paper the weighting methods integrated with
subjectivity and objectivity will be discussed to evaluate the
indexes.

A.  Subjective Weighting Method

The subjective weighting method refers to the professional
knowledge, practical experience through the subjective
analysis method to determine the weight of evaluation index.
In this paper, we use the Delphi method, which means the
method of expert opinion to determine the subjective weights.
The method is based on the established process, and make
comments anonymously, then fill in the questionnaires again
and again. And finally get the weight value. The final weight
calculation according to the formula (1):

25

W ()
n

In the formula: W is the weight of the index i; Eij for

the expert j’s score on index i, and n means the total number of
experts.

B. Objective Weighting Method

Objective weighting method is directly based on a method
of original information of each index after a certain
mathematical processing gain weight. This paper uses
variation coefficient method to determine the objective weight.
Variation coefficient method refers to the method to determine
the weight value of evaluation indexes according to the degree
of variation in the value of each evaluation index. The basic
steps of the variation coefficient method are: with n were
evaluated, and the evaluated objects are described by p indexes;



to calculate the mean and variance of each index, and then the
coefficient of variation of each index is:

V=S, /% 2)

To make V; be normalized, and we can get the weight of
each index:

©)

C. Combination Weighting Method

This paper adopts an optimal combination weighting
method based on deviation square. Suppose n indexes with L
weighting methods on the assignment, consider the following
combination weighting:

W, = OV + W, + -+ GV @

And then,
60, >0,k=1,2,,1, )

Make partitioned matrix

W= (W,W,,- W),0=(0,,6,,-.6) (6
And formula (4) can be expressed as:
W, =W©,0'0 = @)

If the weight of each index of the improper selection, and
the value of each difference is very small, it means that this is
not conducive to the ranking of the alternatives. So a basic idea
of choose a combination weighting coefficient vector V\/c is

to make each comprehensive evaluation value scatter as far as
possible.

The V, (W,

C) represents the deviation square of decision

scheme i and other decision schemes. The target function can
be constructed as follows:

And make matrix

vy
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35bn-a) EEbne) - $Ebon)h)
ne o o0 ©)
MU NIRRT ()

=] h=

MS

YRR

Li=ti=l =1 =]

(b,-b,)(b,-1,) -

3 (b,-,)(a,-b,)

i=1 =1

And then the objective function J (W

c) can be expressed as:

J(W,) =WBW, (10)

Then based on the M decision scheme for total deviation
square and the optimal combination weighting method is the
following optimization problems:

max F (0)=0"W'BWO
e'0=1 an
st.
©>0

The optimization problem can be reduced to below the
unconstrained optimization problem:

maxF, (0)=0'W'BWO/0'®@ (12

A

max

is set to the maximum eigenvalue of W' BW,0"
is the normalized eigenvectors corresponding to the largest

eigenvalue, and F, (@) is the maximum value of 4__ , and
©®" is the optimal solution of formula (4). Put ®" into

formula (4) to obtain the optimal combination weight

coefficient vectorWW, =W®" ; normalize W, :

ES

Wc'
j .
_n—aJ :1’2a“'9n

dw
=

V. CONCLUSION

(13)

The extensive use of data technology and the rapid
development of Internet cause the boundaries between
different media no longer distinct. In the interaction and
integration of television, the Internet and telecommunications
networks, the old program evaluation system needs to be
improved. This paper presents the completed new media
oriented program evaluation architecture; the framework
contains the user layer, application layer, technology layer and
data layer and is able to provide a wide range of inquiry
service including evaluation index, program classification and
program evaluation system for each department on broadcast
and television industry chain. Program evaluation index
system is the core of the comprehensive program evaluation
system; the evaluation index system concludes not only the
traditional broadcasting and television viewership indicators,
but also a comprehensive consideration of new media



platforms such as the Internet and micro blogging, striving to
evaluate TV shows more comprehensive, objective and
scientific.

(1

[2]

[3]

(4]
[3]

(6]

(7]
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Abstract—In this paper, we present a distributed computing
framework for image classification towards the current challenge
of image big data due to enor mous streaming image data sour ces,
such as image sharing over online social network and massive
video surveillance streams from ubiquitous cameras all over our
daily life. The proposed framework consists of four modules
aiming at feature extraction, dimension reduction, bag of feature
modeling, and supervised lear ning respectively. This distributed
computing framework is implemented on Hadoop with Mahout
support. We apply the framework for classifying whether a
person is on calling or not in a surveillance video to verify the
correctness and scalability.

Keywords—Map-Reduce; Big Data; Bag of Feature; Image
classification

l. INTRODUCTION

There is no need to say how important image classification
[1-4] is in computer vision, which is essential for bridging the
huge semantic gap between images. Traditional image
classification task can be mainly divided into several steps as
follows: feature extraction, bag-of-feature model and
supervised learning.

OpenCV is an open source library for image and video
analysis. It has a wide range of modules that can help us with a
lot of computer vision problems. The most useful part is its
architecture and memory management. It provides us with a
framework in which we can work with images and video
conveniently.

With the development of Internet technology, the amount
of dataset is streaming, which brings about the challenge of big
data. Map-Reduce [5-7] programming model was proposed in
2004 by Google, which is used in processing and generating
large data sets. Inspired by the success of Map-Reduce for
handling big data, Hadoop [8-11] and Mahout [12-14] are
representative open source distributed computing framework
that enables data-intensive application in a distributed
environment. They support large-scale data applications on
large clusters consisting of commodity hardware. The
framework is designed to be scalable, which allows the user to
add more nodes as the application requires.
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Hao Wu
School of Information Science and Engineering
Yunnan University
No. 2 North Green Lake Road, Kunming 650091, China
haowu@ynu.edu.cn

MAP REDUCE

%ﬂ . ——> pigdata \I; € Results
b S S
[ smartcity ek | —H/

S il e bumr
\, The mapreduce programming model

Fig. 1. The Map-Reduce programming model

As the popularity of online social network, image sharing
over the Internet, video surveillance and smart city, computer
vision has been facing a problem of big data, it is very
necessary to design a framework that suits for processing very
large image datasets, which combines image classification with
big data platform.

The rest of this paper is organized in the following way:
section 2 presents the distributed computing framework.
Section 3 validates the framework with an application for
classifying whether a person is on calling or not. Finally,
section 4 concludes the framework and points out our future
work.

Il.  THE DISTRIBUTED COMPUTING FRAMEWORK

We designed a distributed computing framework that can
perform image classification for very large dataset. In the
training phase, it consists of feature extraction, bag-of-feature
model [15] and supervised learning (training). In the prediction
phase, put the image into the classification model to predict the
class that the image belongs to. The prediction step will be
described in detail in section 2.

At the beginning, we optionally perform background
subtraction to get the objects, then we choose SIFT algorithm
[16,17] to extract feature points for each object, saving these
feature points as text file format which can be read by Mahout.
Next, construct bag of feature model to get the histogram of

Changchun, CHINA



each image that represents the class proportion of the image.
Finally, training the classification model with classifier, the
classification model can be used for predlctlon

~

N | Prediction

! |
| Distribute Distrib LiR el
| | training
| I |
; 1 r\l .' 1, J A cl [r tion
Featute [ Pca&Kk-means [ _;_ Normalization |' TR e
| extraction | " B | supervised | model
- | ) ) | Learning
\ Bag-of-feature Model z"
e —— f __________ - S —
Image&

Pre-processing

Fig. 2. The general framework structure

Algorithm 1. Distributed image classification framework.
Training phase: Input:pic=[ pICl, pl Corens pl C.,11abel. Output: model.

Prediction phase: Input: pic. Output: class.

A. Details of Each Module

1) Feature extraction with SIFT: The original data set is a
video, we first use OpenCV to convert video into a sequence
of images and subtract background from these images in order
to increase the accuracy, which will be the data set. Then, use
SIFT algorithm to extract feature points from the image set,
these points are saved as a file named Feature. The procedure
was processed on a single machine since it does not have high
time ne complexity.

L__h

Feature
4 Feature

extraction |_|,r"

- - i p =

\ Background —
subtraction ~y

| Image
4 sequenoe

\rdeo

Fig. 3. Feature extraction

2) Bag-of-feature: The bag-of-feature model consists of
PCA [13,14] dimension reduction, K-means clustering [13,14]
and classification pre-processing that includes normalization
and IabeI adding.

1. Define two matrices A, =[f;] and A, =If il
Anxn stores all the feature points of pic, fij represents a
feature vector. A‘nxn stores dimension reduced features points,
f 'ij represents dimension reduced the feature vector. And m is
the number of images, n is the number of each features.

Define  two  vectos C=[c;,C,,..C;]  and
N=[n,n,,.., nq] , C is the center of each cluster, N is
percentage of the image in each cluster.

2:  Training phase:

2: Sift feature extraction:

3: Dimension reduction: A= pca(A,., P)

4: K-means clustering: C =kmeans([A, A,,..., A, ]")

5; while i <M do

. q

6 Normalization: N, = norm(C, A), ZI] =1

i=1

7: end while

8: Model training: model =
train_logistic ([N, ,n; ..., n",1abel])

9:  Prediction phase:

10 Sift feature extraction: a = Sift( pi C)
11: Project onto subspace of A :a'=P, (a)
12: Prediction: class = model_predict(a')
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Fig. 4. Bag-of-feature structure

As the feature extracted by the SIFT algorithm has the
characteristic of high dimension, in order to accelerate the
processing speed and increase the prediction accuracy, we
choose to apply PCA to reduce dimension. PCA is a classical
tool for dimension reduction, Mahout currently support PCA
via Stochastic Singular Value Decomposition, on which can do
PCA distributive.

After PCA, we got FeatureNew which will be the input of
K-means stage. Mahout contains various implementation of
clusters, such as K-means, fuzzy K-means, meanshift and
Dirichlet among others. K-means clustering is a widely used
partition algorithm. It partitions the samples into clusters by
minimizing a measure between the samples and the center of
the clusters.

The K-means clustering is simple but it has high time
complexity when having the large dataset. Firstly, the
algorithm randomly selects k initial objects which represents a
cluster center. The rest of the objects will be assigned to the
nearest cluster, according to their distances to different centers.
Then calculate every center again. This operation is repeated
until the criterion function converges. In these circumstances
the memory of a single machine can be a restriction. As a
consequence, we shall try to use Map-Reduce computing
framework to process data distributive. In this paper, using
Mahout K-means to get the input FeatureNew clustered with
the output Wordlist that stores each center of clusters.

Since the file Wordlist cannot be processed directly by
the classifier, it is very necessary to do some pre-processing.



Above all , calculating the Euclidean distance between one
feature vector to each clustered center point and then feature
vector belongs to the cluster in which the cluster's center point
having the smallest Euclidean distance to the feature. Repeat
doing calculation until the last feature, count the number of
feature vector in each cluster. Finally, doing normalization to
get WordFrequency and adding label to WordFrequency, then
we get WordLabeled which will be the input of classifier. In
this article, the Pre-processing procedure do not high time
complexity, a single machine can meet the demand of resource
consumption.

3) Training classification model: The classification model
was trained for predicting the image class. For the training
phase, input for the training algorithm consists of dataset
labeled with known target variables. The target variables are,
of course, unknown to the model when using new images
during real prediction. In prediction, the target variable values
are not known, which is why the model is built in the first
place.

Train logistic

Logistic Classify
WordLabeled -

Fig. 5. Classification model

Classification algorithms differs from the clustering
algorithms described previously because the clustering
algorithms are able to decide on their own what distinctions
appear to be important while classification algorithms learn to
mimic examples of correct decisions.

Mahout is a machine learning library that contains different
kinds of classifiers [13,14] like Naive Bayes, Logistic
regression and Random Forest. Since Mahout currently do not
support SVM, we choose to use Logistic regression (SGD)
instead for classification.

Image Prediction: The prediction procedure is almost the
same as the training procedure. When using new image during
the prediction, first of all, subtract the background of this
image and use SIFT algorithm to extract feature points. Then,
reduce the dimension of these feature points by projecting onto
the low dimensional subspace, the reduced feature having the
principle component that can almost represent all the original
feature points.

In prediction, the target variable values are not known,
which is the reason that training the classify model in the
training phase. Put the dimension reduced feature points into
the classify model which will be used to calculate the column
diagram, the one in the column diagram has the highest
percentage will be the class this image belongs to.

p . - . P
. | Background
Feature
‘ Image]_l/‘ subtraction v
b s b s - {l—
s

T e T T I'a T P Y
: Classify | 1 _[ Dimension
— model — reduction
/ X ;
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b S

Prediction ] yd
result N

Fig. 6. ImagePrediction procedure
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B. Performance analysis

We proposed a distributed computing framework for image
classification, which enables large-scale image data set to be
classified properly. The framework consists of feature
extraction, PCA dimension reduction, K-means clustering,
Classification Pre-processing, Logistic regression classifier and
Image prediction. Among them, we use Mahout to process
PCA dimension reduction, K-means clustering, Logistic
regression classifier and Image prediction. The others were
processed on a single machine.

Mahout provides a machine learning library that runs over
Hadoop system. It has a collection of algorithms to solve
clustering, classification and prediction problems, which can be
used as an inexpensive solution to solve machine learning
problems especially the problems with large dataset.

Some parts of this framework such as PCA, K-means and
Logistic regression are having a high time complexity, when
handling large datasets, single machine cannot meet the
demand of resources.

I1l.  FRAMEWORK VALIDATION

A. The Distributed Platform Parameter

We've built Hadoop distributed system on Ubuntu with the
following characteristics: 2GB memory; 2 Ubuntu compute
units (one is master and the other is slave); 20GB of storage;
32-bit platform; high 1/O performance. Install mahout on the
master that we can use the mahout machine learning library on
Hadoop system. Our Ubuntu uses Mahout 0.9 and Hadoop
2.2.0.

B. The Data Set

The data set was a sequence of ten thousand images which
converted from a video frame, eighty percent of data set were
used for training and twenty percent were used for testing. We
did the pre-processing that subtracts the background of each
image to increase the classification accuracy.

rormaizad aqueney
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Fig. 7. On calling
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C. Image Classification Results

We use this distributed computing framework to classify
the image dataset into 2 categories, one is on calling and the
other is not. Above all, using sift algorithm to extract feature
from dataset. Then construct bag-of-word model that includes
PCA, K-means and normalization to get the WordFrequency.
Finally, training to get the classification model input the testing
dataset in the model for testing. Figure 9 shows the
classification accuracy.

accuracy
66%

64%
62%
60%
58%
56%

54%
on calling not on calling

Fig. 9. Image classification accuracy

IV.  CONCLUSION AND FUTURE WORK

In this paper, we proposed a distributed computing
framework for image classification, compared with the project
running on a single machine; it can deal with large-scale data
set problems. In the framework, Mahout is used for computing
the part which has high time complexity. We conclude that
Mahout can be a promising tool for distributed computing. It
allows the computing of large datasets, and produces
significant gains in performance.
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We've run our program using Ubuntu with two nodes on
the same machine, strictly speaking, it is not distributed
computing meaningfully. In the future, we plan to build
platform on Amazon EC2 to meet the challenge of more and
more large datasets.
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Abstract—In distributed routing algorithms, Kademliais the
most widely used. Its slow routing table updating, load imbalance
and weaknesses in network adapter has become increasingly
evident. This paper introduces a kind of Kademlia Algorithm
based on Qos. Through simulation experiments, proved that this
algorithm is more efficient than the traditional algorithm in
appropriate circumstance.

Keywords—Kademlia; routing table; Qos; DHT

I. INTRODUCTION

In 2002, Petar Maymounkov, from New York University,
United States, published an article entitled Kademlia: A Peer-
to-Peer Information System Based on the XOR Metric(1). This
paper raised awareness of Kademlia. Kademlia is
a P2P protocol based on DHT, it is different from other
protocols  based on DHT, such asChord (2), Kelips(3),
CAN(4), Pastry(5), because it adopted a unique XOR
algorithms to measure the distance between the node, and by
this way a new network topology is created. so Kademlia
greatly improved the routing efficiency of the node. So far,
many P2P systems have been developed based on Kademlia,
such as BiTorrent, BitComet, BitSpirit, and eMule.

But, with the continuous growth of the application in P2P
systems. The inherent flaws of Kademlia have become more
and more evident, such as not supporting fuzzy query(6),
routing detours(7) and load imbalance(8). This article
presented a storage algorithm especially against load imbalance
of Kademlia.

II. LoAD IMBLANCE

When Kademlia was proposed , it assumed that all node
had the same processing capacity and space in the overlay
network. But in fact, resources are randomly distributed in the
overlay network, and the nodes are highly heterogeneous,
above all the nodes have different processing capacity and
space. Due to the configuration of the node, the calculation
capacity is huge difference, this will lead to load imbalance,
bringing the performance bottlenecks to the overlay network.
The same number of packets, the same request, the high
performance nodes can easily cope with, but for the normal or
low performance nodes, it will cause network congestion.
Once some resources become hot, it means that many users
want to download the resource, load imbalance will become
more and more evident. This situation has bad influence on the
network’s Qos. The usual practice is to introduce a concept
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called super node to distinguish the node in the overlay
network, the concept makes those nodes which have strong
calculation capacity and big storage capacity become super
node in the overlay network, act as a regional server, and the
low performance node act as the leaves node. But such a
strategy requires a complex algorithm to process the node's
launch and  expiration, adding additional system
overhead. Some paper presented a kind of KAD index
information release mechanism based on multiple target ID by
having a large user base of eMule for study. This mechanism
makes more nodes have high frequency key words index to
improve the KAD network file index resource’s load
balance. In this article, the author proposed a storage arithmetic
based on Qos, it means that every time the resource is released,
we choose three powerful nodes to act as backup nodes and do
the redundant storage, this can improve the network’s Qos to
some extent, it can avoid sending large requests simultaneously
to some node when the node becomes hot.

III. THE STORAGE ALGORITHM

A. Sorage Algorithm

Firstly, we calculate the file eigenvalue based on file name
or summary by hash function, the file eigenvalue is FileID and
the hash function is SHA-1:

FilelD = SHA-1(file) Q)

Then, because every node has its K-bucket, as shown in
Fig.1, we choose the most three powerful nodes by
FIND NODE command, meanwhile the target node’s
eigenvalue must match the node’s top m bits.

Because the number of nodes in different overlay network
are different, we must set up mathematical model for m, that is

M = f* (160 - logN) @

| K-bucket[0] |—b—| Node 1 |--l-|Node ?|----| Node i |

| K-bucket(1] —m{Node 2 || Node 7 |- -B{ Node | |

| K-bucketi] || Noder |-/ Node 7 |- -Be{Node m|

[K-bucket(159] || Node s |- Node 7 |--B{ Node n|

Fig. 1. The K-bucket
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Suppose the source node need to store a file, the steps are
as follows:

e  Check the length of the file, if the length exceeds the
limit, the file must be divided into some blocks, every block
length does not exceed L and each block is stored separately,
case of the file whose length does not exceed L;

e The source node calculates the eigenvalue of file and
set up the parameter m, so we can match the node’s eigenvalue
according to m;

e The source node sends FIND VALUE request to
related K-buckets, the parameters including file eigenvalue, m
and the length of file.

e The nodes which receive the request firstly examine
whether this node’s eigenvalue matches the source node
eigenvalue’s top m bits, if it is, then examine whether the space
this node’s space meets the need(space > filesize + ¢, ¢ is
constant). Whether the condition is satisfied or not , the query
will be continue in related K buckets.

e Ifthe node can meet the requirements, so this node will
send message to source node, the parameters including IP
address and the source IP address.

e When the source nodes receive the reply, they will
choose the top Q(usually 3) nodes which have high
performance as storage target, and send acknowledge
information to these nodes. The intermediate nodes which the
information passes will store the route, then the target node
records the eigenvalue of the file.

B. Search Algorithm

Suppose the source node need to find a file, the steps are as
follows:

The source node calculates the eigenvalue and the position
in K-buckets according to its eigenvalue;

e The source node sends FIND VALUE request to
related K-buckets, the parameters including file eigenvalue, m
and the length of file.

e The nodes which receive the request firstly examine
whether the eigenvalue match the value in K-buckets, if not,
forward the message to related K-buckets.

e If the target nodes meet the requirements, then this
node will send acknowledge information to source node.

C. The K-bucket based on node performance

In terms of load balance, taking highly heterogeneous
nodes , the stability of the overlay network into account, we
can set up a fixed value fp in the system. We only consider the
nodes whose comprehensive performance are greater than fp
when the top Q nodes are choosed. Not only the IP address,
UDP port and some relevant information are stored in the K-
buckets, but the parameter p which means the comprehensive
performance is also included, the parameter includes
bandwidth represented by B ,computing power represented by
C and storage capacity represented by S.

The mathematical model is as follows:

p=1fBC 9 ©)
the higher value of p means the higher performance of the

node.

IV. SIMULATION TEST

The Algorithm adopts peersim as simulation platform,
Peersim is a network simulator .In the simulation environment,
the number of nodes is 500,the file save success rate and
overload nodes are the assessment factor between the old and
new kademlia algorithm.

%
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Fig. 2. The number of overload nodes between old and new algorithm

Fig.2 shows the number of overload nodes increases with
the time, the random nodes have many information exchange.
The improved algorithm reduces the number of overload nodes

through resource backup.
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Fig. 3. The file save success rate between old and new algorithm

Fig.3 shows the file save success rate changes with time. In
the old algorithm, there is only a resource in the network, when
the other nodes want to request it, the rate may be decrease
with time, but in the new algorithm there are three backups in



the network, so when other nodes request the resource the rate
has little change.

V. CONCLUSION

The simulation test confirms that the improved algorithm

has more effective than the old algorithm.
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Abstract—In this paper, a data acquisition scheme that is
reactive to network congestion is proposed for Internet of Things
(IoT). It adjusts data acquisition rates according to the congestion
level in a distributed manner, thereby alleviating and avoiding
congestion as much as possible. It also makes its best effort to
deliver information of high priorities in a timely manner and
ensure uninterrupted sensing. Our experiments demonstr ate that
the scheme offers a much higher delivery rate of the high-priority
data compared with the original scheme when the network
undergoes different levels of congestion.

Keywords—Internet of things, data acquisition; congestion
control; TCP.

l. INTRODUCTION

Internet of Things (1oT) is a global network infrastructure
links physical and virtual objects through the exploitation of
data capture and communication capabilities [1]. Many believe
it could transform our daily life, so since its inception IoT has
attracted attention from sundry communities all over the world.

0T has evolved from wireless sensor networks, and thus it
inherently can be deployed widely and flexibly. As a result, it
often experiences changes in network resources either because
of alterations in deployment or due to accidents in monitored
areas. On the other hand, unlike wireless sensor networks, 10T
is designed to be an integrated part of Future Internet [2], so
things in loT have to share or even compete for network
resources with other nodes during transmission. Both resource
alterations and competitions can lead to variations in the
available network resources along transmission paths, which
can easily trigger network congestion. Given that many loT
applications require continuous sensing or monitoring, network
congestion will affect their performance or prevent them from
working properly. In addition, large amounts of data acquired
during congestion often become useless when they cannot be
delivered in time. Consequently, the energy spent on acquiring
these data is also wasted, which is unacceptable under many
energy-constrained circumstances. These situations call for an
intelligent data acquisition scheme that can deal with network
congestion.

The requirement for the intelligent data acquisition scheme
is not only raised by the design of 10T but also driven by its
continuous development. First, with the improvement of the
sensor technology, sensors become more and more powerful
and their sensed information get increasingly diverse.
Secondly, the duplicate deployment of 10T in the same area for
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different purposes tends to happen owing to its growing
popularity. To avoid the waste of energy and resources, a
better deployment alternative is to reuse the same network
infrastructure and replace regular sensors with special ones that
are capable of sensing multiple kinds of information. Thus,
with the growth of 10T, the subnets consist of those special
sensors are likely to prevail. In both above situations, the
enhancement of sensors in 10T can rapidly boost the variety
and amount of data in the network. To alleviate the burden on
10T, we need an intelligent data acquisition scheme that can
constrain the account of various acquired data within the
transmission capability of 10T.

To meet these requirements, we propose a data acquisition
scheme that leverages congestion information to guide data
acquisition in loT. Because congestion detection has been well
studied in congestion control mechanisms [3], [7], our scheme
makes use of these existing mechanisms to extract congestion
information. Specifically, we have designed an algorithm to
observe the real-time running state of the TCP protocol. As a
reliable transport protocol, TCP has to be sensitive to network
congestion. Whenever TCP detects a change in network
conditions, it immediately transitions into the corresponding
state, such as timeout, retransmission, fast retransmission, and
fast recovery. Our scheme infers there is serious, mild, or no
congestion according to these running states and then utilizes
the information to adjust data acquisition accordingly.

Our data acquisition scheme works with the 10T subnets
that are composed of composite sensors. Composite Sensors
(or CS for short) are those special sensors that are capable of
sensing multiple kinds of information. Some kinds of sensed
information tend to generate high-rate data flows during the
continuous perception, while others may introduce flows of
moderate or low rates. This type of 10T configuration offers
more accurate and detailed surveillance than the one employs
only simple sensors. 10T applications may not need all kinds of
information to work correctly; rather, they offer best services
with all the gathered information and provide services with
lower qualities when some kinds of information become
unavailable. Our scheme prioritizes different kinds of sensed
data based on their importance to applications and their
consumption of network resources. More importantly, the
advanced CS node is equipped with sufficient computational
power to run TCP.

Our scheme also includes a Phased Exponential Backoff
Sleep (PEBS) algorithm that runs on every composite sensor in
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the network. When the sensors detect congestion, they will
stop acquiring information that has lower priorities under the
discovered congestion level. Accordingly when the network
condition clears up, they will resume the acquisition. The
algorithm ensures the sensing of lower-priority information
will always be turned off earlier and resumed later than the
sensing of higher-priority information, as it handlers classes of
different priorities in phases. In consequence, applications will
have a good chance to retain timely and uninterrupted delivery
of information that is critical to them even under congestion.
Moreover, given that PEBS is a distributed algorithm, it could
cause the sensors to react synchronously to the same
congestion. The synchronized actions may further lead to
repeated traffic oscillation [4]. To avoid the problem, PEBS

has incorporated the exponential backoff [5] mechanism into it.

Relying on the uncertainty of the randomly selected backoff
time, the sensors will respond after different lags. The lags also
help to make sure the congestion is not too short to respond. In
view of many sensors work in the energy- constrained
environment, when the hardware permits, PEBS actually
powers off or on the circuits that sensing the lower-priority
information instead of just pausing or restarting the sensing
when the time comes.

Most congestion control schemes for 10T or WSN [8, 9]
deal with congestion at the time of data transmission, while our
scheme adapts to congestion during data acquisition. Because
we take actions at an earlier stage, we can greatly reduce the
amount of data dropped actively by the congestion control
mechanism or passively by the data forwarding mechanism,
and thus save the energy spent on acquiring them.

Il.  SYSTEM DESIGN

We have designed a system to perform adaptive data
acquisition on composite sensors in 10T. The system can adjust
what information to acquire and how fast to acquire based on
congestion levels of the network. As Fig. 1 shows, the system
architecture includes three layers in accordance with the
middleware architecture of 10T [6]. We will introduce details
of each layer in the following subsections.

/;/Jqf’ Phu.s'f.'_d Expouculi.:il
ar Backoft Sleep algotithm
%a”onf- Congestion Check
Laye, aloor
algorithm
‘;ﬁi:fof Composite _S&cl.lgn's.
i Sensor Priorities

Fig. 1. System Architecture

A. Sensor layer

Fig. 1 reveals the sensor layer in our system mainly
includes composite sensors and priorities of the various sensed
information. Composite sensors can acquire a variety of
information. An example of such sensors is given in Fig. 2. In
the example, the composite sensor comprises four simple
sensors and one embedded gateway. The simple sensors
acquire various data: the video camera captures moving and
still pictures, the glass break detector monitors the window, the
magnetometer sensor scouts out the door, and the infrared
beam detector looks over any place it might be installed. The
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gateway controls sensors’ data acquisition and runs TCP to
transmit all the captured data on their behalves. Please note the
gateway connects to the simple sensors wirelessly, while it
connects 10T in a wired manner. This design avoids the
problem of unsatisfactory TCP performance on wireless links.

In order to adaptively adjust data acquisition based on the
network condition, we need to prioritize the information the
sensors can acquire. The priorities are determined based on
two factors: the importance of the sensed information to loT
applications, and their requirements for network resources to
transmit. For instance, the surveillance application has the
priority values 2, 3, 4, 5, and 6 assigned to the acquired HD
video, regular video, still images, infrared beam readings, and
magnetometer values correspondingly. Larger priority values
represent higher priorities. Here the highest priority HP=6 and
the lowest priority LP=2.

This layer also supports powering on and off individual
components of composite sensors for adaptive sensing and
energy conservation purposes.

/" Composite Sensor

Video Monitor
and Image Capture

Glass Break
Detector

—
mj

Magnetometer
Sensor

=

Infrared Beam
Detector ./

Gateway

\\..

Fig. 2. An Example of the Composite Sensor (CS)

B. Network layer

The network layer of our system extracts the real-time
running states of the TCP protocol, analyzes these states to
infer how congested the 10T subnets are, and then inform the
upper layer the congestion levels of the subnets. As disclosed
in Fig. 1, we have designed Congestion Check (CC) algorithm
in the network layer. The CC algorithm runs in the kernel
space of the operating system to get access to the TCP protocol
stack.

The pseudo code of the CC algorithm is given in Algorithm
1 below. It first calls a function named check_tcp_state () to
get the current running state of the TCP protocol and saves the
return value to the variable tcp_state. Then, according to the
value of this variable it infers the latest congestion level of the
network as perceived by TCP. If TCP is in the state of
overtime retransmission, it will consider the network is heavily
congested. If instead TCP is in the state of fast retransmission,
it will think there is only mild congestion. When
acknowledgements arrive within the expected time frame, they
are counted as normal acknowledgements. Whenever a normal
acknowledgement is received, the counter na_count is
incremented. When the counter is larger than 3, the algorithm
will reckon the network does not have congestion right now.



The counter is reset to zero each time after the algorithm has
inferred a congestion state to prepare for its next use.

1 while true do

2 tep_state=check_tep_state();

3 if rep_state==TIME_OUT then

4 con_state=CON_HEAVY:

5 na_count=0;

6 end

7 else if rcp_stare==FAST_RETRANSMIT then

8 con_state=CON_LIGHT:

9 na_count=0;

end

else if rcp_state==NORMAL_ACK then

na_count=na_count+1;

if na_count> 3 then
con_state=NET _WELL;
na_count=0;

end

10
11
12
13
14

15

end

end

Algorithm 1: Congestion Check (CC) Algorithm

C. Aplication layer

In this layer, we have designed Phased Exponential
Backoff Sleep (PEBS) algorithm as indicated in Fig. 1. PEBS
makes its best effort to ensure the critical data will be delivered
timely and uninterruptedly, since it stops sensing the low-
priority data partially or completely when the network is
congested. Based on the network congestion states and the
information priorities, it gradually turns off and later turns on
the sensing of different kinds of information. PEBS is also
energy conservative because when it switches the data sensing
off and on it actually hibernates and wakes up the simple
sensors that perform the sensing in the composite sensor.

Further, PEBS also avoids the synchronized reaction of
composite sensors by performing the exponential backoff. The
previous studies on the congestion control of TCP [4] suggest
that “users’ control actions are highly synchronized by the
network congestion signaling and that providing users with
only a binary network state can lead to repeated traffic
oscillation.” Given that PEBS is a distributed algorithm and its
adaptive data acquisition is also guided by the congestion
signaling, it may also bring about traffic oscillation if it takes
no measure. The existing measures taken by TCP cannot be
adopted by PEBS. Because Tail Drop blindly discards the data
near the end of the queue and RED drops the incoming data
based on statistical probabilities, neither of them can avoid the
loss of the critical data. Therefore, PEBS has borrowed the
binary exponential backoff mechanism in the CSMA/CA
protocol to solve this problem. In the end, PEBS has not only
prevented the problem using the backoff mechanism but also
ensured the phased reaction using the backoff time period.

The pseudo code of the PEBS algorithm is shown in the
following Algorithm 2. It first calls the function get_cc_state()
to obtain the current congestion state, con_state, inferred by
the CC algorithm. The function also addresses the issues of
process synchronization and kernel/user space communication.
Then, PEBS determines whether or not to hibernate the simple
sensors based on the value of con state. There are three
possible values: CON_HEAVY indicates the network
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congestion is severe, CON_LIGHT means the congestion is
mild, and NET_WELL suggests there is no congestion
discovered. In the first case, PEBS calls the function
hibernate_abc_sensors() to power off all but the critical
sensors in order to react promptly to the terrible network
condition. In the second case, PEBS performs the phased
exponential backoff. First, it exponentially backs off to avoid
the synchronized reaction and the backoff time is sleep_time =
random (0, 2°P"°"™). After the backoff, it calls get_cc_state()
again to obtain the current congestion state. If the state is still
CON_LIGHT, it powers off the simple sensor that has the
priority value s _priority. Next, it continues to back off and the
backoff time is 2-"""% _ deep time. The second backoff
makes sure higher-priority sensors will not take precedence
over lower-priority sensors in hibernation. In the third case,
because the state value NET_WELL is returned by the CC
algorithm after the delay of receiving three normal
acknowledgements, there is no need to back off further. PEBS
directly calls the wakeup_sensor() function to wake up the
simple sensor with the priority value s_priority -1.

1 while true do

2 con_state=get_cc_state():

3 switch con_state do

4 case CON _HEAVY

5 | sleep_all_sensors();

6 endsw

7 case CON_LIGHT

8 sleep_time=random((,2s—rricrityy.
9 sleep(sleep_time):

10 con_state=gel_cc_state();

11 if con_state==CON_LIGHT

12 then

13 sleep_sensor(s_priority):

14 sleep(2* priovity _ gleep time);
15 s_priority=min{{s_priority+1).HP}):
16 end

17 endsw

18 otherwise /«NET_WELL=/

19 s_priority=max((s_priority-1),LP):
20 wake_up_sensor(s_priority);

21 endsw

22 endsw

23 end

Algorithm 2: Phased Exponential Backoff Sleep (PEBS) Algorithm

I1l.  PERFORMANCE EVALUATION

In this section we evaluate our data acquisition system using
OPNET, one of the most popular software adopted by both
academia and industry for network modeling and simulation.
Fig. 3 illustrates the network topology used in our experiments.
Each CS node denotes a composite sensor. There are ten such
sensors connected to a remote server via switches. There are
also two PCs transmitting non-loT traffics in the network. The
IoT application on the sensors can sense five kinds of
information: HD video, regular video, still images, infrared
beam readings, and magnetometer values, and their
corresponding priorities are 2, 3, 4, 5, and 6. The five kinds of
information are sent using two TCP connections and three
UDP flows depending on the requirements for the transmission
reliability.
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Fig. 3. Experimental Network Topology

We make use of three testing scenarios in the experiments.
In the No Congestion scenario, the 10T application has enough
network resources to consume. In the Under Congestion
scenario, congestion happens 50 seconds after the experiment
starts when the two PCs start a video conference with the
remote server. In both above scenarios, the loT application
acquires all kinds of information without constraint. In the
third Our Scheme scenario, the proposed scheme controls the
data acquisition of the loT application, and congestion happens
as in the Under Congestion scenario.

Fig 4. shows the cumulative high-priority 10T data received
by the remote server over time. The data is transported via
TCP connections for high relaiblity. The slope of the black
dotted line shows when there is no congestion the server
receives the data at a constant rate. The red dashed line, on the
other hand, exhibites when congestion happens the increase of
the cumulative data becomes very slow, suggestion the loT
application may have stopped working given there is almost no
more supply of the high-priority data. The solid blue line
illumnates the performance of our scheme under congestion.
After detecting congestion and backing off initially, the schem
helps the 10T application regain the fast delivery of the high-
priority data since 180s.

10"

== No Congestion

7 Qur Schame
~ = = Under Congestion

Cumulative Data(KB)

Time{sec)

Fig. 4. Cumulative high-priority data received by the server

During 200-380s, the scheme wakes up more simple
sensors when it detects more network resources might be
available, until it awakes too many of them and brings about a
new congesion. This congesion forces the scheme to hibernate
some sensors at 400s, which slows down the data acquistion
for a while. This pattern of fluctuatations then rolls on in
cycles until the end of the experiment.
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Fig. 5. Cumulative low-priority data received by the server

Fig 5. shows the amount of low-priority 10T data received
cumulatively by the server over time. The data is sent via UDP
flows since the application can tolerate certain loss. When we
compare the slopes of the dotted black line and the dashed red
line, we notice the rate of delivery considerablely decreases
when the network is congested. The blue solid line indicates
our scheme discovers the congestion at 140s. Because it puts
the sensors that acquiring the low-priority data to sleep, the
slope of the solid line flattens out quickly. The deprived
network resources are left to the high-priority data to make
sure their normal delivery.

IV. CONCLUSION

In this paper, we have designed and implemented a data
acquisition scheme for 10T that is not only reactive to network
congestion but also energy conservative. Our experiments
show the scheme has the capability to deliver the high-priority
data in a much faster fashion than the previous scheme. We
believe this type of data acquistion is essential to the
development of loT and its advantages will become more
prominent over time.
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Abstract- The number of people surviving in older age is
more. Thisis mainly due to the developments that have taken
place in the field of medicine. Theseold people are prone to
many age related diseases. There are numerous neuro
degenerative brain related diseases. Dementia is one among
them. The people affected by Dementia will have lapse of
memory. Alzheimer's disease is one of the types of dementia.
Diagnosis of the disease is a time consuming task. To reduce
the time needed for diagnosis the medical practitioners use
system based approach. To help the practitioners researchers
have developed various tools and techniques.

In this paper the authors focus on classifications of subjects
asdiseased or not. Before doing classification the data hasto be
preprocessed. Preprocessing of data is done by applying
techniques such as preparation of data, selection of attributes,
balancing data, modd evaluation and feature selection etc.The
authors have collected the data of 466 subjects. The
preprocessing techniques are applied on the data set. The
subjects are classified using Naive bayes and J48. The accuracy
of the classifications are compared and Naive bayes is found
better.

Keywords-Neuro psychological tests, SMOTE, Wrapping
method,Naive bayes, J48.

I. INTRODUCTION

All over the world there are 44million people suffering
from dementia [1].Dementia means loss of memory. This
Disease is classified into various types and some of them are
Alzheimer's disease, Parkinson’s disease, Front temporal
lobar degeneration, vascular dementia etc., [2]. Most of the
demented patients are grouped under Alzheimer's disease.
There are around 38million people suffering from
Alzheimer’s disease.According to the special report done by
Alzheimer’s association done in2013, in 2013, an estimated
5.2 million Americans of all ageshave Alzheimer’s disease.
This includes anestimated 5 million people of age 65 and
olderand approximately 200,000 individuals under age65
who have younger-onset Alzheimer’s. One in nine people
age 65 and older (11 percent)has Alzheimer’s disease. About
one-third of people age 85 and older(32 percent) have
Alzheimer’s disease. Of those with Alzheimer’s disease, an
estimated4 percent are under age 65, 13 percent are 65 to
74,44 percent are 75 to 84, and 38 percent are 85or older [3].
These facts indicate the need of early diagnosis. There are
various risk factors that contribute to the development of the
disease. They are Age, Genetics, Smoking, alcohol Intake,
Cholesterol, Down Syndrome etc. [4]. The symptoms of the
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Alzheimer’s diseases are poor decision making, poor
judgment, misplacing things, impairment of movements,
problem with verbal communication, abnormal moods,
complete loss of memory. The diagnosis of AD is done at
three different stages namely consulting the General
Physician, Undergoing neuro psychological tests and taking
MRI scans.Alzheimer’s disease and otherdementias are
caused by damage to neurons that cannotbe reversed with
current treatments [4]. Diagnosis of the disease at the early
stage will help the patients to have quality life for the rest of
their life. The authors have focused on diagnosis of the
disease for neuro psychological test. For diagnosis of the
disease machine learning approach is used. In this paper
authors focus on various preprocessing techniques that have
to be applied to the dataset.The classification techniques
Naive bayes and J48 are applied on the dataset and the
results are compared.

Il. LITERATURE SURVEY

There are various neuro psychological tests like MMSE,
BDIMC, COG, BOMC, MOCA, AD8 and GP CoG etc.
Each of these tests has its own advantage and disadvantage
and moreover, the tests are meant for a community of people.
Of the all MMSE is very popular. But even that has a
disadvantage. The disadvantage of MMSE s it is insensitive
to early changes of dementia. This indicates the need of a
screening test which may be used to the subjects irrespective
of gender, religion, culture and education. To overcome this
problem 10/66 research group founded by Alzheimer’
Association has studied the subjects of various age groups in
different developing countries. Theses researchers have
designed a battery and they have set normative scores. The
paper focuses on diagnosis of AD using 10/66 battery by
knowledge discovery from data [5]. This 10/66 battery is
preferred compared to the most popular MMSE battery as it
is applicable to anyone irrespective of gender, religion,
culture and education [6].

The knowledge Discovery process is a procedure that
comprises of Data Cleaning, Data integration, Data selection,
Data Transformation, Data mining, Pattern evaluation,
Knowledge presentations [7].Data mining finds its
application in the field of biomedical engineering.
Researchers have used data mining for the diagnosis of
various diseases.

Abhishek Taneja in his paper has discussed about using
data mining for the prediction of heart disease
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[8].Tarigoppula V.S sriram etal has used classification
algorithms to detect Parkinson’s disease [9].

Breetha S and Kavinila R have discussed about using
hierarchical clustering in the diagnosis of cancer and
classification of cancer [10].Rashedur M. Rahman and
FarhanaAfroz have tested the various classification
techniques using various tools likeWEKA, Mat lab, Tanagra
for the data sets of diabetes patients [11].

Various techniques are used for discovering the

knowledge namely, Association, Sequential pattern,
Classification,  Decision  trees,  Neural  networks,
Visualization, Clustering, Collaborative filtering, Data

transformation and cleaning, Deviation and fraud detection,
Estimation and forecasting, Bayesian and dependency
networks, OLAP anddimensional analysis, Statistical
analysis, Text analysis, Web mining etc.

Jyothi Sony has used supervised machine learningnamely
Naive Bayes, K-NN, Decision List algorithm to analyze the
datasets of heart disease patients [12].

Tina R. Patil and Mrs. S. S. Sherekar in their paper have
done the performance analysis of Naive Bayes and J48
Classification Algorithm for Data Classification [13].

Jehad Ali et.al in their paper compared the classification
results of Random Forest and the J48 for classifying twenty
versatile datasets. They concluded that random forest gave
better results for same number of attributes with large
datasets while J48 is handy and it suits only for those with
small datasets [14].

Plamena Andreeva and group have tested theparameters
of data sets of three different diseases namelybreast cancer,
Diabetes Pima and IRIS and published ascholarly article in
Google scholar. They have analyzed thedata using various
types of classification by using differenttools namely See5,
Wiz Why and WEKA. From the results theauthors suggest
that WEKA is better in terms of usage, consistency etc. The
authors also say that, of the all, WEKApredicts the majority
of the data [15].

In this paper the authors focus on application of various
pre-processing techniques on the data set. The authors have
applied classification techniques and compared the result.
WEKA tool is used for implementation.

I11. PROBLEM DEFINITION

Data set consist of 466records of subjects aging from 50
to 80 years. Real world data can be incomplete, noisy or it
may be lacking in terms of attributes of interest.

The main objectives are:

e To apply the various preprocessing techniques.

e Choosing the appropriate technique.

e Applying classification techniques naive bayes and J48
e Comparing the results of naive bayes and J48

IV. ARCHITECTURE

Data preprocessing is a very important step in knowledge
discovery process, as decisions are based on the quality of
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data. Detection of data anomalies, rectifying the errors and
reducing the data to be analyzed will lead to huge pay offs
for decision making [16].

Preparing the data

g

Attribute selection

g

Fig. 1. Flow diagram of various preprocessing techniques.

a) Preparing the data:

The data is often present in the form of spread
sheet.HoweverWEKA native data storage format iSARFF.
The data will be converted from spread sheet to CSV format.
Having done this the CSV file is converted to ARFF file.
Thus the data has to be converted from spread sheet format
to ARFF format[17].

b) Attribute selection:

All the attributes that are present in the file may not be
useful. Hence the attributes which are not required are
removed using “remove” command [18].

¢) Imbalance reduction

The data set consists of positive and negative instances.
One of these may be less in number compared to other.This
imbalance may lead to under performance of classification
methods and experience over fitting.This problem can be
overcome by resampling the dataset by applying the
Synthetic Minority Oversampling Technique (SMOTE).

¢) Randomization

After the application of SMOTE, the number of negative
instance will accumulate at the end of the ARFF file.If 10
fold cross validation is applied, to this data set, the data set
will be divided into 10 folds. In that case the last fold will
have only negative instances. To overcome this problem,
unsupervised filter namely ‘randomize” is applied. After
application of this technique the data set will have same
number of records but they will be randomly distributed
throughout the ARFF data file.

d) Evaluating the accuracy of the classifier

To obtain a reliable estimate of classifieraccuracy, hold
out, random sub sampling, cross validation and boot strap are
commonly used techniques. In hold out method the given
data are randomly partitioned into two independent sets, Test
set and training set. Typically training set will have more
instances than test set.

€) Model Evaluation
The data set can be evaluated from,



1. Training set: In this case, the result of each model
can be saved and can be visualized.
2. Cross validation: In case of 10 fold cross validation,
WEKA develops 10 models, when it displays the
result, it uses the average performance of those 10
models. It deletes theremaining models.
From the observations the authors conclude that the
model saved with cross validation and with the training set
are same.

f) Feature selection

Feature selection is the process of selecting a subset of
relevant features for use in model construction.Basically
there are two methods,

i.  Wrapper method: wrapper method will create all
possible subsets from the data set. Then the
classification algorithm is used to induce classifiers
from the feature in each subset. To find a subset,
evaluator will use one of search techniques such as
random search, first search, depth search etc.,

ii.  Filter method: Filter method uses an evaluator and
a ranker to rank all features in a particular dataset. It
arranges the attributes according to the rank. By
omitting the feature with lowest ranking one at a time,
the dominant features can be identified. In this paper
authors use wrapper method to select the features of
interest.

V. RESULTS AND DISCUSSIONS

The figures below show the results after applying various
preprocessing techniques.

Fig. 2. The CSV file loaded to WEKA

The CSV file is loaded into WEKA. As it can be seen
there are 466 instances and 51 attributes.
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Fig. 3. Attribute selection

The unwanted attributes are selected and removed and
the numbers of attributes are reduced to 18.

To reduce the imbalance SMOTE filter is applied. Fig 4
depicts the result after the application of SMOTE.
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Fig. 4. Imbalance reduction

After applying SMOTE the numbers of positive instances
areincreased from 18 to 54, which are accumulated at the end
of ARFF file.Fig 5 shows the ARFF file having large number
of positive instances accumulated at the end of the file.
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Fig. 5. ARFF file having large number of positive instances.

Fig 6 is the visualization of ARFF data file after
randomization.



Classification Classification | Precession | Recall Time
Accuracy taken to
build the
model
Naive Bayes 100% 1 1 0.02s
JA8 96.5665% 0.998 0.967 0.05s

3,37, "N0T DERENTED
4,38, "NOT DERENTED
ERENTED

5,36, "NDT DERENTED
4,37, 'NOT DERENTED
. "MOT DERENTED
0406541, 11 640873, 2

Fia Edt Sewch Vew Encodng Language Settegs Macrs Run Plagns Window 7

3,3,3.711360,0. 642686,0. 063037, L 262171, 5. 333701, 2,25, 602637, DINENTID

ATSZZL,Z.I0TZE, 0. E4Z61Z,0,0. 457604, 3. 97646, I, 21 77120, DENINTED

Merss lerth: : 2877 b < 24 bn:i eal:

Fig. 6. Randomization result
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Wrapper feature selection method, in this method a filter
called “best find” is used to select the attribute of interest.

RE =

Fig. 7. Selection of attributes which are of less interest.

[T

Fig 7 shows the classifier output which is showing the
feature of interest. After selecting the feature, the attributes

or features which are of less interest are removed.
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g

Fig 8: Accuracy is monitored after removing the attributes

which are of less interest.

Fig 8 depicts the classifier output with greater accuracy

after removing the feature of less interest.

The classification techniques, Naive bayes and J48 are
applied on the data set. The parameters like Classification

Accuracy, Precession, recall and time taken to build the

model are considered. The summary of the data sets are

shown in Table 1.

Table 1: Summary of data sets

The confusion matrices of Naive bayes and J48 are shown

below

=== Confusion Matrix J48===
a b <--classified as

a b
433 15
1 17

a=NOT DEMENTED
b = DEMENTED

=== Confusion Matrix Naive bayes===
a b <--classified as

a b
488 0
0 18

a=NOT DEMENTED
b = DEMENTED

V1. CONCLUSION AND FEATURE WORK

As the real word data tends to be incomplete, noisy and
inconsistent, the data has to be preprocessed. Various
preprocessing methods have been discussed. In preparation
of data the missing values can be filled and noisy data can be
smoothened. As the dataset is of primarytype there is no



missing of data. The number of attributes is reduced from 51
to 18. The number of instances ishalanced using SMOTE
filter. The data which is stored in ARFF format is randomized
by using randomize filter. In order to obtain a reliable
estimate of classifier accuracy, hold out technique is used.
Wrapper feature selection technique is used to select the
appropriate feature. By removing the features of less interest
accuracy can be improved. The classification techniques are
applied and the results are compared. Naive Bayes
performed better than J48.

Future work includes designing an embedded system to
facilitate the diagnosis.
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Abstract—Due to the multipath transport control
protocol(MPTCP) flow can not utilize network resources
sufficiently over the unshared bottleneck link, this paper
proposes a congestion control algorithm based on the subflow
correlation matrix (established by packet loss and RTT
information) which is used to detect the status of bottleneck link
among subflows by correlation coefficient. Then it performs
different congestion control strategies over shared and unshared
bottleneck links by adopting fairness definition based on
bottleneck link. The results show that the proposed subflow
correlation matrix can be used to detect shared bottleneck
subflows more accurately and improve overall throughput of
MPTCP connection.

Keywords—multiple  path;
correlationmatrix; throughput

congestion  control;  subflow

I. INTRODUCTION

Multipath transport control protocol (MPTCP) is one of the
most potential Multipath transmission Protocols established by
IETF organization MPTCP WG (multipath transport control
protocol workgroup)which is responsible for the related
standards of MPTCP [1]. MPTCP allows a single data stream
to be split across multiple paths, so it can increase network
throughput effectively, improve network reliability and
enhance the robustness of the network. However, how to
control congestion availably when transmit data is increasingly
becoming an important issue.

There is fairness[2] problem in MPTCP connection
network with traditional TCP [3] congestion control algorithm,
while the existing MPTCP congestion control strategy failed to
achieve an effective balance between fairness and improving
through put [4], which results in MPTCP connection failed to
make full use of network resources of the unshared bottleneck
link. This article puts forward a MPTCP congestion control
algorithm based on the correlation matrix of the subflows
(MPTCP Congestion Control Based on Subflow Correlation
Matrix, BSCM) through studying the difference of fairness
between traditional TCP flows and the MPTCP connections in
the shared bottleneck link and unshared bottleneck link.

II. RELATED WORK

At the beginning of the multipath TCP setting up, the
reference[5] proposed the Uncoupled TCP algorithm which
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runs regular TCP congestion control algorithm independently
on each subflow. It increases or reduces congestion window on
the basis of each flow transmission performance
correspondingly. But there is a serious problem that MPTCP
connection occupies too much bandwidth with the algorithm to
traditional TCP flow in shared bottleneck link which fails to
achieve the aim of fairness with other regular TCP flows[6].

In order to solve fairness and congestion equilibrium
problems caused by Uncoupled TCP algorithm, the reference
[7] proposed the Coupled MPTCP congestion control
algorithm by coupling congestion window. The biggest
difference between this algorithm and Uncoupled TCP
algorithm is that the window of each subflow changes is
determined by the total congestion window size. Thus the
algorithm can effectively achieve balance congestion,
maximize the use of existing network resources [8]. But there
is also serious “jitter” so that pose a threat to the stability of the
network[9].

For the jitter problem of Coupled MPTCP algorithm,
RFC6356 proposed a congestion control algorithm which
called “Link increases algorithm” (LIA) [8]. The algorithm
ensures that the throughput of network in multipath
environment can reach the value when it runs regular TCP with
the best single-path. Meanwhile it takes fairness into account
among users [9]. However, the algorithm adopts fairness
definition based on network, so that the throughput of
multipath flow is equal to the best subflow of the multipath
with regular TCP no matter the multipath subflows share the
same bottleneck link or not. So it cannot reflect the advantages
of multipath flow and meet the throughput increase target[ 10,
11].

III. MPTCP BSCM CONGESTION CONTROL ALGORITHM

As proposed in this article, BSCM congestion control
algorithm is based on subflow correlation matrix by
establishing the correlation matrix between subflows and then
judging the status of correlation to determine whether the
subflows pass through the same shared bottleneck link. The
BSCM algorithm runs appropriate congestion algorithm based
on correlation matrix to improve the network through put under
ensuring the fairness of network. This section will elaborate the
correlation matrix and congestion control algorithm design.

Changchun, CHINA



A.  Subflow Correlation Matrix

Each subflow has its own congestion window in the
multipath transport streams, the data transmission between the
subflows are mutually independent. When subflow i of a
MPTCP connection occurs packet loss, while another subflow
jalso occurs packet loss before 1 / 2RTT and after 1 / 2RTT,
the subflow i is considered ithas certain correlation with
subflow j. In another word, the two subflows may share the
same bottleneck link [12]. We can establish a correlation
matrix between the subflow i and j with parameter @(si, sj)
indicated the degree of correlation between subflow i and j.¢ is
initialized with 0, which indicates subflows are not sharing the
same bottleneck link with each other. Assumed there are
4subflows, the initial subflow correlation matrix can be
expressed as shown in Table 1.

TABLE 1. INITIALVALUEOF ¢(si, sj) WHEN MPTCP
CONNECTION SET UP

Subflow 0 1 2 3

0 * 0 0 0

1 0 * 0 0

2 0 0 * 0

3 0 0 0 *

When subflow 1 occurs packet loss, mark congestion flag
on subflow 1. Detect whether other subflows occurs congestion
simultaneously (observation time before 1 / 2RTT and after 1 /
2RTT when packet loss on subflow 1, observe whether there is
packet loss or latency time growing too largely). The flag of
packet loss: receive 3 duplicated ACKs or retransmission
timeout; the flag of delay growing: smoothed RTT is larger
than threshold RTT.

The method of calculating of smooth delay as equation 1:
Rs,r(i) = (1 - 9) * Rs,r(i - 1) +0 = Rr(l)(l)
where, 6 = 1/8,Rr(i) is the latest sampling value of RTT.

Threshold RTT is calculated by the max and min RTT
recorded in recent interval of congestion. We can calculate as
equation 2:

Rth,r(k +1) = Rmax,r(k) — 0 (Rmax,r(k) - Rmin,r(k))(z)

where,0 < § < 1, and we also find the algorithm can achieve
the best performance when 6 = 0.3.

If detect there is congestion flag on subflow2, then modify
®(s1,s2) with 0.5. We can consider the degree of correlation
between subflow 1 and 2 is 50%. In this case the possibility of
subflow 1 and 2 sharing the same bottleneck reaches to 50%.
Update Table 1 accordingly. At the moment, we cannot think
subflow 1 and 2 share the same bottleneck link, we need
further observation.

If there is packet loss again on subflow 1, trigger to check
the congestion flag on subflow 2. If the congestion flag is true
of subflow 2, we will update @(s1,s2) with 0.8. When
®(s1,s2)>=0.8, we can think the possibility of sharing the

same bottleneck link between subflow i and j is more than 80%.

So we can think they share the same bottleneck link.
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If there is packet loss again on subflow 1, however, there is
no congestion on subflow 2 among observation time, if
@(s1,s2) >0,reset @(s1,s2) =0, then we no longer think
subflow 1 and 2 share the same bottleneck link.

B.  BSCM Algorithm Design

As mentioned in the previous section of the subflow
correlation matrix that can be quantitatively analyzed to obtain
the correlation of two subflows. When the subflow correlation
coefficient @(s1,s2)=0.8, then it is considered subflow 1 and
2 sharing the same bottleneck link. Based on this result, in this
paper, for the different subflows we have designed different
congestion control strategy. In order to ensure the network
resources can be utilized fully at the unshared bottleneck link
to maximize the throughput of MPTCP flow, this algorithm
requires subflow to run traditional TCP congestion control
algorithm on the unshared bottleneck link. However, in order to
ensure the fairness between MPTCP subflow and single TCP
flow in the shared bottleneck link, in other words, MPTCP
connection cannot get more network resource than the best path
with traditional TCP. And the algorithm requires the subflow r
to run congestion control algorithm as below.

e FEach ACK on subflow r, increase the congestion

1 .aT
window w;. : /mel.

For each loss on subflow r, decrease congestion
windoww,.: w,./2.

In the slow start phase, each new ACK, increase
window w: 6,..

where, rule @ and @ are limited to use in congestion
avoidance phase;@ is adopted in the slow start phase on
shared bottleneck links. It will run the same strategy as
traditional TCP in other phase. w, denotes the congestion
window size of subflow r. w;,;,; denotes the total congestion
window size of subflow r and other subflows shared the
bottleneck link with subflow r. 6, denotes the increment value
of congestion window size when subflow r receives a new
ACK in RTT in the slow start phase.

A. BSCM Algorithm Analysis

In order to make full use of network resource, we need to
assign weight for each subflow dynamically according to the
congestion status of each subflow; the optimal path has greater
weight is allocated more traffic. Define the weight of each
subflow d;, 0<d;<1, X7Td; = 1.Thus the subflow can obtain
throughput T; as equation 3:

T; = d;i * Teotam < di * Trep

€)

Set the increment of each subflow congestion window
based on its weight of each subflow. The weight is calculated
by the ratio of difference between the max congestion window
and current congestion window as shown in equation 4.

ditdy:idyridy = Wiger — W)t Winaao —
WZ): et (Wmaxr - Wr): et (Wmaxn - Wn) (4)
We can get the value of weight d,. as equation 5.

d, =

Wmaxr—Wr (5)

n ,
2T Wmaxi—Wtotal



Next, we analyze the fairness between traditional TCP
stream and MPTCP subflow from the perspective of
throughput model proposed in reference [8]:

1) Subflow r passes through unshared bottleneck link

It will perform as traditional TCP stream when it transmit
data with other application in network. The throughput model
as equation 6:

N

2p 3p. 2
R 3a+t(3 8‘Z)p(1+32p)

where R denotes RTT, t denotes retransmission time, s denotes
packet size, p denotes rate of packet loss, a denotes increasing
factor of congestion window.

T= (6)

is 1 at the moment, subflow r can obtain

N
R\[?+t(3\@)p(1+32p2).
The regﬂar TCP stream can obtain throughputTycp =
So, subflow r and regular TCP stream
R\E+t(3\g)p(1+32p2)
can keep fairness in the unshared bottleneck link. Meanwhile,

MPTCP can make full use of network resource to improve its
own throughput.

Since «a,
throughput T =

2) Subflow m and another subflow r are sharing the same
bottleneck link

In order to ensure fairness between MPTCP subflow and
regular TCP flow we need to keep the total throughput of the
subflow m and r not greater than the best path with regular
TCP as shown in equation 7.

XTFT, < max Trcp (7)

So,

Yl = < max >
R\[g+t(3 P)p(1+32p2) R\[?+t(3\[%)p(1+32p2)
)

We get max throughput:

yml 2 = max >
R\[g+t(3 P)p(1+32p2) R 23—p+t(3\[%>p(1+32p2)
)

Combine equation 3 with 4, we can get:
a,=d,*  (10)

( nWmaxr—Wr ) 2

Thus, we need keepa, = to ensure

. 1 Wmaxi—Wtotal
the fairness among data streams and make full use of network

resource of shared bottleneck link. Meanwhile, we need keep
6, = d, to ensure friendless between MPTCP subflow r and
regular TCP flow.

IV. SIMULATION

In this paper, we verify BSCM algorithm with NS3
platform to check whether it can detect accurately subflows
share the same bottleneck link or not in shared bottleneck link
and unshared bottleneck link scenarios as shown if Fig.1 and
Fig.3.And to verify whether MPTCP flow can keep friendly

with regular TCP and improve the overall throughput at the
same time.
A.  Simulate on Unshared Bottleneck Link

The unshared bottleneck link simulation scenario is shown
in Fig.1. Where sl and s3 is regular TCP stream, s2 is MPTCP
connection contains subflow sfl and sf2. The RTT of all the
flows are 60ms.

\‘/751

TCP SMbps
\
/, SF1 5 U

52 SMbps

/' TCP Shbps
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Fig. 1.
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Unshared bottleneck link simulation topology

In this scenario, the subflow sfl and sf2 don’t share the
same bottleneck link. If throughput of sfl is almost equal to
regular TCP stream s1, which means the MPTCP subflow can
keep fairness with regular TCP at bottleneck link R11-R12 and
BSCM can improve utilization of network resource. The result
of simulation with BSCM is shown in Fig.2.
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Fig. 2. Simulation result of unshared bottleneck link scenario

The throughput of MPTCP connection with LIA and
BSCM as shown in Fig.2 (a), we can get from the simulation



result: the total throughput of MPTCP connection is 2.7Mbps
with BSCM at unshared bottleneck link scenario and 1.5Mbps
with LIA, soTggepy > Tpja- That because BSCM is based on
bottleneck link fairness definition. The subflows of MPTCP
connection don’t share same bottleneck link and it will allocate
more data than subflow with LIA. So MPTCP connection with
BSCM can improve utilization of network resource.

We can get from the simulation result Fig.2 (b), subflow sfl
with BSCM can obtain the throughput almost equal to regular
TCP stream, (Tspq)psem = Trep = 1.5 Mbps .That meets
MPTCP goal about keeping fair with regular TCP. Hence,
BSCM can detect accurately whether the subflow share
bottleneck with other subflows and improve the throughput
under ensure fairness.

B. Simulate on Shared Bottleneck Link
The shared bottleneck link simulation scenario is shown in

Fig.3. Where sl and s3 is regular TCP stream, s2 is MPTCP
connection contains subflow sfl, sf2 and sf3. The RTT of all
the flows are 60ms and the bandwidth as shown in Fig.3.

s1
S5Mbps

tepl,

. 10Mbps -
\il/ -

tepl

— 5Mbps_f1-

g

10Mbps

Fig. 3. Shared bottleneck link simulation topology

In this scenario, the subflow sfl doesn’t share the same
bottleneck link with other subflows and subflow sf2 and sf3
share the same bottleneck link. If throughput of sfl is almost
equal to regular TCP stream sl and the total of throughput of
subflow sf2 and sf3 is almost equal to s3, which means the
MPTCP connection with BSCM can not only keep fairness
with regular TCP at bottleneck link R11-R12 and R21-R22 but
also improve utilization of network resource. The result of
simulation with BSCM is shown in Fig.4.
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Fig. 4. Simulation result of shared bottleneck link scenarios

The throughput of MPTCP connection with LIA, BSCM
and Uncoupled as shown in Fig.4 (a), we can get from the
simulation result: the total throughput of MPTCP connection is
3.0 Mbps with BSCM at unshared bottleneck link scenario, 2.0
Mbps with LIA and 4.0 Mbps with Uncoupled, soTypcoupiea >
Tgsem > Tija- BSCM can detect the subflow sfl doesn’t share
the same bottleneck link with other subflows and run
congestion control algorithm as regular TCP to utilize the
network resource.

We can get from the simulation result Fig.4 (b), the total
throughput of subflow sf2 and sf3 with BSCM is almost equal
to regular TCP stream s2,(Tgry + Tspz)psem = Trep- That
meets MPTCP goal also in this scenario.

V. CONCLUSION

In this paper, we proposed BSCM congestion control
algorithm from fairness perspective based on bottleneck
link.Simulation results prove that the algorithm can make better
use of network resources and achieve to balance congestion
than traditional MPTCP congestion control algorithm. Due to
limitations, we just tested the algorithmwith relative simple
scenarios. Next step we will build a more complex network
environment to test the performance of the algorithm for
further research and analysis.
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Abstract—Satellite constellations with more and more
powerful functions are now in busy construction, which makesits
status higher and higher in aerospace filed. GEO+IGSO+MEOQO
constellation can provide regional and global navigation.
Different demands of various infor mation transmission via I nter-
satellite links (1SL) are analyzed based on resear ch hotspots.
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l. INTRODUCTION

Nowadays with aerospace field’s making big progress, the
capability of a sm?le satellite and satellite platform are
increasingly strong ™. Meanwhile, the connect of each satellite
is getting more and more close, which means one single
satellite cannot satisfy diverse aerospace mission. Multi-
satellites’ working together is the main trend of satellite applled
technology developing . When several satellites stay in a
certain fixed time-space relatlonshlp and a stable geometric
construction, we call it satellite constellation . Satellite
constellation can not only expand the cover area but also
improve constellation functions, substantially enhance

information acquisition quality, and make the task modeI more
. Before

flexible through satellite association and cooperation

talking about the constellations, we must know the concept of
GEO. MEO and IGSOP!,

GEO, Geosynchronous Earth Orbit, is an orbit of 36000km.
Satellites in this orbit have the same period of the earth.

MEO, Medium Earth Orbit, is an satellite orbit between
2000km and 36000km. Satellites of GPS and GLONASS are in
this height.

IGSO, Inclined Geosynchronous Satellite Orbit, is an orbit
in the height of 36000km. It’s a kind of synchronous orbit.

With satellite constellation’s rapidly developing, the
development of satellite constellation has stepped into a new
age ! In the meantime, this association can also make the
functlons of constellation more and more powerful ™. The
structure of satellite constellation is a description of satellltes
space distribution, orbit types, and the association. The types of
constellation structure in a certain extent will influence link
status and routing calculation

The history of satellite constellation covers single satellite
age, several satellites age, and constellation age™™, which can
be illustrated in Fig.1.

Fig. 1. The Development of Satellite Constellation

When focused on engineering application, constellation
system owns an incomparable advantage to single satellite. It is
improving rapidly in satellite communication, satellite
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detection, satellite navigation area and so on. In the design of
satellite constellation, mainly applied constellation includes
Walker constellation, compound Walker constellation,
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elliptical orbit + equatorial orbit constellation, sun-synchronous
orbit constellation, heterogeneous constellation, IGSO+GEQO
constellation, GEO+IGSO+MEO constellation and other
constellations. GEO+IGSO+MEO constellation is based on
IGSO+GEO regional navigation system by adding into MEO
satellites. BeiDou Navigation system consists of GEO, MEO
and IGSO satellites, to ensure the global navigation and
regional navigation enhancement.

The research of GEO+IGSO+MEO constellation mainly
concentrates on the design of ground coverage, constellation
structure stability and phased deployment. Researches on
inside constellation information transmission are rare. This
article analyses the characteristics of GEO+IGSO+MEO and

information types, which is the foundation of the constraint and
Bg]rpose of different information transmission in constellation

Il.  MODELING OF GEO+IGSO+MEQO CONSTELLATION

This satellite constellation is proposed based on
GEO+IGSO and GEO+MEOQO constellations, the basement of
which are GEO and IGSO, while global operation is increased
with the MEO satellite. In order to realize the global navigation
with less satellites, we can arrange the satellites on the pre-
computing position, which can be a smooth transition from
regional navigation system to the global one. It is illustrated in
Fig.2.

Fig. 2. Fig.2 GEO+IGSO+MEO Constellation

In satellite constellation design of GEO, IGSO and MEOQ,
the ration of coverage on the ground, GDOP value for the
specific region, availability, continuity, stability, expansibility,
etc, are mainly considered to have more than 5 satellites to
cover the same area under the elevation angle constraint
condition. In order to get a better geometric characteristic,
GDOP<5 in the general service area (such as China and the
Asia Pacific region) are required while in the hot service areas
(such as a densely populated area), GDOP<4 are required. At
the same time, when the constellation systems provide services
normally, the service ability of constellation systems does not
significantly reduced with one or a few satellites failure, and
the quality of the key regional service must be guaranteed.
Constellation construction is a long process, which requires to
take short-term and long-term benefit and cost into
consideration. Meanwhile, the combination with other satellite
systems asks for a real high constellation expansibility.

To satisfy future constellation with the ability of
autonomous navigation, ISL is needed. Information including
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telemetry, telecontrol, topology information and others will
transmitted through ISL.

In order to realize autonomous navigation, precise orbit
determination and other purposes, satellites should have
capability of inter-satellite communication, inter-satellite
ranging and orbit data processing. Inter-satellite link (ISL) is
mainly to meet the measurement and communication, to
achieve the goal of inter-satellite data transmission. power
precision measurement function, and other special extension
requires the function etc.

RESULTS AND ANALYSIS

The information discussed in this paper mainly includes
remote control, telemetry information, navigation information,
satellite ephemeris, time synchronization information, the
global integrity information, long term ephemeris and satellite
constellation network topology information. Different
information has different priority, at the same time, when



different information with different transmission time has
different requirements.

Telecontrol is a method of controlling satellite attitude,
orbit and other states by microwave or laser. It can be divided
into conventional telecontrol and emergency telecontrol.
Conventional telecontrol means a remote control when
satellites function well, which makes up a real high proportion.
When satellites failure or particular control of certain satellites
occurs, emergency telecontrol takes place of former control. It
occupies small part of the whole operation period.
Conventional telecontrol instruction, which is top pouring
periodically, has the same priority to other information from
ground to satellites. Emergency telecontrol, belonging to
sudden information in emergency period, needs real time
accurately transmitted to the target satellites. Telemetry is a to
measure and transmit inner satellite parameters and other space
physics parameters. The information transmitted by telemetry
contains different parameters inner satellites, which leads to

requirement of stable downloading. Constellation topology,
satellite message, routing and navigation information including
ionosphere model parameters and satellite clock error, belong
to period pouring information. Besides what mentioned above,
integrity information is to guarantee autonomous navigation.
Other load information is also transmitted in constellation.

When discuss the requirement of different transmission,
researchers have to focus on different characteristics.
Telecontrol mainly concentrates on transmitting accuracy.
Telemetry is to keep stability of transmission. Integrity
information needs to be transmitted to target satellites in
shortest time. Various data in various missions have different
priority. For example, navigation and integrity information are
top ones in autonomous navigation while telecontrol and
telemetry top the priority in TT&C mission. As satellite failure
occurs in constellation, emergency operation should be paid
most attention. The main demands of several different
information have been illustrated in Fig.3.

Transmission Information

Function Autonomous Navigation
Information Telemetry
Main .
Demand Stability

Integration

Control

Integration

N Telecontrol
Information
1
Completeness Accuracy

Fig. 3. The Main demand of Several Information

IV. CONCLUSION

Satellite constellation construction is a main trend in
aerospace field. Despite of the diversity of satellite
constellation, this article concentrates on GEO+IGSO+MEO
constellation, and analyses its characteristics. Information
transmission among constellation has been discussed. To
identify the quantity of different data in different operation is
still need to be studied in further research.
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Abstract—To solve the problem that the ant colony algorithm is
easy to fall into local optimal solutions in solving the shortest path
problem, improvements on the classical ant colony algorithm are
provided in three aspects. Firstly, direction guiding is utilized
in the initial pheromone concentration to speed up the initial
convergence; secondly, the idea of pheromone redistribution is
added to the pheromone partial renewal process in order to
prevent the optimal path pheromone concentration from being
over-damped by the path pheromone decay process; finally,
a dynamic factor is invited to the global renewal process to
adaptively update the pheromone concentration on the optimal
path, in which way the global searching ability is improved.
The results of the simulation experiment show that this modified
algorithm can greatly increase the probability of finding the
optimal path while guaranteeing the convergence speed.

Index Terms—ant colony algorithm; shortest path; direction
guiding; pheromone

I. INTRODUCTION

The shortest path problem, finding the path with minimum
distance, time or cost from a source to a destination, is
one of the most fundamental problems in network theory. It
arises in a wide variety of scientific and engineering problem
including geographical information systems, graph algorithms,
network optimization and robotics. Classic methods to solve
the shortest path problem include the Dijkstra algorithm, the
A* algorithm, et al., but their efficiency is poor when the
calculation is large and the real-time requirement is high. Re-
cently, the appearance of heuristic algorithm, such as simulated
annealing algorithm (SA), genetic algorithm (GA), artificial
neural network algorithm (ANN), the particle swarm opti-
mization algorithm (PSO) and the ant colony system algorithm
(ACS), bring light to the settlement of large scale optimization
problem [1].

In 1991, Dorigo et al. introduced the ant colony system
algorithm [2,3], and invited it to traveling salesman prob-
lem (TSP), job-shop scheduling problem (JSP), assignment
problem [4,5]. It shows the characteristics of robustness,
parallelizability, positive feedback and so on. However, there
are also shortages such as slow convergence and stagnation
phenomenon. In order to solve those problems, a series of al-
gorithm were invited. In [6], Thomas et al. presented a MAX-
MIN Ant System(MMAS), which limited the pheromone trail
within a certain range. In [7], Jun et al. used piecewise function
to set algorithm parameters. In [8], Zakzouk ef al. invited a
rewards and punishment strategy to control the pheromone
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trail. In [9], Hufa et al. optimized the initial pheromone trail
to improve convergence speed.

In this paper, we added heuristic direction information to
decide the initial pheromone trail and designed a dynamic
factor to adaptively adjust the renewal of pheromone on the
optimal solution.

II. THE SHORTEST PATH PROBLEM

In graph theory, given a source node S in a weighted
directed graph G, with N nodes and h arcs, the single-source
shortest path problem (SSSP) from S is the problem of finding
the minimum weight paths from S to the destination node E.
In this section, we use classic ACS algorithm to solve the
shortest path problem.

ACS is meta-heutistic search algorithm which was inspired
by the behavior of ant system. Real ants are capable of finding
shortest path from a food source to the nest. While working,
ants deposit on the ground a substance called pheromone,
and follow, in probability, pheromone previously deposited by
other ants. This pheromone trail can be observed by other ants
and motivates them to follow the path, i.e. a randomly moving
ant will follow the pheromone trail with high probability. That
is the way how the trail is reinforced and more and more ants
follow that trail [2,3,10].

In the ACS algorithm, m ants are initially positioned on a
N nodes graph and d;;(i,j = 1,2, ..., N') denotes the distance
between node ¢ and node j, 7;;(t) denotes the pheromone trail
on the arc between node ¢ and node j at the ¢th iteration. ACS
works as follows [4,5]:

1) Initialize pheromone trail: Initially, the pheromone trail
on each arcs are set to be the same, 7;;(0) = ¢(c # 0).

2) The state transition rule: Ant k(k =1,2,...,m) at node
i use rule as below to choose the next node j.

max

. T (O (8),
] = z€allowed],

q > qo
where allowed, includes notes that are connected with 4 and
have not been visited by ant k, which ensure ants to visit each
node at most once. 7;,(t) is the amount of pheromone trail
on edge < i,z > and 7;,(¢t) is a heuristic function which
is the inverse of the distance between node ¢ and z. [ is a
parameter which weighs the relative importance of pheromone,
q is a value chosen randomly with uniform probability in [0,

arg q < qo
(n

S5,
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11, go(qo € [0,1]) is a parameter, and s is a random variable
selected node according to the distribution given by Equ.(2)
which gives the probability with which an ant at node ¢ choose
node s to move to.

Tis (D07, (1)
B )
Zzgallowed}c Tiz (£)n;, ()

0, s & allowed;,

s € allowed;,

PE(t) = )

3) The local updating rule: After ant k finished one tour,
use Equ.(3) to update pheromone locally.

Tij(t +1) = (1= p)7ij (1) + p & 73;5(t) 3)

where
AT (t) = SRy A TS (1)

p is the pheromone decay parameter, A Ti@ (t) indicates
pheromone gain that ant k£ bring in after this tour, where
A Ti]é-(t) equals zero if ant k does not visit arc < 4,j > or
it equals @/Ly if otherwise (Q is the total pheromone an ant
carries at one tour, which is a constant and Lj is the path
length of this tour).

4) The global updating rule: After all ants have completed
their tours, use the rule in Equ.(4) to update the pheromone
of shortest path whose length is denoted as Ljocaimin-

Tij(t—F].):Tij(t)—FﬂATij 4)
where

1 o )
A 7o =3 Liocatmin’ <1,j >€ localmin
1) .
0, otherwise

III. IMPROVED ACS FOR SHORTEST PATH PROBLEM

Classic ACS algorithm suffer from shortages such as slow
convergence and stagnation phenomenon which are mainly
because the pheromone cannot reflect path information accu-
rately []. In this paper, we solve this problem by improving
the updating rules.

A. Pheromone Initialization

In classic ACS algorithm, the pheromone trail on each arcs
are set to be the same, which will lead ants to search blindly
at the beginning and result in a huge amount of biased results
[11,12]. In this paper, we added heuristic direction information
to decide the initial pheromone trail.

75(0) = Q/(ds; + djE) 5)

where dg;, d;jr denotes the distance from node j to the start
node S and the destination node E separately.

The shortest path between start node S and destination node
E is the line connection between them. According to Equ.(5),
when node j is close to line SE, 7;;(0) gets bigger, which
lead ants to choose it more frequently. In this way, the initial
pheromone carries heuristic direction information, which helps
the algorithm to convergent more quickly.

Fig. 1. Function curve of dynamic factor o.

B. The Local Updating Rule

The local updating is aimed at adjusting the pheromone
according to ant tour results and maximizing pheromone of
the shortest path so that more ants will follow that trail.
However, the local updating rule in Equ.(3) is easy to get
biased because the former pheromone decays every time after
an ant completes its tour, which makes the positive feedback
too weak. Thus, we modify the rule by only update arcs that
are visited by the ants. The local updating rule is rewritten as
bellow:

(1 =p)7h(t) +p o 7(1),
<i,j >€ path*  (6)
otherwise

k
Tin (t) = .
Tij (t),

where k =1,2,..,m—1, A 757 (t) = Q/ Ly 41, Ly is the

?,

path length visited by ant &k + 1.

C. The Global Updating Rule

Classic ACS algorithm only updates the optimal results at
the global global updating. In this paper, we design a dynamic
factor to adaptively adjust the renewal of pheromone on the
optimal solution.

Tij(t+1):Tij(t+].)+NO'ATZ‘j (7)
where
1 L in — Limi 1
o = —arctan(vy focalmi Y4+ =
™ L— Lmin 2

~ is the parameter that control the shape of the tangent
function. L is the average length of all the local optimal results,
Liocaimin 15 the optimal result of this iteration and L,,;, is
the global optimal results.

We set the dynamic factor o(c € [0,1]) to be an arctan
function f(x) = %arctcmax + % where = (Liocaimin —
Linin)/(L — Lyin). As we can see in Fig.1, when Liocaimin
is large, o will be close to 0, otherwise, it will be close to 1.
In this way, the global updating rule can adaptively adjust the
renewal of pheromone on the optimal solution.

149



300

250 ' . _CE

200
=150

100

50
UO 100 200 300 400 500
X
Fig. 2. 30 nodes network.
100
“+M-ACS|
ACS
g B0 —MMAS |
E o =[7]
b (8]
a ~9]
£
2 40
=2
=z 20
{ b e
900 550 650 700

600
Path length

Fig. 3. 30 nodes network.

IV. NUMERICAL RESULTS

The performance of the improved ant colony optimization is
tested on 30 nodes network, shown in Fig.2. And the optimal
solution is marked with length 509.1250.

We give simulation to the modified ACS (M-ACS) algorithm
invited in this paper and compare it with classic ACS algo-
rithm, MMAS algorithm and algorithms provided in [7,8,9].
The simulation parameters are given in Table 1.

TABLE I
SIMULATION PARAMETERS

m, Number of ants 15
3, Weigh parameter 1
p, Pheromone decay parameter 0.2
o, 2
v, 1
q0, 0.5
Q. 100
Nmaz, Maximum iterations 200
T; J (0) N 1
Tmaxs 0.9
Tmins 0.01
M, Number of simulations 100

Simulation results are shown in Fig.3. It can be seen that
in 100 times of simulations, the results of the reference
algorithms are mainly concentrated on 530, but the results
of our algorithm are almost all located at the optimal result
(509.1250).

Table 2 shows the statistical results of our simulation.
According to Table 2, the percentages of reference algorithms

1000
—M-ACS|

g - MMAS
o (7]
£ 800! (8]
= | &
a 19
o 700
=
o
& 800!

5, R

Number of iterations
Fig. 4. 30 nodes network.

of getting the optimal results are under 15% and the average
results are also poor. However, the M-ACS algorithm can get
the shortest path at a percentage of 99% at the cost of small
increase in average iteration.

TABLE 1T
STATISTICAL RESULTS

Optimal Results | Average Results | Percentage | Iteration
M-ACS 509.1250 509.2266 99% 38.76
ACS 509.1250 565.2422 1% 9.66
MMAS 509.1250 565.5554 9% 16.20
[7] 509.1250 540.5069 11% 30.21
[8] 509.1250 545.9714 10% 37.90
[9] 509.1250 556.6545 5% 29.78

Fig.4 gives the astringency analysis. It can be seen that
all reference algorithms stagnate and end at locally optimal
solutions while the M-ACS algorithm convergents rapidly to
the global optimal solution.

V. CONCLUSION

To solve the problem that the ant colony algorithm is easy
to fall into local optimal solutions in solving the shortest path
problem, this paper provided improvements on the classical
ant colony algorithm in three aspects. Firstly, direction guiding
is utilized in the initial pheromone concentration to speed up
the initial convergence; secondly, the idea of pheromone re-
distribution is added to the pheromone partial renewal process
in order to prevent the optimal path pheromone concentration
from being over-damped by the path pheromone decay pro-
cess; finally, a dynamic factor is invited to the global renewal
process to adaptively update the pheromone concentration on
the optimal path, in which way the global searching ability is
improved. The results of the simulation experiment show that
this modified algorithm can greatly increase the probability of
finding the optimal path while guaranteeing the convergence
speed.
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Abstract—The security routing protocol for Multi-Input-
Multi-Output Vehicular Ad-hoc Network (MIMO-VANET) was
presented in this paper, to prevent the eavesdropping in VANET.
When building the routing table, this protocol stores the current
channd states and restricts the VANET nodes, excepted sour ce/
destination nodes, from obtaining the unrelated routing
information. During the information transmission process, the
presorted channel states in network layer are transparently
transmitted to the physical layer, and decomposed as total
channd state. The decomposed results, which are only known by
the source/destination nodes from routing information, can be
utilized to equalize the channed and to demodulate the
information. As a result, the other nodes cannot effectively
equalize the channel, which causes little information can be
eavesdropped. The theory analysis and simulation illustrate that ,
when the destination nodes obtain the good signal quality , the
eavesdropper sufferspoor bit error rate.

Keywords—Routing protocol; Multi -antenna; Vehicular Ad-
hoc Network (VANET); Security transmission

l. INTRODUCTION

Vehicle ad hoc network is self-organized communication
network which is carrying on vehicles, and it can provide the
services of communication between vehicle, traffic information
sharing, traffic safety guarantee and other aspects. It is also one
of the most effective solutions of future traffic communication
system. Because the information will pass a number of vehicles
(node) in the transmission process of VANET, each node on
the route receives complete information, resulting in serious
hidden danger of physical layer.

In order to improve the security of network information
transmission, we can consider from two aspects of route
choosing and physical layer transmission.

1)The existing VANET routing protocols can be divided
into two categories, network topology-based and geographical
position-based, the ones of typical routing protocols based on
network topology are AODV(Ad-hoc On Demand Distance
Vector Routing) and DSR(Dynamic Source Routing in Ad-hoc
Wireless Networks).And one of typical routing protocols based
on geographical position is GSR(Geographic Source
Routing).In the aspect of VANET routing protocol, the existing
research is focused on improving the routing discovery, the

978-1-4799-4765-2/14/$31.00 ©2014 IEEE

efficiency of establishing process and the reliability, and the
research on secure routing is relatively weak.

2)The research of VANET physical layer is focused on
designing high-performance modulation in order to overcome
the influence of channel noise and multiuser interference, and
to improve the reliability of information transmission in the
physical channel. The key points in discussing content include
updating algorithm of channel estimation, information
modulation method and so on. In addition, MIMO (Multi-
input-Multi-output)  technology can provide directional
propagation to effectively reduce multiuser interference and to
improve the safety of physics layer. Thereby MIMO becomes
an important candidate for the physical layer of VANET.

In conclusion, the information security transmission
problem of in the existing MIMO-VANET is relatively weak in
two aspects of routing protocol and physical layer transmission
mode. The efficiency maximization of multi protocol layer can
be achieved by transmission of important parameters.
Therefore, this paper is aimed at securing information
transmission by designing VANET transmission protocol. The
idea is to build a restrictive routing discovery process on
condition that the nodes are known its own location
information. So that each node can only get the necessary
routing node location and channel information for transmission
information and cannot get the illegally receiving information.
Combined with more powerful tropic MIMO transmission
technology, by the transparent transmission channel state
information in the process of establishing the routing table, the
VANET transmission scheme for the secure transmission of
information will be eventually achieved.

Il. THE PROBLEM MODEL

The VANET model discussed in this paper is shown as
figure 1. The system contains several mobile nodes (cars), and
each of the wvehicles is loaded with several send-receive
antennas. Assuming the send-receive antennas as N. The
vehicle can be informed of its real-time geographical location,
and can only communicate with other vehicles within the scope
of communication. In the figure, there are the vehicle B and C
within the range of vehicle A and vehicle A, C, D and E within
the range of vehicle B, and other nodes' communication range
is shown in figure 1. Assuming that wireless channel does not
change in routing survival time. Channel state matrix between
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the vehicle A and B is set for Hyg . The element of
corresponding matrix Hyg from sending antenna i to receiving
antenna j is set for Hag (i,j). Assuming that the sending signal
is X, of vehicle k(k € {A,B,CD,EFG}), and the receiving
signal v;, is from vehicle i to vehicle k, and therefore Y; =
H; Xk To vehicle B, if the expected receiving signal is Y,g, it’s
defined that the Signal-to-interference Ratio is

N ap = Yap/Xiza Yig €Y)

The traditional VANET routing protocol based on
geographical location in the process of establishing and
updating is relatively independent from the physical layer
transmission process. Therefore we cannot take advantage of
its geographical location information to improve the reliability
of information transmission in physical layer. For example as
Figure 1, the issues discussed in this paper is that how does
vehicle A choose routing by protocol designing in order to
transmit information from A to G more safely and to minimize
multi-user interference en,p caused at the same time.

O 2dON
//' \LO)O
%(\sO ’/' \(I

Fig. 1. VANET Transmission Model

A. Protocol Architecture

Cross-layer security protocol of MIMO-VANET is aimed
at solving two problems: 1) Establishing reliable and efficient
transmission route; 2) Securing information transmission in
physical layer.

SECURITY PROTOCOL DESIGN

MIMO technology can reduce multi-user interference
effectively, and provide natural protection to establish reliable
route for VANET. Besides, using nodes' positional information,
VANET can find the best route by traditional shortest path
algorithm. On the other hand the quality of physical channels
between nodes must be considered when constructing the route.
Therefore, channel information of physical layer must be
transmitted through to the network layer when establishing
routing in order to facilitate the routing of the channel
condition into consideration.

Physical layer information security transmission is a key
problem of VANET, the use of MIMO technology can
effectively restrict the range of information transmission, and
can also improve safety to a certain degree. But on the route
where information passes, all nodes will receive transmitted
information perfectly and stably, therefore, the physical layer is
still facing some threats in security. In fact, if the condition of
which information be restricted when transmitting through
each wireless channel is known to originating node and
destination node, and other nodes cannot use complete channel
condition to achieve channel equalization, we can effectively
prevent the threat caused by the nodes on the route. To achieve
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the ideas above-mentioned, node-corresponding channel state
information need to be transparently transmitted from protocol
senior layer to physical layer.

Multi-antenna Technology in the physical layer can be used
to reduce multi-user interference of nodes, and protocol
complexity of physical layer channel transmission can be
reduced by the information transparent transmission. Principle
of its structure is divided into two parts of process: the routing
table update and route choosing.

B. Protocol Procedure

The routing table update process: in this stage, the source
node set target to the destination node to flood nodes all around,
so that a range of node location information and channel state
information can be obtained, so as to establish the local routing
sorrow. The steps are as follows: 1) the source node broadcast
first to its neighbor nodes with RREQ packets, which contains
destination node ID, broadcast serial number, the source node
geographical coordinates (GPS coordinate), source node ID,
the hop count information and the routing node geographic
coordinate channel state of which has already passed. In
broadcasting, broadcast information is repetitive transmitting
from each antenna of the source node according to time
division in different time slots in sequence.

Each antenna at the transmitting time slot, sends
synchronous pilot frequency information first, and then RREQ
packet information. When receiving the RREQ packet,
neighbor node extracts source node location information and
source node ID from it and establishes a reverse route to
previous one, on the other hand, achieves channel estimation
according to the pilot information transmitted from each
antenna and stores channel state matrix.

Then the neighbor node query its storage routing table, if
effective routes to the destination node are found, the route
reply packet RREP will be transmitted according to the shortest
route from current node to source node, including the
geographical position, the source node to the destination node,
the source node ID required for routing node location, channel
state matrix and hop count.

If effective route to the destination node is not be found,
RREQ packet will be transferred to the neighbor node. At the
same time, the physical layer transmit RREQ information from
different antennas in turn.

After the routing table is established completely, the
relative routing of geographic location information is stored,
and the channel state information of each routing node is also
contained.

Assume that at initial time all nodes do not have geographic
location information of nearby nodes, node A need to build
routing table reaching to node G. First, node A broadcast
RREQ packet information all around, and node C which is
closer to node A receives the information and begin to
broadcast, meanwhile node B also receives the message and
begin to broadcast. After receiving the broadcast message from
node B, node A and node C query broadcasting number and
discard the message. D and E receive message and broadcast
RREQ messages in turn all around until the message is



transmitted to node G. After received broadcast message from
Node E and node F, node G stores channel state matrix
Hg g Hr g first and then sends a RREP packet to E, F. After
receiving RREP, E, F store geographical position and channel
state information of node G.

For an example as specific storage process of node E, due
to node E receiving RREQ message sent from B and after
broadcasting to the node G and node F, node E will receive
RREP message sent from node F and node G. In this process E
stores route B—E—G and E—~F—G, and associated node
location and channel state information, then E will send the
RREP information to B. The RREQ message broadcasted from
node D is later than node B, so node E no longer broadcast
channel information after receiving message from node B, and
transmit subsequent node and channel information stored in it
as RREP mode to node D. Other node's routing table
establishment process is similar to node E, therefore we can
find out that routing information stored in node A to node G is
sequentially reduced, and the information of back-end node of
which is irrelevant to current node is reduced too. And thus,
receiving data illegally is interfered in the information
transmission, and physical layer transmission security is
improved.

The process of information transmission: MIMO-VANET
routing consists of two parts: routing establishment and settings
of physical layer transmitting parameters. Due to node A has
grasped all routes reaching to destination node G, node A
transmit channel condition routing A—B—E—G to node G
through routing A—>C—D—E—G, then node A will transmit
the information waiting to be sent to node G along optimal
routing A—B—E—G. In order to guarantee the physical layer
transmission reliability, the parameters of multi-antenna
transmitting needs to be set. If the established node on the route
isP. P,, ... P, the channel state matrix isP, ;. P3. ...\
P, . When the information is transmitting between two
adjacent nodes, protocol senior layer will transmit channel state
through to the physical layer. Then calculate the total channel
state matrix of the whole route

L
H= Hi,i+1
i=1

(2)

By formula (2), using multi-antenna beam forming method
on the whole routing, first, process channel Singular value
decomposition H = U Y V before sending.

In advance, the sending node is correspond to the route
storage U and the receiving node storage V. Sending node use
U to send message after pre-equalization, and the received
information of the second node P, on the route is

YZ = H1’2V_1X + Nl

3
Y3 = H2,3 (Hllzv_lx + Nl) + N2 ( )

N; is the channel additive noise, V1 is pre-equilibrium
matrix. And the like, the receiving information of M node
2<m<L-1)is

_ L m m—2
v, = 1_[ i VOIX +Z <1_[ Hij Nk>
i=1 k-1 j=k+1

C))
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Due to the addition of source node, the M node on the path
is unknown to pre- coding matrix V, and to channel matrix
before node P, . Therefore, it's very difficult to restore
information X in the intermediate node routing.

The signal of destination node using V to equilibrium is

L
Hijyp VTIX+
i=1

L L-2
o3t (T me)
k=1 j=k+1
L L-2
- Zx+ U‘lz (1_[ Hij41 Nk>
k=1 j=k+1

Destination node is stored in the equilibrium matrix U1,
Through exhaustion for the storage equilibrium matrix and
drawing a check mechanism (such as in the physical to join the
CRC check digit), we get the right diagonal matrix

?L = U_1

)

V.

A. Comparation with GSR - 802.11 n

Using multiple antenna beam forming method, we do the
singular value decomposition before sending, H; =
Uy X5 Vi, 1, € 1,2,..., L. Uy, Vi ; is orthogonal matrix. Y is
diagonal matrix. The sending node will store U;; in the routing
table in advance the next-hop node corresponding to the
position. The receiving node store V;;. After preliminary

equilibrium, the sending node sends information. The receiving
node receives information is

PROTOCOL PERFORMANCE ANALYSIS

ij

Yg02.11nj = Hij - Vij' - X+ N,

6

N; is channel additive noise, Vigl is preliminary equilibrium
matrix. After equilibrium, the signal at the receiving end is
Ya02.11nj = Ui} * Y

=U;' Hij X+ U N

=Z X+ Uit N;
L

And the like the receiving information of node m(2 < m <
L—1)is

(7

m—1
_ | | -1 -1
Y502.11n,m = t Uiiv1 Hijr1 Vi X +

m-1 m-—1 ) 1 1
Z 1_[ Ujit1 Vick+1 U1 Nic
k=1 j=k+1

m-1 ml m-—1 )
iz ii+1 k=1 j=k+1 ij+1

From formula (8), we can tell that when VANET uses the
physical layer transmission scheme of 802.11n, any node on
the route can still successfully received information X through
[1-=¢ Xi;+1 . Contrast to formula (4), the formula proposed in
this paper is better.

®)

For the safety of analysis formula, we simulate the protocol
proposed in this paper. The physical layer information



modulation mode is QPSK, and the antennas number of the
node is N=8. The process of information transmission is from
A to G node. The elements of channel state matrix H;; obey the
Rayleigh fading, and then, transmit information as the way
shown by formula (5) and as the routing table shown in this
paper. And compares with 802.1In physical layer transmission
method shown in formula (8).

B. Error Performance Smulation

In order to further observe the performance of the
transmission mode, we get the statistical information of
transmission error rate. The simulation parameters set the
antenna number is eight, information for QPSK modulation
way, information transmission process from point A to G nodes,
channel state matrix elements H;; is Rayleigh fading.
Simulation of transport process is according with the formula
(5). We set noise power N, from 0 to 2mW. After singular
value decomposition, we observe the second, three, four
singular value corresponding to the error of parallel channel.

048
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. . .
03 1 12
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Fig. 2. The BER curve of node G and D

First of all, according to the routing discovery process to
establish A to G routing A and B to E, G, and then
transmission of information is carry on. The simulation results
as shown in figure 2, 3, figure 2 is receiving signals error rate
of node D and G node. Node D is in the reception area of B, so
it can receive information from the B, Because there is no
storage of complete channel information on routing A and B to
E, G, so it cannot demodulate information correctly. The figure
2 show that the 2, 3, 4 road information error rate close to 75%
in node D, so judgment is the four constellation points as the
probability of a same.
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Fig. 3. The BER curve of node G and E

Figure 3 is node G and E received signal bit error rate curve.
From the diagram, Although node E in the transmission route,
because it only stores a part of the routing channel state
information, so it cannot do the whole routing channel
equalization. Therefore, shown in figure 3 when C nodes
maintain normal reception, E ber curve remain at around 75%

V.

This paper proposes a information security transmission
protocol in MIMO - VANET.

The protocol is divided into two parts: 1) The first is using
a routing method based on geographical location information in
the process of route setup, and join the limitation of node learn
some other related routing information, and corresponding
position in the routing table to store the physical through to the
network layer of the channel state information; 2) The second
is the total channel equalization between the source and
destination node at the time of information transmission, by
using channel state of the network layer through to the physical
layer. Due to do not have the balance of total channel
information, so other nodes cannot receiving transport
information smoothly, finally we realizes the information
security in the MIMO - VANET. Because of the complexity of
the wireless channel, the next step work is discussed the
influence of channel estimation accuracy for security.

CONCLUSION
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Abstract—Cognition, a basic concept in psychology, is the set
of a human’s inner mental activities and processes related to
knowledge. Actually it is possible to introduce cognition into
engineering systems to construct intelligent systems with human
cognitive functions. Cognitive radar is such a successful case that
improves the working performance in complex environment. The
article starts with the concept of cognition and cognitive radar,
subsequently followed by the basic elements including intelligent
infor mation processing, infor mation feedback. The fundamentals
how cognition increases the perceptual ability of radar are
discussed in detail.

Keywords—cognition; cognitive radar; perception action cycle;
intelligent information processing; information feedbac.

I. INTRODUCTION

Cognitive science is a developing field which focuses on
the concept of cognition from different perspectives, such as
psychology, artificial intelligence, neuroscience and so on.
Cognition originates from psychology, aiming at analyzing a
human’s inner mental activities and processes related to
knowledge, including attention, memory, language, thinking,
etc. Cognition contains different contents with various
characteristics, for example conscious attention and
unconscious perception, concrete or abstract, as well as
intuitive knowledge and conceptual model.

It is innovative to introduce cognition into engineering
systems and proves to be feasible and successful[1]. For past
fifteen years, cognitive principle draws much attention and
plays an increasingly important role in the fields of signal
processing, telecommunication, control and so on. The
application of cognition principle to engineering and improves
the performance of the corresponding systems and promotes
the foundation of a new integrative field, cognitive dynamic
system, focusing on the radar[2], radio[3, 4] and control[5]
system with human cognition functions. Specifically, once a
dynamic system is capable of all the human cognition
elements, including the perception-action cycle, memory,
attention as well as intelligence, it is cognitive. Thank to the
cognitive function, cognitive dynamic system[6, 7] usually
shows good environmental interactivity, such that it perceives
the environment in an intelligent way and subsequently reacts
to that adaptively.

The development of cognitive radar is only in the
beginning stages[8]. In 2006, the concept of cognitive radar,
an intelligent radar system that emulates the way the visual
brain perceives the environment and responds to the dynamic

978-1-4799-4765-2/14/$31.00 ©2014 IEEE

environment by transmitting adaptive waveform, was put
forward by Canadian professor Simon Haykin from McMaster
University[9]. He emphasized importance and function of the
feedback information from receiver and the help of the
knowledge association system.

At the same time, The Defense Advanced Research
Projects Agency (DARPA)[10] and the Air Force Research
Laboratory (AFRL) led to carry out research on cognitive
radar, from fundamental theory, radar system, performance
optimization, system framework and embedded computation
construction, etc., subsequently designed and constructed a
ground moving target indicator (GMTI), which worked
against the interference of complex electromagnetic
environment, such as dense target background, large discrete
scatterer, non-stationary clutter, inhomomorphic clutter, and
electronic countermeasure[11]. In the first cognitive radar
academic monograph, Cognitive Radar: The knowledge-aided
fully adaptive approach, Joseph R. Guerci compares the
differences between classical modern radar and cognitive
radar. The adaptability of traditional adaptive radar are often
confined to the receiver, while the cognitive radar are
appropriate for both transmitter and receiver. Compared with
the classical radar, cognitive radar introduces many advanced
modes, structures, functions, such as multiple degrees of
freedom adaptive transmission, knowledge-aided system and
o on.

Task Radar Adapiive Task
Scheduler transmitter —fF—— | trangfitter Scheduler

Target
environment

Radar Adaptive Adaptive Radar
production receiver receiver production

Classical radar Cognitiveradar

Fig. 1. Basic structures of classical radar and cognitive radar

II. PERCEPTION-ACTION CYCLES

Perception action cycle [12] is the basic structure of
cognitive system. Professor Principe from University of
Florida mapped the visual brain cognition to engineering[6]. It
is the same structure that connects human brain and
engineering systems. Fig.2-Fig.4 illustrate the perception
action cycles of visual brain system, cognitive dynamic system
and cognitive radar.
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Cortical
L sensory area /
. .
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- -
‘.-" Perceptual

Response .~ MIssion Stimulus

Fig. 2. Perception-action cycle of brain cognitive system

The perception-action cycle of brain cognitive system is
discussed by Fuster in Cortex and Mind: Unifying Cognition.
(13]

Information
feedback

\ Actuator Perceptor |

|
I

"~ Cognitive dynamic system

Adaptive _/ . “Information
- | Environment | —
adjustment ', /acquisition

Fig. 3. Perception-action cycle of cognitive dynamic system

The feedback cycle of cognitive dynamic system has the
same structure with perception-action cycle.

Information
feedback

Receiver

Transmitter

X

Cognitive Radar e

Waveform / Target
adjustment ', Environment /Mecasurcment

Fig. 4. Perception-action cycle of cognitive radar system as an example
cognitive dynamic system

Cognitive radar transmits adaptive waveform according to
the feedback information from receiver. Clearly, there is a
common structure in all these cognitive systems which is
similar to the perception-action cycle of human cognitive
system. Consequently, the perception-action cycle acts as a
necessary foundation of information feedback during the
process of environment sensing.
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III. FUNDAMENTALS OF COGNITIVE RADAR

Cognitive radar can be defined as an intelligent, dynamic,
closed-loop system that perceives surrounding environment
with the help of priori knowledge and by the means of
interaction with environment. Cognitive radar subsequently
adjust transmitter and receiver to accommodate the time-
varying environment effectively, reliably and steadily.

/ Information

L feedback  /
RN A

Wavelorm ‘o { State Bayesian
L . Controller | | . J -
Optimization |\ L estimator Filter
T arget & ™ . T
| Environment
System parameter-__ State_Neasurement variable

Fig. 5. Information flow of cognitive radar

Cognitive radar differs from classical radar from three
aspects, including intelligent information processing,
information feedback and knowledge-aided system. Intelligent
information processing improves the perception performance
by interaction of radar with environment. The information
feedback from receiver to transmitter is the foundation of
construction. Knowledge-aided system is made of database of
environment and targets, as well as the storage of radar echo
data, aiming at providing and accumulating more useful priori
knowledge[10, 14].

Bayesian state estimator is fundamental for intelligent
information processing. State-space model and filter algorithm
are the basic parts that have significant effects on the
estimation of target and environment.

System model Measurement model

Fig. 6. State-Space model
The state-space model are as follows:

x,., =a(x, ) +o,
(1)

Y, =b(x,)+v,
where X, is the system state at time n, Y, is the measurement
variable, @, and V, are system noise and measurement noise
that are usually supposed as additive with covariance P and Q.



The prediction of state and covariance at time n from history
data:

)/\(n\n—l = E|:an (Xn—l ):|
= Jaw1 (Xn—l ) N (X;l; R‘|—1|n—l )dxn—l )
R’ﬂn—l = E|:(Xn - )A(n\n—l) :|
= _)A(rzﬂn—l + j a( Xa1 )2 N (Xn—l; Pn—l\n—l ) dx,  +Q,,
The estimation of state and covariance is shown as
Xn\n = )A(’r:n\n—l +Wn (yn - yn) 3)
R1\n = I:31|n—1 _Wn I:)ny\/nT

where W, is Kalman gain. The accuracy of estimation depends
on the state-space model and the calculation of integrations

such as )A(n‘n_l, P,

developed to indicate and descript the evolution of radar target
and environment. On the other hand, much effort are made to
improve the performance of filter, including extended Kalman
filter by linearizing an(.,.) and by(.,.), unscented Kalman
filter[15] and Cubature Kalman filter[16] by sampling the
distribution, and particle filter by Monte carlo sampling in a
random way[17]. Compared with the common filter methods,
it is proved that CKF works better because of the excellent
performance for nonlinear model.

-1 ,and W,. On one hand, many models are

Classical radar employs fixed waveform to perceive target
and environment, while cognitive radar doesn’t. Waveform
can be adjusted in real-time according to the present state.
Consequently, radar waveform selection [18] is a dynamic
process that dynamic optimization and dynamic programming
[19, 20] are feasible to be applied to waveform optimization.

For a tracking radar[2], suppose a LFM pulse waveform is
used with chirp rate b and pulse duration 2, it is shown in
theory that the measurement noise V depends on b and A[1], as

P

a consequence covariance nin

is dependent of b,.; and A, at

time n-1, the optimal parameters can be found by minimizing

F:;‘m(bn_l , A,_,) in some manner, where 6 [ {b, ﬂ,} )

Once y, is received, the optimal waveform for next time
can be obtained by optimization algorithm, then the waveform
is adjusted to the optimal, and next cycle starts.

Xn-1 Xn
I I
0!172 9[171
\ / \
Yn-1 Yn

Fig. 7. Information flow for dynamic waveform optimization
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Fig. 8. Optimization of waveform parameter for LFM tracking radar

In fact, the waveform can be optimized in all dimension,
such as frequency domain, time domain, directional diagram,
polarization, and so on. The process is similar to LFM
parameter optimization above.

IV. SUMMARY

In this article, the model of cognitive radar is discussed
including the basic theory and the elementary framework. The
realization of cognitive radar is dependent of the mature
intelligent system and reliable hardware configuration. The
most important of the soft aspects contain the waveform
optimization in multiple dimension and the knowledge-aided
system with database of target and environment as well as
expert rules. The goal of scientists is to unify all the nature
laws in an universal manner. Cognitive radar is such a goal for
radar engineers to develop in order to be applied to any scene.
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Abstract—Power distribution room is the key position of the
power supply system, it is very important to monitor power
distribution room and real time warning in order to ensure the
normal power supply. A design of a detection system based on
Zig Beewireless sensor network, the har dware based on CC2530,
software development based on Zig Bee. Designing a novel
microstrip antenna because of the harmonic interference of
power distribution room and serious reflection of equipment.
The antenna has the characteristics of good omnidirectional,
small echo loss, high gain, small volume etc. Experiments show
that it can real time monitor every node that it can effectively
transmit and receive data.

Keywords—power distribution room; WSN; ZigBee; antenna
design

l. INTRODUCTION

Power distribution room as a transit point for each
family, its safety is related to the normal operation of each
home, but also on the lives of users, real-time detection
power distribution room safe is very important. Although
there are specialized in large construction personnel on duty,
and the use of fire, wired surveillance technology in large
buildings. Resulting in high annual operating costs, and it
can not detect the temperature, humidity, smoke, flooding
and other parameters of local environment; nor real-time
acquisition and display environmental parameters of every
corner in power distribution room. In economically
underdeveloped areas, there are no staff in power
distribution room, so it is particularly important to monitor
safe of power distribution room and effective
implementation of environmental safety. Currently, the
country will also have to monitor environmental safety
WSN technology application in the power distribution room.
Power distribution room safety monitoring system based on
WSN shows unique advantage comparing with traditional
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safety monitoring system [4-6]. However, the use of
common nodes of WSN has limitations in the power
distribution room. For example, (a) transmitting and
receiving antennas of terminal device node, coordinator
nodes and router nodes do not have the character of
omni-direction, (b) the power distribution room equipment
radiates electromagnetic waves each band, interferes with
the communication among the nodes, (c) the equipment
scattering of electromagnetic signal in power distribution
room is very large, and so weakens the signal strength. To
solve the above problems, this paper presents WSN-based
environmental monitoring system, and designs a new type of
node antenna. By loading the patch and slotted ring method ,to
improve the efficiency of the antenna's radiation and
electromagnetic wave respectively inhibitory effect to make
the antenna transceiver with high efficiency, to prevent other
frequencies band.

Il.  THE OVERRALL DISTRIBUTION ROOM DETECTION

SYSTEM CONSTRUCTION

A. Sructure of the System Design

The main power distribution room detection system
mainly comprising the wireless sensor network and
computers wireless sensor networks are mainly terminal
nodes, the coordinator node, routing node, shown in Figure
1. Terminal node is in charge of detecting flooding,
temperature, humidity, smoke and other parameters of every
corner in the room, then the data is transmitted to the
routing nodes, and aggregated transmission router to the
coordinator, the coordinator of the monitoring center
receives data. Sure to grasp the environmental parameters
of every corner in the room in real time; and reference to
the relevant provisions of the State promulgated, set alarm
value, provide information to the duty officer.

Changchun, CHINA
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Fig. 1. System structure diagram

B. Systemtopologies

Zig Bee network supports star, tree and mesh ,three
kinds of network topology ,shown in Figure2, respectively,
followed by a star network, tree (cluster) form networks and
mesh networks.
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Cluster type

@ Network Coordinatar

@ Full Function Device(FFD,Router) : can support any kind of topology can be used as a
neétwork consultation and negotiation are common , and can communicate with any device

@ Reduced function devices(RFD): only supports the star structure, can't be any nagotiator,
can communicate and network negoliator, implementation is simple

Fig. 2. Topology structure

Star network consists of a PAN coordinator and a large
number of end devices, there is only communication with
the terminal of the PAN coordinator, communication among
terminal devices are required to be forwarded by the PAN
coordinator.

Tree network consists of a coordinator and one or more
connected in a star configuration, equipment in addition to
with their parent or child nodes communicate directly point
to point, the other can only be done through the tree routing
messaging.

Mesh networks are implemented on the basis of a tree
network with a network different from the tree is that it
allows the network to all nodes in a direct interconnection
with a routing function, implemented by the router routing
messages mesh routing table. The advantage of this
topology is to reduce the message latency, enhanced
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reliability, the disadvantage is the need for more storage
space overhead [8].

It shows that the network is a mesh network to increase
the reliability and reducing latency for communication
between the devices in the network structure by comparison,
the routing is variable. Routing decisions based on cost of
routing device communication , when there is a chain road
disconnect yes, you can also choose other routes, because
routers can also communicate with each other , increases
the coverage and reliability of information transmission
network, it can well avoid missing data or missing. This
system is designed to detect power distribution room
temperature and require a long-term testing and real-time
early warning capability, the entire wireless sensor network
has multiple nodes, so it uses a reliable and strong, smaller
delay mesh network.

I1l. HARDWARDWARE DESIGN

A. Detection node hardware design

Monitoring the overall structure of the nodes as shown
in Figure 3. Seen from the figure, the monitoring nodes
consists of three parts, the first part of the sensor is mainly
responsible for the acquisition of signal data. The second
part CC2530 module is mainly responsible for a data
processing and control of the microprocessor, memory, and
RF modules. The third part is the power supply module, it is
responsible for the energy supply of the entire node. Follow
Zig Bee protocol monitoring nodes will be collected to get
the data and sent to the gateway node via RF module,
enabling to monitor environmental parameters of power
distribution room.

CC2530 Module

Sensor module

The temperalure sensor

a
)
z
2

DS18820

I

\ Power Modules

Fig. 3. Overall structure of monitoring nodes

B. Design of Microstrip Antenna

Inverted F antenna is a kind of small size, simple
structure, easy to match the monopole antenna, it is suitable
for short distance wireless communication, radiation of
inverted F antenna contains both horizontal polarization
component and vertical polarization component, so it is



used in indoor equipment particularly, because indoor wall,
decorations, indoor equipment scattering can cause electric
field between the horizontal polarization and vertical
polarization transformation, the polarization of inverted F
antenna can effectively increase the reception .We choose to
design a inverted F antenna that it has the center frequency
of 2.4GHz and bandwith of 300 MHz.

1) Design of inverted F antenna

The design of the antenna substrate material is FR4
board general, the substrate thickness is 0.8mm, a dielectric
constant is 4.4 and the center frequency is 2.4 GHz.
Antenna size is calculated as:
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where in, L is the length of the patch, w is the width of the
patch, & is relative dielectric constant, & is the dielectric

constant, Al is the length of the gap, fris the center
frequency of the antenna.

Through theoretical analysis and the above (1), (2), (3),
(4), deduced inverted-F antenna structure shown in Figure 4,
the entire antenna structure can be divided into three parts,
namely the shape of an inverted-F antenna , dielectric layer
and a ground plane, a ground plate located under the surface
of the dielectric layer, a length of 90mm and 50mm. Shaped
inverted F antenna located on the surface of the dielectric
layer, the resonator length L is 16.2mm, the antenna height
is 3.8mm, the distance grounding point and the feed point is
5mm, the width of the microstrip line is Imm.

Inverted F antenna model

Fig. 4.

2) Inverted-F antenna analysis

Through the simulation analysis, we can see echo loss
from figure 5, the resonant frequency of the antenna is
2.4GHz, the center frequency is -24.24 ~ 5, bandwidth of 10
dB is about 440MHz, covering the wireless sensor network
nodes working 2.4GHz-2.484GHz frequency range.

Figure 6 shows that H-plane antenna radiation pattern
and normalized E-plane radiation pattern normalized in the
2.4GHz frequency can be seen from the figure H-plane
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radiation approximate omnidirectional and symmetry in the
2.4GHz frequency; shape of E-plane radiation is “8”, which
is similar to the radiation field dipole radiation field,
indicating that the omnidirectional antenna can send and
receive electromagnetic signals.
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Fig. 5. Inverted-F antenna S11

S0

LT _ "1

Fig. 6. Inverted-F antenna pattern

Design of omnidirectional inverted F antenna after
repeated simulation get preferable inverted F antenna,
omni-directional  antenna is  cross  polarization
characteristics, so it is suitable for complex equipment
environment of transformer substation.

C. Coordinator node hardware design

The main function of coordinator is to use wireless
communication module terminal to receive the sensor nodes
to collect signals, then through the existing serial interface
to upload first machine, realize the storage and display of
the collected data, etc. The hardware module includes
CC2530 wireless receiver module circuit design, power
supply design and serial transmit module. Coordination
entire CC2530 chip peripheral circuit design shown in
Figure 7. 25 -pin and 26 -pin used to connect the input of
the receiving antenna, connect with the CC2530 module
through these two key; 15 -pin serial port module as a data
receiving terminal Rx and 16 pins as data the sender TX.



Fig. 7. Protocol of hardware design

IV. SOFTERWARE MODULE DESIGN

A. Software Design software module coordinator

The coordinator role mainly involves network startup
and configuration. Once these are completed, the
coordinator works like a router. When the coordinator is
energized, the system initialization, the coordinator will
scan the DEFAULT-CHANLIST specified channel. After
the establishment of a network node will have to wait to
monitor the network and to join the network node discovery.
Along with LED displays to find out whether the network
has been established to join the network, the coordinator
will automatically assign addresses to join the network, to
achieve data transmission. The process is shown in Figure
6.
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Fig. 8. Ordinator node workflow
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Fig. 9. Terminal nodes working process

B. Sgnal Acquisition Module Software Design

After the sensor nodes to electricity will be configured
to ZigBee terminal node equipment, initialized after power
on the node, and then search the network after power on
and request to join the network coordinator established.
Sensor nodes and coordinate point to establish a binding
relationship after node successfully joins to establish
network, the LCD on CC2530 module displays the success
to join .After binding, sensor nodes transmit the collected
temperature information and other relevant data to the
coordinator node in the specified time. Its collection of
information flow shown in Figure 7.

V. EXPERIMENTAL RESULTS AND ANALYSIS

In order to verify the performance of the system design,
to select a power distribution room, the data acquisition
nodes are placed at the bottom of the distribution cabinet,
and the back of the power distribution cabinet, corners that
people can not properly view of tight, testing the effect of
design system to collect environment parameter. Nodes in
common market replace by design nodes each other to test
data. Figure 8 shows designed system in the duty room
detected temperature data outside 10 meters below the
range of distribution cabinet in the power distribution room;
but ordinary node can not display any data.
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VI. CONCLUSION

Research on the detection system based on WSN
distribution room, several gas sensor systems use real-time
monitoring of power distribution room, use high reliability
mesh network to realize the wireless transmission of data.
According to the actual environment of substations, to
design a new antenna, the antenna has good characters of
high efficiency, omnidirectional in the 2.4 GHz transceiver,
to control the equipment of electromagnetic wave scattering;
The inhibition technology reduce electromagnetic wave
antenna interference on nodes. This system can be used by
large construction and some unmanned substations, provide
a reliable guarantee for the real-time detection of power
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distribution room duty status.

Foundation:

ACKNOWLEDGMENT

National Natural Science Foundation

(61071001), National Natural Science Foundation (61372094)

[1]
[2]

[3]

(4]

[5]

(6]
(71

REFERENCES

Jian Ming, Shen, Hong Liwei. Circuit Design of Panel Points Based on
Zigbee[J]. Lecture Notes in Electrical Engineering.2013, 3-9.

He Zhengli, Ahaowang da.Design of power distribution room
temperature and humidity monitoring system [J] Computer
Measurement & Control, 2008.16 ( 7): 980-982.

Liujuan, Ju Dengfeng, Wang Yong, Lu Liping, Zhang Qiang. Zou
Danping, The design and application of intelligent substation equipment
condition monitoring system [J], power construction, 2012, 33 (6): 6-10.
ZHENG K, ZHAO H W, ZHANG X L. Research on monitor system of
electrocardiograph based on Zig Bee network[J].Chinese Journal of
Scientific Instrument, 2008, 28(9); 1908-1911.

Gao Qingming, He Huan, Shi Ruijie. ZigBee-based wireless sensor
network applications in substation monitoring system [J] North China
Water Conservancy and Hydropower College 2010, 31 (1): 53-55 .
Wheeler Andrew.Commercial applications of wireless sensor networks
using ZigBee [J]. IEEE Communications Magazine, 2007, 45(4):70-77.
Wangli, Li Chunling. Indoor air quality testing and sensor applications
[J]. Heilongjiang Science and Technology Information, 2012, 33 (8):
75-7.



2014 International Conference on Cloud Computing and Internet of Things (CCIOT 2014)

LEO-User-Oriented Space Integrated Information
Network

ShichaoWang, BinWu, BoWang
Beijing Institute of Tracking and Telecommunication Technology
Beijing, China
wangsc8896@126.com

Abstract—A new structure of space integrated information
network is proposed in this paper, in which the LEOs are users to
the backbone network, rather than parts of it. The structure is
named as LEQO-user-oriented space network. This paper first
introduces traditional concept of space information network,
then discusses the new concept of the LEO-user-oriented
architecture; next probes into some key techniques related to the
space information system, including laser links, routing and
access technology. At last feasibility of the walker constellation is
proved though simulations.

Keywords—space information network; LEO user oriented; laser
link; routing; access algorithm

L INTRODUCTION

Chinese satellites on the orbit sum up to more than 200[1],
forming a comprehensive space equipment system which
includes a vast number of various facilities, examples are
navigation satellites, communication satellites, reconnaissance
satellites, space station, deep space exploration spacecraft, etc..
But on the whole, this system is a composition of isolated
spacecraft instead of an integral whole, for there are limited
inter-satellite links (ISL) between them. With the development
of space technology, it is corporation and synergy between
constellation, rather than increase of the number of satellites,
that can meet the application requirements of spacecraft. As a
consequence, integrate development of space information
acquisition satellites, space information transmission satellites
and PNT (Positioning, Navigation and Timing) satellites is an
inexorable trend. In this context, the concept of space
integrated information network comes into being.

Space integrated information network has become popular
research focus in recent years. Traditionally, nodes in space
information network include multilayer satellites, airships,
spaceflights, aero crafts, and UAVs (Unmanned Aerial
Vehicles) in near space. The capabilities that space integrated
information network can provide are not only connecting and
communicating with spacecraft and grand stations, but also
acquiring, processing, and distributing information on orbit.
Self-healing and self-organization are also important
characteristics that space integrated information network
should have. In this network architecture, LEO, MEO and GEO
constitute the backbone of the network. But in fact, there are
such a large number of LEOs that it makes the backbone
network very complicated. On one hand, more than one links
are needed by LEOs to form the network, which is a high cost,
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on the other hand, the difficulty of designing routing algorithm
increases. To solve these problems, this article proposes a new
concept of space information network named LEO-user-
oriented architecture, of which the backbone nodes include
only MEOs and GEOs, all the LEOs are users of space
information network, rather than parts of it. In this sense, LEOs
just need to connect to the backbone network when necessary,
which can reduce the cost of satellite links and make the
routing algorithm of backbone network easier.

The reminder of this article is organized as follows: Section
2 introduces basic concept, constituents, and characters of
traditional space information network. Section 3 proposes the
new concept of space network architecture: LEO-user-oriented
architecture. Section 4 presents some key techniques of the
new space architecture. Section 5 gives simulation result.
Section 6 concludes the paper.

IL.

At present there’s no unifying definition about space
integrated information network, it is generally accepted that
space information network is an integrated information
network that connects different types of satellites on different
orbits and ground facilities by ISLs and satellite-ground links,
on the rule of maximum efficiency. The network has abilities
to acquire, store, process, and transmit information intelligently,
and abilities of self-operation and self-management [2].
Structure of space integrated information network is showed in
Fig.1. The functions of each part are as follows [3]:

SPACEE INTEGRATED INFORMATION NETWORK

| Space Information Integrated Network |

Information Information Transmition
Acquisition Network Network

TT&C C i Early Wammg
Navigation i s and Avoidance

Deep Space |
Commumcatlon Exploration W Spa Sl

Fig. 1.

Physical
view

| | PNG Network

ACI'OSp ace [Functional
Operation view

Task
view

Different views of space network

a)  Space-based Information Acquisition Network is
responsible for collecting information, for example weather
information and investigation information. This part mainly
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consists of early-warning satellites, earth resource satellites,
meteorological satellite, space surveillance satellite and
reconnaissance satellite.

b) Space-based Information Transmission Network is
responsible for transmitting, delaying, and distributing
information. A good example is GPS which can transmit
nuclear exploration monitoring information without ground
station. Another example is tracking and data relaying satellite
system (TDRSS) although it is not networked obviously, for
there’s no ISL between TDRSS satellites.

c) Space-based PNT Network provides position,
navigation and time service for stable and movable users. GPS
and Chinese Beidou system are of this kind.

In addition, space integrated information network also has
the function of TT&C, network management, and information
pretreatment. Physical and functional structure views of the
network are showed in figure 1.

Space integrated information network is spacecraft-based
and various-service-information-integrated, it is a network that
fuses different types of networks, and the network has its
particular characters like: [4, 5, 6]

a)  Open Network: Space integrated information network
is open and compatible with multi satellite systems. In order to
achieve global information sharing, different networks are
interconnected, forming a heterogeneous network.

b) Information processing integration: space information
network must process information compositively and transmit
information rapidly so as to realize multi-network
interconnection.

c) Stereo information exchange: Space integrated
information network consists of space-based, grand-based and
sea-based facilities. The stereo topology leads to stereo
information exchange, which increases transmitting efficiency
and communication resource utilization.

d) Dynamic networking mechanism: Space information
network has ability to adjust and recombine some nodes
dynamically when necessary, and ability of self-origination.

III. LEOS-ORIENTED SPACE INFORMATION NETWORK

A. Concept

To design the space integrated information network
architecture is a difficult work. Some researches proposed a
terrestrial-user-oriented architecture, which considers the
terrestrial and airborne users as the major component of the
users (as shown in Fig. 2). In this architecture, low earth orbit
satellites (LEOs) are part of the space information network
rather than users to it, and there are ISLs between LEOs. In this
article, a new LEO-user-oriented space network architecture is
proposed. In this network architecture, LEOs like
reconnaissance satellites, meteorological satellites, etc., are
users, as well as some satellites located in Medium Earth Orbit
(MEO) and geosynchronous orbit (GEO), which is described in
Fig.3. There’s no ISL between LEOs. LEO accesses to

backbone network as a user, and transmits information to
destination through the backbone network.

The backbone network refers to the part which is
responsible for information transmission with high data rate
and high capacity for users. In the physical view of space
network as shown in Fig.1, space transmission network can be
seen as backbone network. The design of the LEOs-oriented
space network architecture is very different from the terrestrial-
user-oriented one, which has been optimized to serve only
terrestrial and airborne users. Major differences include: (1)
different data types (e.g.,, reconnaissance information,
telemetry and telecontrol information) (2) different QoS
requirements (e.g., latency, throughput) (3) location of users
(e.g., users in LEO, MEO, GEO) (4) status of users (i.e., the
relative velocity is high). [7]
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Terrestrial-user-oriented Space Network Architecture

GEO Layer
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Terrestrial Gateway

Terrestrial Networks

Fig. 3. LEO-user-oriented Space Network Architecture

B.  Benlfits
The reasons why LEOs are considered as users are:



(1) Simplify backbone network of the space information
network by reducing the number of its nodes, which can
contribute to simplifying of the design of routing algorithm.

(2) Improve expandability of the space network. Various
types and large number of LEOs can be connected to the
backbone network.

(3) Enhance flexibility of the space network. In the
terrestrial-user-oriented architecture, topology of LEOs and
other nodes of the backbone network is relatively stable (which
means it changes regularly). How to interconnect LEOs with
other nodes must be considered carefully. While in the LEOs-
oriented space network architecture, there’s no such problems,
LEOs just consider how to access to the nodes of backbone
network when they need to transmit information.

(4) Reduce the cost. In the terrestrial-user-oriented
architecture, LEOs needs to have more than 1 link as a node of
backbone network. But LEOs in the LEOs-oriented
architecture just need one link to connect to backbone network.
LEOs are users and served by the backbone space network, so

there’s no need to interconnect users, which can reduce the cost.

IV. KEY TECHNOLOGIES ABOUT LEOS-ORIENTED SPACE
NETWORK

A. Laser Links

Compared with the traditional satellite microwave
communication, the laser link has many advantages for the
high frequency (300MHz ~ 300GHz) and the small beam
divergence angle (only about 10 micro arc). The advantages
include: high data rate (= 10Gbits/s), high communication
capacity, good confidentiality, excellent anti-interference
performance, and the terminal equipment has the advantages
of small volume, weight, and power consumption. As a result
of these advantages, laser communication can be used to
construct the backbone of space information network, forming
a space information superhighway [8].

Different from the traditional satellite microwave
communication, the characters of small beam divergence
angle and long link distance make it difficult to aim at the
communication target. This requires the pointing acquisition
tracking (PAT) subsystem to achieve aiming at and tracking
each other accurately and stably. How to realize high capacity,
reliability and data rate of the communication link under
condition of vibration of the satellite platform, relative
movement between satellites, and various mechanical and
electronic noise, has been a complicated research focus.

B. Routing

In the space-based information network, routing
implementation is one of the basics for the normal operation
of network. Topology of space network changes frequently,
which makes it different from terrestrial internet. Currently,
the solution of space network’s routing is to store the routing
table on satellites, which is pre-computed on the ground.
When the topology changes, all satellites switch to new
corresponding routing table. This solution places restrictions
on robustness and flexibility. If one node is broken, the

network cannot adopt to the changes flexibly, the whole
network would be affected.

Several researches has been carried on about routing
mechanism, the existing routing algorithm includes DRA
(Datagram Routing Algorithm), PRP (Probabilistic Routing
Protocol) [9, 10, 11]. But all the researches focus on LEO or
LEO/MEO satellite network, a typical constellation is DLSN
(A Double-layered Satellite Network). There’s few researches
focused on routing algorithm that applied to MEO/GEO
satellite network, which is the main part of the space
integrated information network.

C. Access Technology

With the new concept of LEOs-oriented space
information network, there needs to be a connecting algorithm
between LEO users and backbone networks. Different from
traditional access technology of the internet, backbone of the
space information network has characteristics of limited
communication resources, changing topology and complicated
geometric relationship. These make access technology of
space information network facing with new problems. For
example, a reconnaissance satellite needs to transmit a photo
to ground station on the other end of earth using backbone
network, it can be seen by 7 nodes of backbone
simultaneously, how to choose the best one to access to
backbone network, achieving maximum throughput, highest
efficiency, and satisfying LEO users QoS requirements, is the
key problem that the access algorithm need to resolve.

In fact, access technology has been realized in terrestrial
networks namely IP network, cellular network and global
communication system (e.g. Iridium). But access mechanism
in space network is different. In global cellular network, a user
is generally covered by only one base station, which makes it
easy to design access algorithm. Even in junction of signals of
several base stations, the user just need to choose the strongest
one to access to. While in the space network, the node whose
signal is strongest may not be the best one owing to many
factors (e.g. relative position and velocity relationship, length
of time when the user can communicate with backbone nodes,
congestion, etc.). Differences of access technology between
four networks are shown in Table 1.

TABLE 1. DIFFERENCES OF ACCESS TECHNOLOGY BETWEEN THE FOUR

NETWORKS
P Cellular . Space
Network Network Iridium Information
Network
Primary Computer Mobile Mobile Spacecraft
Users P Terminal Terminal located in LEO
Velocity 0 Low High Highest
Involve the Involve the User can be
selectin selecting seen by more
algori thfn only algorithm than one
Access Stable in junction of iny mn £ backbo.ne
signals of Ju_nctlon o nodes, involve
different base different the selecting
station beam algorithm all
coverage the time
Link
Switch None Infrequent Infrequent Frequent




V.

In order to realize communicating with LEOs anywhere and
anytime, the backbone of space information network must
have two capabilities: 1) at least one of the backbone nodes is
in sight of the domestic ground stations at any time; 2) the
backbone network can cover any LEOs at any time. In this
section, feasibility of the walker constellation is proved though
simulation according to the two requirements above, which is
used in Beidou system with 3 planes and 8 satellites in each.

From the perspective of simplification, we use only two
planes of the walker constellation. Simulation parameters are:
7 satellites in each plane, semi major axis of the orbit is
24000km, eccentricity is 0, inclination of the orbit is 0, and
simulation time is 24 hours. We suppose that sensor type on
the satellite is simple conic and cone angle is 15 deg.

Fig. 4, 5, 6 gives percentage coverage for the LEOs whose
orbit is no more than 120km. We can conclude that it needs at
least 2 planes and 7 satellites in each to acquire global
coverage.

Fig 7 gives simulation results about access to the
constellation for ground stations, include XiAn, QingDao,
KaShi, JiaMuSi, and HaiNan. We conclude that no station can
realize reaching the constellation all the time by itself, but a
network composed of the 5 stations above can do.

SIMULATION

VL

In this article, we proposed a LEO-user-oriented space
network architecture. In this architecture LEOs are users to the
backbone, which is different from the one that LEOs are parts
of the backbone. The new architecture simplifies the structure
of backbone network and improves the flexibility and
extendibility of it. This article also probes into several key
techniques of the space integrated network. At last, feasibility
of the walker constellation being as the backbone network is
proved though simulations.
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Abstract—I-V curve and MPP are key parameters for solar
cell performance measuring. A low-cost testing system based on
Zigbee for outdoor solar cell outdoor measuring is presented in
this paper. The testing algorithm combining constant scale and
incremental conductance algorithm is discussed. Interpolation
method for |-V curve reconstruction and its error source are
analyzed. This paper also reports the specific structure of our
outdoor solar cell testing system. Using the developed algorithm
and test system, we present a detailed numerical investigation
and experiments about distributed outdoor solar cell
measurement. The results show that this method can provide
high-precison solar cell characters measuring with low
complexity.

Keywords- photovoltaic power system; |-V curve measurement;
maximum power point; wireless sensor networks; ZigBee

I. INTRODUCTION

The needs for green energy boost the development of solar
cell. Solar cells are developed to be more efficient and cheaper
[1-3]. But solar cells are easily affected in a harsh outdoor
environment while temperature, cloudy and dewing can ‘weak’
them [4-7]. Given the premise, it shows necessary to monitor
the operational efficiency of solar cells in the outdoor
environment. The results will not only provide a reference for

end system design, but also help improve solar cells production.

Most previous solar cell outdoor testing methods are with high
complexity, high cost and the number of cell under testing is
limited. With the development of embedded system and
wireless industrial sensor networks, distributed measuring
method can be introduced for solar cell outdoor testing [8, 9]. It
simplifies the construction of test sites and reduces the total
cost of the system. In this paper, a solar cell measurement
system is presented. Meanwhile the testing algorithm and
specific system design are discussed. ZigBee provides high
flexibility in distributed outdoor measuring. This system could
be a competitive candidate for outdoor distributed PV system
measuring in the future.

978-1-4799-4765-2/14/$31.00 ©2014 IEEE

Li Meng-zhu, Yang Yi, Zhou Hong-wei, liu Xu-yang,
Yao Jin-kun

College of Information Science & Technology
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II.  TESTING ALGORITHMS

In order to measure the operating characteristic of solar
cells, we should collect data for I-V curve under different
condition and measure the maximum power point (MPP)
which is the product of the maximum cell current and voltage.
We can get fill factor, transfer efficiency, shunt resistance,
series resistance and other characteristic parameters through the
I-V curve and MPP. It is shown that the MPP has direct
significance for practical PV use. In actual implementations for
the efficiency testing of PV system, we need to get envelop of
MPP changing by using maximum power point tracking
(MPPT). Under different condition and faced with different
solar cells, the system should be applicable and reliable. Since
the variable resistor matrix method has good stability, it can be
employed for IV curve scanning. The load current of solar cell
can be expressed by the following formula [10]:

| :|ph—|0{exp{q(LJ+ms)}—1}—% )]

AKT R,

In the formula above, |y, means photo-generated current
which is closely related to environment properties ,sunshine
intensity for example. |y means reverse saturation current. q is
electron charge. Up is the equivalent voltage of the diode. A is
a coefficient which is related to the material characteristic of
the PN junction in solar cells. kK means boltzmann constant. T
means absolute temperature. Rs means series resistance. Ry, is
bypass resistance. It can be shown in formula (1) that the
operating characteristic of solar cells is not only enslaved to
environment, but also related to manufacturing process and
material. The power on the load of solar cells is:

P=Ul,-Ul O{exp{q(UAET'Rs)} - 1} @)

According to the extremum condition, when the system
works at MPP, 6P/oU =0

qu qu qu 3
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It can be shown from (1) to (3) that we can get the
corresponding characteristic parameters of solar cells by
through the I-V curve and MPP. However, the I-V curve and
MPP show random variation in different outdoor conditions.
So it is important to scale solar cell working capability in
different nature environment by field testing.

Solar cell field testing is easily affected by environment and
weather condition. For example, the sun radiation may be
affected by cloudy and sunlight incident angle changes in
different time of a day. The long-term variation in outdoor
environment can be described by the product of the random
function and the curve of sun radiation, which can be expressed
as follows in a certain period of time: S=S0xR(6,{). 0 means
incident angle and { means sun radiation absorbed by
atmosphere. If the data collecting of solar cells takes little time,
the randomness caused by environmental variation will lead
little impact to the I-V curve scanning with resistor matrix. But
this variation can’t be neglected in long-term field testing.
Solar cell field testing needs to calculate the long-period
working efficiency parameters of solar cells in a certain area.

III.

In order to achieve the large-amount and long-period
monitoring about solar cells, we should focus on rapid-
convergent data collection and multi-node data access. The
parameters of outdoor environment show variation, as a result,
the algorithm of rapid-convergent data collection makes
contributions to the reduction of errors caused by environment
change. If multi-node data access can be achieved, we can
make it possible to collect a large amount of data so that the
result tends to be accurate. The environment factors should be
measured too. A threshold triggering method is employed for
data collection. Also, we should measure them. If they change
a lot, we have to delete the monitoring data. The judge should
base on a suitable triggering threshold. Besides, MPP may
deviate a lot and show series of discontinuity because of
weather conditions and long-time intervals while measuring, so
convergence algorithm should be reset at each interval.

SOLAR CELL MEASURING

In our algorithm, scaled constant and resistance matrix
scanning are important for -V curve measuring. Since under
the same irradiation intensity, MPP is not sensitive to

environmental change and related to scaled open circuit voltage.

We can estimate the voltage at MPP when we have got the
open circuit voltage. It can be shown in formula (3) that the
incremental admittance of solar cell is equal to the negative
admittance beside MPP. According to the method, a negative
scanning step in I-V curve is adopted for the starting point.
Then gradually increase the value of resistance to get the best
value of MPP. We can set the step value depend on the
permutation and combination of each component of resistance
matrix to achieve the successive approximation of scanning
interval, which can not only avoid disturbance oscillation, but
also avoid complex fuzzy algorithm and improve scanning
speed. In our system, we scan the I-V curve by resistance
matrix with MOFET, determine MPP point, and then optimize
the result with spline interpolation. This method has many
benefits, including avoiding baseline shifting caused by aging
in outdoor environment, more accurate measuring of open
circuit voltage, wider range of accurate I-V curve scanning,
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more accurate resistance test and fewer computational steps to
improve the ability to adapt to environment change. Boundary
errors and type errors can both affect the reconstruction of I-V
curve with cubic spline function. The influence from boundary

errors can be shown as:
4 1 1+
ox1= (3] il
4 (1"
16,(x) < 27(2] hh, .|

27

It can be shown in figure (4) that if the sampling errors
(579> n1) at the circuit voltage and the short circuit current
can be restrained, the influence from boundary errors will be
greatly reduced. Since the open circuit voltage is of stable
transient response when sampling, we can get it with multiple
methods. Since the voltage is zero at the short circuit, we can
assign 0 to the spline function at that point and focus on the
corresponding step size hn-1 to reduce errors, which is one of
the benefits to use cubic spline interpolation function method.

The type value error in each sampling data is:
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It can be shown from the formula above that we can
improve the accuracy of curve resumption and reduce errors
effectively. However, during the measurements, smaller step
needs longer scanning time. If environment parameters change
quickly, extra errors will be introduced into measurements
even make the results useless. The shape of the I-V curve is
usually organic and most parts of the curve are smooth. MPP
appears at its inflection point. If boundary errors are limited
well, the extreme value of errors of cubic spline interpolation
appears beside the inflection point which changes greatly. As a
result, it is more beneficial that the determining value process
of MPP can also apply to optimize the I-V curve when
designing algorithm. The process that MPP converges to its
exact value is equivalent to cubic spline interpolation of the
variable step size and the step size of spline interpolation lies
on the topological structure of resistance matrix and its
maximum individual load. According to the requirement from
distributing measurement, measuring data collecting and
transmission of control signals are based on ZigBee protocol.
The nodes achieve control signals from the upper computer and
return monitoring data. The timing interval of return
monitoring data is controlled by the nodes. After they receive
start control command from the upper computer, the nodes are
synchronize with the command and produce a step value via
pseudorandom sequence to determine the specific time to
return data in periodic slot time.

PIC16F877 is used as MCU for each sensor node. ZigBee
wireless communication module use CC2530 to connect
PIC16F877 via a serial port. The current output of solar cells is



sampled by a 0.01Q precision resistance then it will be
magnified 50 times by MAX4376FAUK precision current
applier for PIC16F877 to sample. The system uses an eight-
size resistance matrix to get 256 scanning I-V curve values
with 256 different load values. We use HCPL2630 optocoupler
to isolate PIC16F877A and MOSFET drivers. The nodes use
DS18B20 sensors and AM2301 sensors respectively to monitor
the temperature characteristic of solar cells and ambient
temperature and relative humidity to assess their working
conditions. The data returned each time are sent back to the
upper computer via ZigBee channels. The upper computer use
LabVIEW to build the handler and the GUI interface to process
and show the data. This program provides us with an interface
to change the serial port and the sample interval. The data
received are shown in four forms including instrumental panels,
curves, a thermometer column and hexadecimal numbers.
What’s more, we can save the data to a certain file.

i)

(b)

Fig. 1. Solar cell measurement node and GUI

IV. RESULTS AND DISCUSSIONS

In order to verify the feasibility and effectiveness of our I-V
scanning algorithm, according to formula (1) to (3), we have
simulated the process of monitoring solar cells in different
temperatures with the 8-bit resistance matrix. The error of I-V
curve reconstruction is shown in Figure.2 and Figure.3. It is
shown that the refactoring I-V curves have high consistency
with the original curves. The errors are nearly equal to AD
quantization errors when voltage is small. The errors of the
reconstructed I-V curves appear mainly beside the falling edge
of boundary value MPP point, and especially beside MPP point,
where the curves are with oscillation shape. The maximum of
errors appears before MPP point as a result of the rapid change
of the curve from smooth to fast falling, so that type error of
cubic spline function increase with oscillation. At the falling
edge with the change of the curves, errors reduce and gradually
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close to boundaries. Because of the accumulation of type error
and the increasing influence of boundary errors, error curve
grows a little. The reconstruction errors above can be reduced
by multiple means and decrease of scanning step size. The
errors beside MPP can be decreased especially when increase
the resistance which is of the same order of magnitude with the
series resistance of solar cells. It can be shown in the
measuring result with the 8-bit resistance matrix that the errors
of the refactoring I-V curves are smaller and the accuracy of
the refactoring I-V curves are high. In addition, the method is
of high operability so it can be taken as an effective way to
measure parameters of solar cells.
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Because of random access mechanism of polling, channel
conflicts can’t be avoided. Transmit buffers should be
employed for conflict suppression. Figure.4 shows the channel
conflicts of 1024 nodes in a transmit cycle with different buffer
size (0, 4 and 16 cycle respectively). As can be seen from
Figure.4, the channel conflict can be almost avoided even with
4-cycle buffer.
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To test the performance of our system discussed above, [-V
curve scanning about 16 solar cells has been carried out. The
polling interval is set to 1 hour and the measuring period is 4
days (10:00 to 14:00 each day). The system sampling time set
by real time clock and timestamps when data returns. The
invalid data affected by the random change of cloud are deleted
automatically. The measuring data are saved in database so that
users can analyze them. The measuring I-V results are shown
in Figure.5. In Figure.5, the shapes of I-V curve are achieved
by dynamic resistance matrix scanning with spline
interpolation algorithm shown above. The curves are more
continuous around MPP points, which make it easier to get the
accurate MPP value and the continuous I-V curve to analyze
the solar cells performance. The MPP of solar cell is very
important for solar cell performance test. The MPP
measurement error is shown in Figure.6. Errors between the
values calculated from our algorithm and the real values are
less than 1% in most cases. The errors are in direct proportion
to the scanning step size beside the MPP points. The errors can
be further reduced if we increase the number of resistances in
resistances matrix to shorten the scanning intervals.
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V. CONCLUSION

Outdoor solar cell measuring is important for PV system
design. I-V curve and MPP are key parameters to determine the
solar cell performance in outdoor condition. We report a low-
cost ZigBee based measuring system for solar cell outdoor
testing. A novel I-V curve dynamic scanning method is implied
through the low-cost resistance matrix and revised discrete
spline interpolation. The I-V curves reconstruction, ZigBee
conflicts suppressing and MPP calibration are discussed
through theoretical analysis and experiments. The results show
that this method can provide high-precision solar cell
characters measuring with low complexity.
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Abstract—A rapidly ageing population, the prominence of
obesity and associated medical conditions, widespread incidents
of drunken driving, advent of telematics, advances in medical
devices and emergence of 4G mobile networks necessitates and
enables the convergence of biometrics into automobiles that can
facilitate rapid and relevant responses to save precious lives. In
this paper, the authors describe how such a convergence can be
achieved by proposing an automotive healthcare and safety
framework controlled by a dedicated healthcare systems control
unit and its integration into an automotive Internet of Things
containing telematics and other systems. The paper further
explores the fulfillment of emergency response using cloud
computing and vehicle to anything technologies as well as the
potential impact such a framework can have on safety of our
cities.

Keywords—Biometrics; Sensors; Telematics; Internet of Things

l. INTRODUCTION

With continuous advances in technology, an automobile
today is no longer just a mechanical means to take humans
from one place to another but rather an "Internet of Things" in
motion with humerous subsystems and hundreds of sensors that
communicate with each other and, using 4G as well as vehicle
to anything (V2X) technologies, with other automobiles.

Asimov's First Law of Robotics in [1] states that "A robot
may not injure a human being or, through inaction, allow a
human being to come to harm." In USA alone, there were over
ten thousand fatalities in automobile crashes associated with
drunk driving in 2012 [2] and close to fifty thousand accidents
caused by medical emergency from 2005-2007 [3]. As the
global vehicle population grows and disposable incomes rise in
emerging economies, global fatalities due to impaired driving
may go up even higher [4] [5]. It is an opportune time to apply
Asimov's First Law of Robotics to the automobile. An ideal
characteristic for automobiles would be the ability to prevent
such accidents before they occur and to provide necessary
inputs for a rapid and effective response after they do.

In this paper, authors conceptualize an “Automotive
Healthcare and Safety” (AHS) framework that can fulfill this
behavior.

978-1-4799-4765-2/14/$31.00 ©2014 IEEE

Il. AN AUTOMOTIVE HEALHCARE AND SAFETY
FRAMEWORK

Advances in medical devices have made it possible to build
sensors that are small enough to be embedded into a vehicle
without causing an undue impact on aesthetics. In addition, an
automobile is less restricted by size and weight in comparison
to consumer electronic gadgets. A modern automobile can thus
be unobtrusively embedded with biometric sensors into various
parts of an automobile’s interior. The proposed AHS
framework is envisioned as a set of biometric sensors feeding
real-time data into a dedicated control unit that can be
configured to alter vehicle behavior based on configurable
parameters.

As depicted in “Fig. 17, the AHS framework consists of a
healthcare systems control unit (HSCU) that communicates and
collaborates with other in-vehicle networks such as the
telematics control unit (TCU), V2X, the engine control unit
(ECU), the global positioning system (GPS), etc. The HSCU
controls sensor arrays established within the wvehicle and
leverages in-vehicle displays such as the head unit (HU) along
with dedicated displays for the AHS. The AHS framework is
configurable in order to be able to tap into other devices
including consumer electronics such as smart watches and
smartphones or medical devices such as glucose monitors using
near field communication (NFC), Bluetooth, Wi-Fi as well as
wired channels such as universal serial bus (USB).

The HSCU consists of a real time process controller to
continuously monitor the sensor arrays, an event management
subsystem to address triggers received or generated using
algorithms, a rules engine to host the configurable parameters
controlling AHS operations, a security and encryption
framework providing at-rest and in-transit data security, and an
authentication and profile management subsystem providing a
way to automatically segregate and protect sensitive
information. The personal health profiles are stored in the AHS
cloud that is accessible via the TCU and/or the user’s
smartphone. Once properly authenticated the AHS can use and
load appropriate health profiles from the AHS cloud into local
storage within the HSCU.

Changchun, CHINA
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Fig. 1. The Automotive Healthcare and Safety Framework

The proposed framework is naturally extendable on the left
as more and more biometric sensors are made available. These
in-car biometric components could be powered by the vehicle’s
power systems and continuously record at preconfigured
intervals into HSCU.

The AHS framework is envisaged as a multi-tenant
framework and thus has a potential to cover all occupants of
the wvehicle, provided adequate sensors are available and
configured for passengers. Privacy concerns may require a
dedicated set of biometric sensors for each passenger.

The AHS framework allows for the use and loading of
appropriate health profiles from AHS cloud. This enables
interoperability across multiple vehicles and also provides the
ability for appropriate third parties to use the information in
case of an accident for a rapid and effective response.

I1l.  POSSIBLE IMPLEMENTATION OF AHS FRAMEWORK

A possible single-tenant implementation of the AHS
framework is depicted in “Fig. 2”. Sensor arrays consists of
heart rate, blood pressure and body temperature sensors on the
grip of the steering wheel, a breath analyzer in the center of the
steering wheel, a dashboard visual light and infrared cameras to
detect pupil dilation and facial symptoms, air quality sensors
on the center console, a wide angle camera on the rear view
mirror, an electrocardiogram monitor in seat belts, weight and
movement sensors in the seats, a fingerprint scanner on the
gear selector knob, etc. Output from the HSCU displays real
time data and analysis from the sensors on the windscreen. The
HSCU is also connected to the HU to allow interaction with the
driver.
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IV. PossiBLE USE CASES FOR AHS FRAMEWORK

A. Proactive Personal Health Monitoring

As a population grows older, keeping track of an
individual’s health becomes more important. People spend a
significant amount of time in their automobiles on a regular
basis. This allows the AHS framework to collect a person’s
vitals on a regular basis using the vast array of sensors at its
disposal.

When the automobile is powered up, the AHS uniquely
identifies the driver using an authentication and profile
management subsystem. The appropriate medical records are
then loaded into memory and configured into to the profile,
after fetching and synchronizing with the AHS cloud. If paired
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Fig. 2. A single-tenant implementation of AHS framework



with smart devices, a unidirectional or bidirectional
communication channel is also established. The AHS
framework then triggers collection of data from its sensors and
keeps monitoring continuously at preconfigured periodic
intervals. In collaboration with health applications that are
installed on consumer electronic devices, a comprehensive
personal medical history can be maintained. The care givers
can be authorized to collect the medical history from the AHS
cloud. This improves the efficiency and effectiveness of trips to
the physician.

B. Medical Emergencies

During the course of driving the vehicle, the AHS
framework is continuously collecting vitals from the driver at
preconfigured periodic intervals. The data is being
continuously analyzed in HSCU and if the HSCU detects an
anomaly in medical data, it prompts the driver over the HU
and/or audio systems in a non-distractive way and waits for a
response. The framework can be configured to automatically
trigger medical emergency procedures in the event no response
is received from the driver within a certain time frame and/or
erratic vehicle behavior such as sudden acceleration or
deceleration is detected by other systems in the automobile.

When a medical emergency is triggered, either by the driver
or by the AHS framework, the HSCU in conjunction with the
TCU establishes communication with emergency services.
Once a voice and data connection is established, all relevant
medical data is automatically passed on to emergency
responders in an encrypted form and a live data feed is
provided to allow emergency responders to continuously
monitor the occupants’ vitals until assistance arrives. The
responders will be also able to advise the passengers of basic
self-sustenance measures for initial care if deemed appropriate,
saving precious time. Finally, using identity, vitals and medical
history, emergency responders can better prepare themselves
for the patients’ status when they arrive.

The AHS will also establish communication with the ECU
and other automobile systems such as assisted driving or semi-
autonomous driving to switch on hazard lights, alert law
enforcement, safely slow, and maneuver the vehicle into a safe
position. The AHS framework is also capable of using vehicle
to vehicle (V2V) and V2X communication channels, if the
automobile is appropriately equipped, to search for nearby
medical facilities as well as emergency responders by using
simulcast over multiple channels to shorten the emergency
response time.

C. Proactive Preventive Scenarios

The AHS framework is capable of triggering proactive
preventive responses based on configurable parameters. As the
vehicle is powered up, the AHS framework kicks in and
initiates a data collection from a preconfigured set of sensors.
The AHS can prevent vehicle movement in case the driver’s
vital parameters are beyond the acceptable range. These
thresholds either can be personally configured or mandated by
regulatory requirements of a given location as obtained by GPS
sensors. Safely and proactively disabling vehicle movement
coupled with driver assistance can help prevent thousands of
accidents per year.
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For example, if the breath analyzer detects that the driver
has a blood alcohol content (BAC) exceeding a preconfigured
level (such as 0.08), a connection with the ECU can be
established, and instructions for disabling the engine are sent
along with a warning message to the vehicle’s HU. As a
secondary action, the AHS can communicate with the TCU to
initiate an assistance call for services such as “designated
driver” or “taxicab services.”

D. Reactive Preventive Scenarios

Since the AHS framework is continuously monitoring a
driver’s vital health parameters, when coupled with other
automobile systems, the AHS forms a strong sensory network
that can prevent accidents caused by distracted driving and bad
driving practices by warning and later enforcing, if so
configured.

For example, the AHS framework can be configured to
detect drowsiness using blood pressure and pulse monitors
coupled with detection of abnormal steering wheel behavior. It
can then not only provide feedback to the driver using cabin
lights, horns, music volume, and other mechanisms to alert the
driver but also compensate for impaired motor skills by
increasing the dead zone on steering wheel or increasing the
effectiveness of advance driver assistance systems.

In another example, the AHS can use eye movements,
steering wheel responses, and noise levels to determine a lack
of focus on the road and appropriately warn the driver and, in
extreme scenarios, request other automobile systems to prepare
for emergency reactions such as hard breaking commensurate
with  environmental factors. In such a case, V2X
communication can also be utilized to warn other vehicles in
the vicinity of the potential danger posed by an impaired driver.
Other vehicles can then indicate to their drivers of the presence
of a dangerous vehicle.

E. Reactive Permissive Scenarios

In the unfortunate event of an accident, the AHS framework
will work collaboratively with the TCU and other systems to
supplement automatic collision notification (ACN) messages
and subsequent emergency protocol behavior.

As demonstrated earlier in the “Medical Emergencies”
section above, the occupants’ vitals will be sent over to
emergency responders and a live feed will be established to
allow responders to continuously monitor the situation. For
multi-tenant implementations, all occupants’ data can be shared
to emergency responders. In case of single tenant
implementation, the AHS can still use the infrared sensors and
cameras coupled with other vehicle sensors to provide inputs
regarding other occupants to emergency responders.

F. Other Use Cases

The AHS framework can be configured to automatically
record video feeds from vehicle cameras, both inward and
outward, in conjunction with other systems, and automatically
upload video to the Cloud in the event of a traffic accident.
That data can then be utilized by law enforcement agencies to
serve as evidence if required.



The AHS framework can even be utilized while vehicle is
not in use by using “standby” mode. A standby mode can be
configured for limited usage of censors and reduced power
consumption. This standby mode can be configured to detect
when and if there is a human or animal present in the vehicle
when the automobile is locked and all windows are shut. This
can help reduce the number of incidents where infants or pets
are accidently left in parked vehicles and die due to exposure.
The AHS framework can be configured to page the owner of
the vehicle to notify them. In the extreme event that the vehicle
detects abnormally high temperatures or loud noises in the
vehicle, emergency services can also be automatically notified.

V. CONCLUSION

As we enter an era of ubiquitous sensing and connected
systems, it is important that automobiles evolve alongside other
technologies. The AHS framework provides a possible means
for developing an extensible healthcare subsystem for
deployment in automobiles.

In 2012, there were over ten thousand fatalities in crashes
involving a driver with a BAC of 0.08 or higher in the USA
alone [2]. These scenarios can be prevented proactively by
disabling the vehicle temporarily. The AHS framework allows
for safe limits of BAC to be configured by well-wishers and/or
mandated by regulatory policies, potentially saving thousands
of lives across the globe. Similarly, a study conducted in 2007
discovered that there were close to fifty thousand incidents of
traffic accidents caused by medical emergencies from 2005-
2007 in USA [3] and in 2012, the National Highway Traffic
Safety Administration estimated 3,328 people were killed and
421,000 injured in traffic accidents involving distracted
driving. Finally, 10% of 15 to 19 year olds involved in traffic
accidents reported being distracted at the time of the incident
[6]. Coupled with assisted driving or semi-autonomous driving,
there is a significant potential to reduce the number of
accidents caused by preceding medical emergencies and
distracted driving and help drivers in distress.

Research suggests that a patient will lose consciousness 8
seconds after a cardiac arrest event occurs and the brain
damage occurs after the first 4-6 minutes following the event
[7]. The AHS framework can detect symptoms of cardiac arrest
and automatically notify emergency responders of the situation
while the framework continues to actively monitor the driver’s
vital health parameters and relaying this data to emergency
responders enabling them to better prepare themselves for
arrival at the scene. While there is no correlation between EMS
response times with mortality rates, but there is a need for
identification of patients who could benefit from rapid EMS
response [8]. Additionally, EMTSs arriving on scene have to
spend precious time to determine the mechanism or nature of
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the injury, the total number of patients, the necessity to request
for additional units if required, and determine the priority for
required emergency care [9]. The AHS framework can be
configured to inform emergency responders of the time-
sensitive nature of the medical emergency and provide initial
information to the responders, reducing delay for the onset of
the medical emergency to treatment being administered. More
than six hundred children have died in vehicles due to heat
stroke in USA [10]. The standby mode of AHS can help reduce
the number of incidents where infants or pets are accidently left
in parked vehicles and die due to exposure.

As demonstrated, solutions developed using the AHS
framework will allow for more rapid and appropriate reactions
when faced with critical decisions involving human life by
preparing emergency responders to the circumstances while en
route. The AHS will also have compatibility across multiple
automobile manufacturers as well as emergency service
providers, potentially saving thousands of precious lives.
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Abstract—Based on the management system of university
laboratory project application in ZJUT, this article studies the
technical principle and core things deeply so as to know the
actual effect of web application developed by WebWork
framework and extended functions by jFinal framework. At the
same time, a MVFO model which is suitable for this project is
provided according to the insight of MVC and specifically
analyzed by the function of exporting form view in Exce
spreadsheet, which strengthen the comprehension and study of
softwar e ar chitecture theory.
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L. MVC PATTERN

With the development of software pattern and framework, a
lot of outstanding design patterns have been provided to
enhance the scalability and maintainability of project and
optimize the logic of codes, which have been already employed
to many fields widely. Among those, the MVC pattern, first
made available by Gamma, has played a great role in web
application development gradually. It makes use of the object-
oriented thinking to divide the whole software responsibilities
into three parts in order to reduce the complexity of
development and supply a clear way to design web application
[1]. At the same time, it even becomes the standard rule of
software engineering to some extent.

A. The Composes of MVC

There are three parts in MVC patter: Model, data model,
which transports the input and output data to uniformly process
and saves them as the abstract object, encapsulating the data
structure and operation [2]; View, the outside presentation of
data, which provides users the visualization by many relevant
views and make active interaction with outside world to take
on the responsibility to trigger the implementation of inner
logic; Controller, the bridge of View and Model, which
maintains the views by processing the input data according to
corresponding rules and requirements so as to achieve business
logic [3]. The specifics of the three parts’ relationship are as
followed:

978-1-4799-4765-2/14/$31.00 ©2014 IEEE

Wentao Xu

College of Computer Science and Technology
Zhejiang University of Technology
Hangzhou, China
elfxwt@163.com

Controller

Data

Changes Notification

Fig. 1. MVC pattern

B. Prosand Consof MVC

As a structural and creational software design model, MVC
allows for reusable components to be applied in an expandable
system and reduces the development complexity of Web-based
application by separating data logic and business logic of
projects, leading the general and normative way for large web
service applications [4]; And the three parts not only have a
close connection but also have a pronounced division of labor,
ensuring the realization of business logic and the requirements
of project by the way of controller connecting the view and
model, which make full use of the object-oriented idea;
Furthermore, Model, View and Controller can be concurrent
and has no relationship with platform, improving the efficiency
of development partly [5].

Nevertheless, a clear division of labor and objectified
design will inevitably lead to the tedious code and extra
overhead, which produce the increasing of workload for small
web-based applications that not need the strict divisive
structure; at the same time, there are also some issues exist in
large scale projects, for example, the unclear part belong to
some functions and classes when there have the increasing
number and complexity of middle operations and the bulky
Controller which is difficulty to control and organize [6].
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Therefore, the individual architecture for different project
should be designed according to specific requirements on the
base of MVC model. In this article, a MVFO model has been
proposed by the extend function of management system in
university laboratory project application, which will be
analyzed with details in chapter three.

II.  MVC MODEL OF PROJECT

A. Project Introduction

University Laboratory Project Declaration System is an
innovation responding to “National Five-year plan”, which
combines Education and Information industry. This project,
based on the department of laboratory and property
management in Zhejiang University of Technology, realized
the whole application process of laboratory constructed project
declaration in Web System, involving many roles of the
departments and four main workflows: the academy long plan
of laboratory construction project application, the laboratory
construction project application, the equipment purchase
application, large equipment and self-made equipment
purchase application. As a result, the capability of university to
undertake large projects and manage the purchase of equipment
has been improved.

MyApps software developed quickly platform has been
employed in this project and its in-built components, including
workflow engineer, Form constructor, Report Constructor and
other visual tools deal with the business functions, such as the
achievement of data, workflow processing and reports
presenting. In addition, the system is divided into two parts,
foreground processing and background management. The
logging user in the foreground could set his department and
role in the background so as to present different page view
according to different users. At the same time, the powerful
workflow engine of MyApps makes the easy development of
management system based on workflow. Take the purchase
management module as example, whose design Figure is as

follows:
&

Finance

C.6 .44 0

start applicaton coleague ...

f
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£t
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project

Fig. 2. The workflow of purchase management

B. Analysis of the Whole Functions

The bottom framework of myApps has employed the
WebWork framework and made best use of MVC model
thinking [8]. This project, which makes the secondary
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development based on myApps, finish the basic functions of
the University Laboratory Project Application management
system, such as fill out form, data storage, conditions search,
view presentation, review based on process and so on. Next we
will analysis a whole function in the project according to MVC
model thinking.

Take the purchase application of large device as the
example, firstly input data in the view and send out data
request, then show up the view page, which is realized by JSP
technology. The data request is encapsulated into Action object
by Servlet controller, which will be the instance of many data
models by the time of the building of many view objects and
transferred to background to prepare for corresponding
business logic operations.

Among the purchase application of large device, different
login roles correspond to different menu functions, for example,
the leader and relevant department need to check the revised
form, which requires the form that satisfied the conditions
searched out and showed up on the front page. On the myApps
developed platform, some complex functions can be realized
by easy script language, just as the SQL script to query the
results from database.

var doc = getRelateDocument();

var id = doc.getld();

var sql = "select * from tlk_m05_spending_plan where
ITEM_COMMON_PROJECT_ID=""+id + "

sql

Fig. 3. SQL script

MyApps platform employs the Hibernate Framework,
which maps the Java object to database by corresponding
configuration files and mapping files so that it can make the
operation of modification and update and so on for data [9].
Here, the SQL statements query the qualified data objects by
Servlet controller of Hibernate and commit the corresponding
operation to database, then return the query results and show to
the explore by View level. The View level makes the
encapsulation of data request to data model by controller, and
then executes corresponding operations in databases by data
model and some business logic of request in controller, finally
shows the return results to explore in view level by controller.

III.

The Dbasic requirements of University Laboratory
Declaration Management have been finished by employing the
myApps platform effectively at the beginning. However, with
the increasing of requirements, the platform cannot satisfy the
real requirements, which is embodied by the imperfection of
platform statistic function and the lack of document import and
export functions. Because of the complexity of original
framework, we explore an extended package by another simple
MVC framework, Jfinal. Through the interaction of data and
operation with original system, we has already explored many
extended function modules, such as Form-View export Excel

MVC OF PROJECT EXPANDED FUNTION



Module, Form content export Excel Module and Form status
statistic Module.

A. Jfinal Framework

JFinal is a simple, light, rapid, independent, extensible Java
WEB+ORM framework, which is also a MVC structure like
Struts2 Framework [10]. During the process of development,
there are no complex operations of xml configuration and
database. So we choose JFinal framework to develop the
extended functions of this project.

There are five parts of this JFinal framework, including
Handler, Interceptor, Controller, Render, Plugin [11]. Among
that, Controller is the controller of MVC model as one of the
kernel classes, which handles the definition and organization of
Action and plays an important role. At the same time, JFinal
employs ActiveRecord to operate data and Model component
to be the model of MVC, which can have the database
operations by inheriting them and have simpler operations and
higher efficient than Hibernate Framework [12]. This project
takes best use of the convenience supplied by JFinal
Framework and realized the corresponding business logic
directed by MVC model.

B. Analysisof Extended Funtions

Take the Form-View export Excel Module as an example.
We need export the represented or queried data of form-view to
Excel. The details are as followed:

Fig. 4. The view of Export Excel Button

The above picture is a part of View in the MVC model of
the Export Excel functions and it employs the original view of
myApps resulting from the base on myApps software platform.
In this view, we add two extra buttons, export all Excel and
export selected Excel, which can realize the function of
exporting Excel, to post the wanted data by Controller
component. With the demand of actual requirements, two data
models were designed because the represented data and
searched data by conditions should be exported. At the same
time, other models, such as Columns, were also designed to
map different views, including project implementation
schedule Form, project device items Form, fund plan Form.
The Models extend class Record of ActiveRecord in JFinal
framework and provide many other functions adapt to MVC
operations. Despite that, the function of exporting Excel needs
relevant database operations to achieve the right data other than
the direct data passed by View, so we build up xml document
to assistant the database query in order to expand data Model.
The function of View and data Model are shown as following.
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Fig. 5. The function of View and model

We design ExportView Class to inherit kernel Controller
class, whose design principle is to accept the data transported
by View, and have a lot basic interacted functions of View and
Model. This Controller of exporting Excel is mainly to accept
data posted by View which will be build up Data Mode object
of View and ViewFilter. And at the same time, the data
achieved by relevant database operations and document format
to shape Excel form view which can get from web. There have
the renderFile function owned by Controller in JFinal
framework to realize the specific implementation. The project
documents of Controller and Data Model are shown as
followed.

4 g = obpm extend [obpm_extend master]
» 'z Deployment Descriptor: obpm_extend
bl
4 % Java Resources 4 [ - appmodel
¢ = '
affesc » [} = Column,java
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» [J} Labprojectjava
|41 = Viewjava
> [ ViewFilter java

» I CountControllerjava
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» ) Labtestjava
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Fig. 6. The project organisation

Next illustration is the whole process of specific design.
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Fig. 7. The whole process of specific design

C. MVFO Model

Although we can manage different and variable
requirements by separating Model Data and View part
through Controller in the time of designing system extended
function by MVC framework, it is hard to label some
functions in the specific background operations and used to
be classified to Controller leading to complexity and
redundancy. And at the same time, this also makes the whole
project hard to maintain and expand. Therefore, this paper
presents a new framework MVFO to deal with these
problems according to the extended functions of this project.
In this framework, M and V are still original meaning,
Model and View, while F is Function, including some
functions that get data from view or generate object data, and
O is Operation, mainly focusing on the middle and necessary
operation to achieve the object data, such as some operations
of database and so on. That is to specific the details of
Controller to two classes. It is no doubt that there have
different missions in F and O by different projects. In this
extended function project, F includes the functions of
accepting view data and generating Excel, while O is
responsible for some related database operation such as the
splice of SQL and so on. The following is the design figure:

Connect SQL,
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F —N 0

Funtion Operation

respond
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&

Corresponding

View, ViewFilter, xml file
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j Different model
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M
Data Model

Fig. 8. the design figure
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This Framework is just adapt to some large and
complexity project but not all the projects, and the above
specific operations is on the Laboratory project declaration
and make relevant operations more clear, providing
convenience to the maintainability and expansibility of
follow-up work.

IV. CONCLUSION

This paper has studied the principle and thinking of MVC
framework deeply based on the implementation of
Laboratory Project Declaration management system and the
details of Java Web upon the MVC framework, including
WebWork framework and JFinal framework, by analyzing
the design of MVC in this project. What’s more, we
developed the extended functions of this project employing
the JFinal framework which integrated well to myApps
platform, and analyze the MVC framework specifically by
taking export reports functions as the example to propose the
MVFO framework adapted to this project further, separating
the functions and operations from controller to get better
improvement of expandability and maintainability.

Because the emphasis of this paper is the design and
study of MVC framework, there have no specific
introductions and references of design patter.
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Abstract—Risk Assessment is one of the most critical parts of
softwar e engineering process and Risks are the factorsthat could
be resultsin software failureif they are not correctly handled. In
this Paper we propose a solution to reduce risks using UML
visualization of software processes in detail and V-Mode
(Software Development Lifecycle Model) techniques are
performed to produce verified results in each phase of
development lifecycle. Using all above aspects and research
findings we propose “Risk Assessment V-Model”. Furthermore,
we use “Do Sale Process’ to discuss different properties of our
model. This model is quite in general and can be applicable and
expendable for many kinds of softwar e systems.
UML, Risk

Keywords—Risk  Assessment, | dentification,

Software Project Risks, V-Model

L INTRODUCTION

One of the critical concerns in software industry today is
risk management. Risks could results in software failure if they
are not managed accordingly. Risks are basically combination
of two factors where first is software malfunctioning. It focuses
on failure to deliver at certain part of software development
cycle. Second factor is severity. It shows effects of
malfunctioning  in  software  processes.  Sometimes
malfunctioning cannot be manageable. For example if all
software processes are dependent on malfunctioned process
and it need to be change. It may affect whole software and may
results in software failure.

Software risk management is the practice of assessing and
controlling risks that affects the software projects, process or
products. In [1], S. Nurazlina et al describes that risk
management as practice to avoid software risk and using
software visualization it may helpful for software risk
assessment in software development life cycle.

In [2], M. Bosan et al defined possibility of loss by
software risks in form of poor quality and increased cost and
also as software failure or delay in completion. These days as
Information Technology is expanding, there are more chances
of risks in software development then before. In [3], Z.
Kremljak and C. Kafol describe different types of risks to
which companies are exposing day by day and their effect on
software projects
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Risks are affecting largely to software industry. W. Han
and S. Huang also describe its effect on software projects and
show report [4] by Standish Group in 2004 which indicated
that 53% of projects were unable to deliver on time, within
budget or within required functionality whereas 18% projects
were cancelled due to software risks. According to this report
risk assessment is one of the most critical parts of software
engineering.

For risk assessment there are various measures have been
taken and some of them are implemented and currently in use
by many organizations. Most of these measures focus on
specific area of risks. In next section we will discuss some of
related approaches proposed by authors to handle risks.

II.  RELATED WORK

Risk assessment is done at different levels and different
stages. There are several methodologies are introduced to
handle different kinds of software risks associated with
software and software development lifecycle.

Ranking risks is the most popular technique to measure
severity of software risks. In [5], Y. Wang et al proposed a
technique to rank risks on historical data. Assessment is
divided into two parts, First part is gathering assessment set
from Historical data. Secondly achieve matrices values for
risks in the set.

Trustworthiness is also a major factor in software
development model. In [6], J. Li et al propose trustworthiness
metrics and risk management effectiveness calculation methods
with risk transfer assumptions and cost constraints to improve
software process risk assessment and enhance trustworthiness
for software process management.

Software Visualization technique is also a good way to
reduce software risks as we mentioned previously in [1]. Using
software visualization there is more possibility of assessment
accuracy.

Besides, these are many assessment models for risks some
of them based on probability matrices, mathematical matrices
or on questionnaires based risk assessments and most of them
are for specific field of use.
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A survey conducted by K. Georgieva et al in [7] gives
analysis of different assessment models and a timeline from
1995 to 2008 about risk assessment. Some of them ensures
qualitative and some quantitative assessments.

From all above observations we conclude that software risk
assessment is critical part and as risks involve, there is
possibility of failure or delay in software completion. There are
many models to overcome but we use assessment based on
UML Specifications. As UML can better visualize software
processes, therefore it’s easy to determine risks at every phase.

Our model is methodological base which main goals are to
identify and monitor risks and also ensures traceability at each
phase.

III.

In this model we use methodology based on UML and V-
Model development lifecycle. As we know UML is the most
widely used for software development and it is understandable
by developers and designers. UML diagram also helps to
manage complexity of system and architectural problems and
enhances comprehensibility [8] and [9].

RISK ASSESSMENT MRTHODOLOGY

On other hand V-Model is widely accepted development
lifecycle for software development [10]. It is best model for
test driven software development. Each phase of V-Model have
two objectives. One is Validation and second is Verification as
defined by IEEE in [11]. Validation refers to requirements
analysis and verification refers to evaluation of requirements at
each phase with respect to validation.

In our methodology we assume validation as identification
of risks and validation as monitoring or evaluation of risks. We
have seven phases of risk assessment in our model as shown in
Fig. 1.

Each phase of risk assessment V-Model shows
identification and evaluation of risks at start and end
respectively. First phase is about requirements mapping as we
know risks are common in requirements phase. In [12], S. Li
and S. Duo describe hazards caused by risks in software
requirements in models and process.

Second phase is about detail process analysis focuses to
identify risks within processes that could be severe in future.
Third phase is to identify the risk elements in list form based
on possibility in phase two.

Risk Prioritization [13] is one of modern ways of risk
assessment in software development. X. Lin, D. Mingrong in
[14] focuses to indexing of risks to gain more accuracy in risk
assessment. In third phase we assume to prioritize risks.
Solving risk items is also a critical part of software
development. Phase five focuses on difficulty of risk solution
by means of risk occurrence probability. We can identify
solution difficulty by applying weights.

Phase six focuses towards use of matrices to be applied to
measure risks. As described by X. Lin and D. Mingrong in [14],
there are different methods to measure risks but accuracy is not
possible from all of them. Therefore matrices must be selected
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basis on type of risk. The seven and last phase is to calculate
and risks and takes measures to solve them.

Requirements Mapping

l

Detail Process Analysis

]

Risk Elements Findings

l

Prioritization of Risks

l

Risk Solution Difficulty

l

Measuring Techniques

l

Calculate & Measure
t [

Fig. 2. Phases of Risk Assessment V-Model

Verification

Validation

Identification of Risks Evaluation of Risks

In this section we discussed our risk assessment
methodology and importance of phases to be used in our model
with respect to V-Model methodology. In next section we will
discuss our model and its phases in detail with application

IV. RISK ASSESSMENT V-MODEL & APPLICATION

As we discussed before our model is methodological based
and its phases overview. In this section, we will discuss its
aspects in detail as The Risk Assessment V-Model is shown in
Fig. 2.

A. Requirement Mapping

Using requirement mapping is one of the good ways to
eliminate risks at initial level. But the most challenging task is
to map requirements in right way. As we know use case
diagrams are considered to be the best way to map
requirements in visual form. In [15], F. L. Siqueira and P. S. M.
Silva propose to transform stakeholder requirements into
software requirement to ensure requirement refinement. As we
know use case diagram is best way to map user requirement so
in first phase we propose to evaluate initial risks using use case
diagram.

In our strategy, we assume that if risks are highlighted in
use case diagram it will be more convenient way to evaluate
risk elements at requirement level. Fig 3 shows the use case
diagram of sale process. In this figure, when buyer calls “do
sale” process and other sub system or provider calls for
validation of sub processes that are connected to sale process.
This will help software engineers to visualize possibility of
initial risks at requirement phase.
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Fig. 2. Risk Assessment V-Model and its phases showing identification and evaluation of risks with risk tracking.

B. Detail Process Analysis

In this phase, we do detailed analysis of business processes.
As we know, the error occurs between process can lead to be
failure of software project therefore it is needed to identify
risk elements within processes so they could be handled in
future development. Sequence Diagram is considered to be
best to visualize business processes.
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Fig. 3. Fig. 3: Use case Diagram of Sale Process

In [16], P. Luo and Yang Hu do analysis of system risk and
identification using event based sequence diagram. A. Refsdal
and K. Stolen also describes in [17] usefulness of sequence
diagrams to make trust worthy risk analysis because they can
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be understood by users, decision makers, engineers and parties
involved in risk analysis.

We use “do sale” process sequence diagram for detail
process analysis. Fig. 4 shows the sequence diagram of
customer buying sale item. In this figure we assume that those
obstacles which can affect do sale process as risks. If we point
out these threat points in sequence diagram it could be helpful
for developers and software engineers to deal with upcoming
threats. In this figure we use “TP” as threat point where there is
a possibly of likelihood of occurrence. For example threat point
3 refers to find an item in the stock. There is possibility of non
estimated products in stock, out of date prices in stock,
connection failure between prices API and stock database.
These are some technical risks in sale process. Besides this,
there are also performance risks like time taken in processing.
As we know there is internet connection involve for updating
price between stocks and prices API.

C. Risk Element Findings

In this phase, we identify risk aspects from threat points as we
discussed in detail process analysis. For this purpose we make
checklist of the risks we find in sale process and other findings
affecting process.

Making risk checklist is one of tmodern ways to make
assessments. C. Lopez and J. L. Salmeron [18] empathize on
the risk strategies to reduce software risks. They gather data
about risks in software projects based on average and make a
checklist. They also focused on suitability of this strategy for
managing each risk in effective way. M. Keil et al also in [19]
make investigation on different software projects and they
propose that risk checklist help to identify more risks then they
would find without checklist strategy.
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Fig. 4. Risk Assessment V-Model and its phases showing identification and evaluation of risks with risk tracking.

The checklist given in Table I is a sample checklist for sale
process. In this checklist we also listed risk items related to
performances, interfaces, compatibility measures as well as
technical risks. We also mention some requirement mismatch
risks compared to use case diagram in Fig 3. Because our
model ensures traceability so we also try to cover use case
diagram risk points.

TABLE L SAMPLE RISK CHECKLIST FOR SALE PROCESS
Risk Checklist
Sale Process risks check list
1 Non estimated products
2 Out of date prices
3 Authentication security
4 Connection availability
5 API response time
6 Process works as requirments
7 Failure to update stocks
8 Process works stable as requirements
9 Command failure
10 Vulnerability in process execution

D. Priortization of Risks

Risks are prioritizing according to some defined criteria. In
this section, we use severity scales for risk prioritization.
Severity refers to the potential effect of failure over the process.
Mostly rating scales are used for finding severity of risks. Risk
severity is one of the modern ways to prioritize risk. The
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general severity criteria for prioritizing risks are given in Table
IL

TABLE IL RATING CRIETERIA FOR SEVERTY

Rating Description Severity of Effect

5 Critical give customer loss

4 High Function loss

3 Moderate Overall performance

degradation
2 Low Reduced performance
1 None Failure wouldn’t noticeable

E. Risk Solution Difficulty

This section refers to effort required to avoid risks. Some
risk are so twisted they are difficult to find and solve because
they occurred frequently. For example in sale process there are
more chances of command failure due to high data transfer and
internet communication and make system stress less.

TABLE III RATING CRITERAIA FROM PROABABILIY
Rating Description Probability Estimate

5 Almost certain 26% to 99%

4 Likely 11% to 25%

3 Occasionaly 6% to 10%

2 Unlikely 1% to 5%

1 Seldom <1%




Therefore, it is more difficult to solve such risk that comes
frequently. In this section we identify complexity as probability
of risk occurrence and prioritize them according to defined
criteria.

In Table III the rating defined 1 to 5 as probability of
occurrence for complexity of solution. This is generic criteria
and can be changed according to different projects.

F. Measurement Techniques

After getting Risk matrix from severity and complexity
table the most important thing is to use right technique for
measurement. There are lots of measurements tools widely use
for risk analysis. FMEA in [20] describes the RPN (Risk
Priority Number) measure to find criticality of risk. They
describes each RPN as

Severity * Occurrence * Detection = RPN

Besides this, there are many graphical user interface tools
like excel to graphical measure the risks hazards in proper
ways

Thirdly, decision trees are also common to measure
criticality of risks because they can give more visualization of
tracing then others.

G. Calulate and Measure

To measure and visualize risks we assume the following data
based on Sales process. Table IV shows the risk assessment
from Table I risk checklist.

TABLE IV. RISK ASSESSMENT TABLE BASED ON SALE PROCESS
Risk Assessment Table
Sale Process risks check list Severity Probability
1 Non estimated products Moderate Likely
2 Out of date prices Moderate Occasionally
3 Authentication security High Unlikely
4 Connection availability Critical Seldom
5 API response time Low Seldom
6 Process works as requirments Low Unlikely
7 Failure to update stocks High Occasionally
8 Process works stable as requirements None Seldom
9 Command failure None Seldom
10 | Vulnerability in process execution Moderate Unlikely

From Table IV, we visualize risk measures using Microsoft
Excel Tool. The Figure 5 shows assessment Graph for Sale
Process.
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Risk Assessment Graph for "Sale Process"
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Fig. 5. Risk assessment graph for Sale Process

In Fig. 5, on left side it shows the risks in sale process whereas
blue lines show severity of risks as rating whereas gray lines show the
occurrence probability of risks as probability.

We can also visualize our calculations using design tree as shown
in Figure 6. We use classification to make the following decision tree
using Weka tool from data in Table IV.

Tree View

Fig. 6. Decision tree generated by Classification

V.

In this paper, we propose an assessment model for software
risks using V-Model Methodology. We hope this model not
only helps software outsourcing companies to do assessment of
risks in the software solutions with maximum accuracy but also
facilitate its usability and extendibility according to their own
software assessment criteria.

CONCLUSION

Furthermore, based on research data our assessment model
identifies risks coming at each phase of development and
focuses to evaluate them accordingly. The big goal of our
assessment model it ensures the traceability of risks founds in
software solution as all assessments found in each phase are
linked to previous phase.
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Abstract—In order to improve the intelligence, high efficiency,
humanization of the type of the search and eliminate games, and
also to improve the search performance and rule out the
accuracy of the target during intelligent games running. This
paper puts forward a comprehensive method that combines
Genetic Algorithm, Neural Network and Back Propagation (BP)
to solve theinsufficient of computing power and low efficiency by
using a single algorithm in Intelligence games. In this method,
Genetic Algorithm will be used in weight training of Neural
Network first of all. It will not stop iterating until Genetic
Algorithm evolves into a certain degree or network errors
satisfies the requirements, and delivers the best chromosome we
get to Neural Network. Then BP trains the data that runs
through the Neural Network, which is Neural Network’s second
training. Finally, the paper applies the new way in the Mine
Clearance experiment. By comparing this experiment with only
using Genetic Algorithm or Neural Network, finds out the
proposed method significantly improves the minesweepers

accuracy.
Keywords—Genetic  Algorithm;  Neural Network; Back
Propagation
I. INTRODUCE

The processing efficiency of games has always been a topic
of discussion among users. One of the factors that influences
efficiency of games is the use of the algorithm. Genetic
algorithm is an efficient parallel global search algorithm, which
is simple, universal, robustness and suitable for parallel
distributed processing and has potential to be widely utilized[1].
Neural Network is widely connected by a large number of
neurons, forming a complex network system which can
massively process concurrently and store distributed
information[2]. Each algorithm has its own advantages,
however, when the algorithm is separately used in games there
will be some problems we cannot avoid, such as the inferior
computation, low efficiency and so on.

In order to solve the problem of low efficiency caused by
single algorithm, an improved algorithm was put forward in
this paper. The algorithm optimizes neural network through the
genetic algorithm, then trains the training set by BP, which
makes the Neural Network get secondary training. Then apply
the data again after the second training to minesweepers. The
new algorithm takes advantage of the characteristics of each
algorithm effectively, which improves the running efficiency of
the game.

978-1-4799-4765-2/14/$31.00 ©2014 IEEE

The remainder of the paper is organized as follows. In
Section 2, we introduce some related works. The introduction
of the basic algorithm is proposed in Section 3. Experiment and
analysis reported in Section 4. The last part is the summary of
the experiment.

I1. RELATED WORK

Here are two classical algorithms of Artificial Intelligence,
Neural Network and Genetic Algorithm. Application of these
two algorithm is quite extensive. But Genetic Algorithm cannot
avoid such problems as the rough datasets. At the same time,
Neural Network also exists two inherent problems: one is that
it is easy to fall into local minimum, and the other is slow
convergence speed [3]. BP is also with the same problem. A
new algorithm was put forward in this paper synthesizing these
three algorithms with the characteristics of their respective.

For the generation of new algorithm, the paper mainly has
two aspects: Firstly, the paper combines the Genetic Algorithm
with Neural Network. The combination mixes the Neural
Network’s rapid parallelism and global searching capability of
Genetic Algorithm together[4], which solves the randomness of
the Neural Network structure and parameter design and the
shortcoming of depending on person's experience, and
optimizes the Neural Network .in other words, trains the
Neural Network. Secondly, use BP to train the first training
data of the Neural Network which makes the Neural Network
get secondary training.

Il. ALGORITHM

A.  Genetic Algorithm

First of all, Genetic Algorithm generates initial population
is the basic idea of, then according to the objective functions of
problems structures the fitness function. With stand or fall of
fitness, Genetic Algorithm continuously selects and breeds. At
last we will get the best individual fitness which is the optimal
solution after several generations. That is the basic idea of
Genetic Algorithm. That Genetic Algorithm forms the initial
population based on the chromosome coding, then exerts a
certain operation to it according to fitness on the environment
of the individual groups, enabling to realize the
evolution process of survival of the fittest.

In the process of achieving the survival of the fittest,
Genetic Algorithm establishes an iterative process with coding
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space instead of the problem space, putting the fitness function
as an evaluation criterion, taking the evolution of code groups
as the basis, realizing select and genetic mechanism by genetic
operation of the individual bit string. Finally, pattern gradually
evolved to a better direction and found the optimal solution
through these genetic operation.

B.  Neural Network

Neural Network is abstraction and simulation to some basic
features of human brain or Natural Neural Network[5]. Neural
Network is a model to explore and simulate the model of brain
nerve system function through modeling and coupling of the
basic unit of the human brain—-neurons, and to develop artificial
systems with learning, thinking, memorize, pattern recognition
and other information processing functions. Neurons possess
three main functions that are signal input, integration and
output.

An important characteristic of Neural Network is that it can
learn from the environment, and storage the results of learning
to the synaptic connections of the network. Learning of Neural
Network is a process. Under the stimulus of its environment,
we input some sample models one after another to NN, and
adjust the network weights matrix of each layer according to
certain rules. The learning process ended when the network
weights of each layer all converge to a certain value. Then the
generated Neural Network can be used to do the real data
classification.

C. BP neural network

BP algorithm is a supervised learning algorithm[6]. It is a
multilayer feedforward networks which is composed of back
propagation and error correction. BP is composed of two
process that includes forward propagation of information and
error back propagation. It has characteristics of good self-
learning, self-adaption, robustness and generalization [7]. BP
network can learn and store a lot of input-output model
mapping relation without prior revealing  description the
mathematical equations of the mapping relationship. The
essence of its learning is the minimum value of seeking mean
square error function[8]. BP adjust the network weights and
thresholds constantly by error back propagation to make the
minimum error sum of squares of the network to make the Sum
of square error minimum

IV.  ANEW ALGORITHM -AGB

A.  Optimization of Neural Network Based on Genetic
Algorithm

Basing on the global searching capability of Genetic
Algorithm and the fast parallel of Neural Network, we integrate
Genetic Algorithm and Neural Network by the way of using
Genetic Algorithm to optimize the initial weights of Neural
Network, which achieves complementary advantages and
solves the problem of low efficiency caused due to the
disadvantages of Neural Networks and Genetic Algorithms.
Learning steps of Genetic Algorithm combines with Neural
Network:
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Set parameters: Set the population size, crossover
probability and mutation probability, the network layers,
the parameters of each layer such as number of neurons.
Initialization: Initial population generated randomly
P={Xy, X3, X3, Xn},N is the number of connection
weight. P is comprised of n weight vector and a threshold
vector. The weight vector is real numbers vector, the
threshold vector is an n-dimensional real numbers vector.
Calculation: Update weights and adaptive scores of Neural
Network according to the environmental information

Rank: Sort According to the fitness from small to large,
that is, sort it according to the chromosome from good to
bad.

Keep the best chromosomes.

The process of cross and evaluation: Do crossover
operation and evaluate the new individual group.

Variation and evaluate operations: Do mutation operation
and evaluate the new individual group.

If the time beyond the prescribed clock, then turn into the
next generation and go to the step 3, until the users launch
program.

In conclusion, that is, apply Genetic Algorithm to training
the weight of Neural Network, and stop iteration when Genetic
Algorithm evolved to a certain extent or the network error meet
the requirement, then deliver the optimal chromosome to
Neural Network[9]. Make Neural Network getting trained until
the better result is got.

B. The Formation of AGB

Get data from the Neural Network and randomly assign
weight for these nerve cells, then send an insert mode to input
terminal of network, and observe the error value between
actual network output value and the expected output value. We
Use the error value to adjust the weight which comes from the
output of the hidden layer so that the output value can be more
close to the right answer when we use the same input terminal
into the network again. It can do the same thing for the front of
the layer after adjusting the weight of the current layer. So to
ensure the weight of all layers have been adjusted, we push in
the direction of the input layer starting from the output layer
one by one, until you reach the first hidden layer location. If
the work was finished, the actual network output value will be
more close to the expected output values when the insert mode
is send to network input terminal. All different input patterns
need to be repeated many times according to such a process,
until the error reduced to the acceptable within a limit value
what we deal with. By this time, it can be said that the network
has been trained well, this is the second optimization of the
Neural Network. The following step is training the data of
Neural Network by BP:

1. Create network.

2. Initialize the weight to the small random values that
average isalmost to zero.

3. repeat steps (i) to (V) for each pattern:



i)  Put the training set into the network, and calculate the
actual output ;

ii) To calculate the output error between actual output
and desired output ;

iii) Adjust the output layer weights. Repeat steps (iv) and
(v) for each hidden layer ;

iv) To calculation the error of the hidden layer neurons;

V)  Adjust the weights of hidden layers

4. Repeat step 3 until the error in the step (ii) is in the

acceptable range.

The data that trained by BP can adapt to the surrounding
environment more preferably. Putting the data trained by BP
into Neural Network of minesweepers makes the minesweeper
can find and remove the target more quickly.

Summing up the above, the formation of the kind of new
algorithm combines with the characteristics and advantages of
Genetic Algorithm, Neural Network and BP.

V. THE EXPERIMENT AND ANALYZE

A. Initialization Parameter Settings

Before the experiment, the parameters must be initialized.
The following table shows the initial parameter values of this
experiment:

TABLE 1. THE INITIAL PARAMETER TABLE
ParamName Set Value
iFramesPerSecond 60
iNuminputs 4
iNumHidden
iNeuronsPerHiddenLayer 10
iNumOutputs 2
dActivationResponse 1
dBias -1
dLearningRate 0.5
dErrorThreshold 0.003
dMaxTurnRate 0.3
dMaxSpeed 2
iNumMines 40
iNumSweepers 30
dCrossoverRate 0.7
dMutationRate 0.1
dMaxPerturbation 0.3
iNumElite 4

The nature of the Genetic Algorithm is a series of
operations on chromosome patterns, that is, pass from the
excellent pattern to the next group, then use crossover operator
to pattern mutations. Therefore, selection, crossover and
mutation are three genetic operators of Genetic Algorithm.
The genetic algorithm can be set through the three parameters.
Input and hidden layer, hidden layer neurons and output
response value, motivation can be set in neural network. The
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rest of the parameters are conducted on experimental ontology
and experimental target.

B. Theresults of experimental and analysis

1) Theresults of experimental

Run the experiment and choose one of the three algorithms
on the interface, then show the highest fitness scores of genetic
algorithm and the average fitness score line chart through the
keyboard control "F". With time, the algebra of machine get
changed, also the highest fitness and the average fithess
changes. Here is the line chart of GA-AN, AGB in the case of
initial parameter value.

S

[ smart sweepers

Algorithm Help parameters setting
Generation: F2

Best Fitness! 38

Average Fitness: 20.2

M

Fig. 1. The line chart for 72 GA-AN algebra

As can be seen from figl, there is a growing trend in
highest fitness score and the average fitness score with the
increase of learning algebra generations.

The fitness score and the average fitness score showed a
rising trend, but there will be fluctuations up and down, the
reason for this is that the hybrid between chromosomes and its
variations exist great randomness which may lead to a
relatively good chromosomes instead become a general or poor
chromosomes.

)

[ smart sweepers

Algorithm Help parameters setting
Generation: F2
Average Fitness: 24.0667

i

Fig. 2. The line chart for 72 AGB algebra

In the case of parameter value unchanged, considering the
data is trained well by BP, then applied to the machine again,
the adaptability of machine should be more average. There is
no relative the highest and lowest fitness. Therefore, only the
average fitness is set for BP in this experiment.



AS can be seen that there is no obvious peaks and valleys
in fig2. Although the average fitness scores appear the
phenomenon of fluctuated, but it is relatively stable on the
whole, the change is not obvious. The reason is that after
training Neural Network by BP, each connection weight has
been adjusted for the best value in the range of allowable error.
At this time the learning of BP Neural Network has been
established. After applying the training set to minesweeper
games again, the average score of the minesweeper would not
change too obviously.

2) Comprehensive comparison and analysis of the
experimental results

40
30
20
10
0
20 40 60 80 100
GA GA-AN AGB

Fig. 3. Comparison of three methods of calculation results

In the figure, the abscissa is the algebra of minesweepers,
and the ordinate is the average fitness scores of three
algorithms. Genetic Algorithm, GA is used alone in the
experiment of minesweepers, the disadvantage is that the data
set is rough. Relative to the algorithm which is combined with
Neural Network, with the increase of algebra, although average
fitness scores increases, it always is not higher than GA-AN.
Likewise, on the basis of the two algorithms, the average
fitness scores of Neural Network trained by BP will be higher.
Therefore, the highest is the average score of AGB algorithm.

a) In the case of continuous changing the same parameter
value, comparing the three algorithms:
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20
10
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20 40 60 80 100

GA GA-AN AGB

Fig. 4. Gradually increasing the number of mines

From the figd we can see that the average score of three
adaptive algorithms increases with the increase of the number
of mines. This is because minesweepers need to judge more
and more information of the surrounding environment with the

increase of the mines. In the iterative process of Genetic
Algorithm, after a good learning of the minesweepers, put the
information into the Neural Network and change weights of the
Neural Network to increase the adaptability scores. So the
point of training set increased. Apply data that was trained well
to the minesweepers, the average fitness scores increased
compared to the previous.
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Fig. 5. Gradually increasing the number of minesweeper

In the figure5, the abscissa is the algebra of minesweepers,
and the ordinate is the average fitness scores of three
algorithms. What can be seen from the figure is that the
average fitness score of algorithm increased with the increasing
number of minesweepers. This is because the increasing
number of minesweepers means that the number of population
increased relative to the Genetic Algorithms, which lead to the
increasing number of eugenics individual that chosen from
population by Genetic Algorithm, so that the data which is
applied to the Neural Network weights training becomes more
variable and the input information gets more and more, then
more information is obtained by minesweepers. So the average
fitness scores increased with determining the location of the
target more accurate. Therefore, BP data is extracted more
optimized. Data is applied to minesweepers after training, then
the final result is that average fitness score increase.

b) Comparing average fitness scores of three algorithm
through changing four parameter values, the comparison
result isin the following table.

TABLE II. THE AVERAGE FITNESS SCORE UNDER DIFFERENT
PARAMETERS IN THE SAME ALGEBRAIC
rameters Mines Minesweeper | CrossoverRate Mutation
number number rate
algorith (30) (50) 0.4 (0.4)
GA 17.20 19.86 17.83 29.07
GA-AN 20.33 24.28 19.03 32.47
AGB 22.17 25.66 24.33 36.39
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Results analysis:

The results in the table is the average fitness score of three
algorithms in the 72-generation with changing only one
parameter.

As can be seen from the table, the number of minesweepers
reduced relative to initial parameter, and the highest fitness
score decreased either. The fewer the number of minesweepers




is, the lower the highest suitability score is. This is due to the
number of minesweepers reduced, the amount of information
network input greatly reduced, thus affecting the output of the
Neural Network.

The more the number of mines, the highest fitness score
and the average fitness score are higher. This is due to
minesweepers cannot judge the location of mines accurately, so
that the minesweeper cannot remove mines preferably when
the number of mines are less. On the contrary, when the
number of mine are more, minesweepers receive much more
information, and the input of Neural Network increase, so the
minesweeper can learn timely, and it can judge the location of
mines more accurately after learning. At last, the minesweeper
have a higher chance to remove mines, thus increasing the
adaptation degree scores.

Hybridization, i.e. the cross hybridization, refers to two
overlapping chromosomes to cross some of its genes in some
manner, to form a new individual[10]. The hybrid rate become
low, and the number of iterations will reduce, so the
chromosome that was delivered to Neural Network is not the
optimal, which affects fitness scores.

Mutation , replace some genic value of locus in the
individual chromosomes encoding string with the other on the
loci alleles, to form a new individual[10]. Mutation rate relative
to the initial parameter value becomes higher, which will lead
to the number of iterations increasing. The iteration will stop
when the evolutionary computation of Genetic Algorithm reach
a certain degree, then pass the optimal chromosome to neural
networks, until a better result. Therefore, the higher mutation
rate is, the higher the fitness score will be.

On the whole, comparing three algorithm with each other, no
matter what changes, the average fitness score of AGB is the
highest, and the next is GA-AN, the last is GA. The reason is
that Neural Network is based on Genetic Algorithm, which
makes the Neural Network is superior to Genetic Algorithm.
AGB is to optimize Neural Network that was trained by
Genetic Algorithm, so that AGB is superior to the first two,
therefore, there is no doubt that its average fitness score is
higher than the first two.

VI. CONCLUSION

The experimental results can be seen from the figure contrast.

Comparing three algorithms with each other, GA average
fitness score is lower than the GA-AN, the highest fitness score
is AGB trained by BP algorithm.

In genetic algorithms, the chromosomes of minesweepers
can crossover and mutation to generate new individuals to
produce a generation of evolution, so as to make it more
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"intelligent." Neural network is based on the Genetic
Algorithm, it makes use of the characteristic of global search to
get an initial weight matrix, an initial threshold vector and the
optimal chromosome, then apply it to the minesweeper to
update the “brain” of the minesweeper with purpose by
collecting the surrounding information. So that the
minesweepers can be more intelligent and remove mine
quickly and accurately. BP update the minesweepers’ weight
of neural network by training the data of Neural Network,
which increase the efficiency and accuracy of minesweepers.
Therefore, minesweepers can find and remove the target more
quickly and efficiently in the process of superposition of the
algorithm step by step.
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Abstract—Network Coding has attracted significant attention
in recent years, and it has been widely applied in broadcast,
multicast and unicast. Nevertheless, the study on network coding
in convergecast is still in the theoretical analysis and the
simulation stage. In order to investigate the network coding gain
of convergecast in realistic wireless sensor networks, a network
coding-based convergecast scheme is realized in this paper. The
experiment is conducted in the basic size of convergecast whose
size is limited below four, which is for the purpose of eliminating
as much interference from the large size of convergecast network
as possible. Performed in traditional convergecast scheme and
network coding convergecast scheme, the experiment on collection
rate and energy consumption are evaluated under different link
delivery ratios and different scales of convergecast network. The
experiment results show that network coding is certain to
introduce benefit in the case of poor link equality. However, it is
inferior to the traditional scheme when the wireless link delivery
ratio is high enough due to the conscious overhearing and the
prerequisite of successful decoding.

Keywords—wireless  sensor networks; network
convergecast; collection rate; energy consumption

coding;

1. INTRODUCTION

Network coding (NC) is an information exchange
technology which combines routing and coding. NC is put
forward based on network information theory in [1], in which,
butterfly network is researched, in addition, network
throughput is improved as multicast information delivery ratio
can be promoted to the top level with node’s coding. The
theory overthrows the view that processing transmission data
in interior nodes can’t improve the information delivery ratio.
So improving the traditional information processing ways in
communication network becomes a hot study. NC theory is
replenished and completed in [2-3], the theory gives NC with
high performance and low complexity. NC’s application area is
extended from wired multicast to wireless network in [4-11].
Contrast to wired network, wireless network has special
properties, such as broadcast characteristic of wireless channel,
non reliability of link and so on, and those properties can make
NC play a more important role in wireless network area.

Currently, researches of NC in wireless network are
concentrated on unicast [4] and multicast/broadcast [5-6], in [4]
and [5-6], data transmission ratio can be improved. The data
transmission of wireless network can be split to three ways:
unicast of one to one, multicast/broadcast of one to many and
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convergecast of many to one. In wireless sensor networks
(WSNs), convergecast network play the role of collecting
information, specifically, the sensor nodes collect the
environment information around, then transmit the information
to the sink node through several hops as shown in Fig.1.

Several papers have been found to apply NC to
convergecast in WSNs so far. The reliability problem of NC in
convergecast is revealed from the view of theory and
simulations [7-8]. A resolve scheme of convergecast in WSNs
is come up with in [9], and the scheme can improve the
network reliability and decrease energy consumption, but a
re-transmission slot is added. NC can be used to improve the
network reliability in [10], while there are two limitations, one
is that network delay is increased, and the other is high energy
costs and poor adaptability. Sensecode protocol is proposed in
[11], and it can improve the reliability from 15% to 20%, but
more energy is consumed. From those papers, it is obvious to
see that NC can make contribution to convergecast in WSNss,
but, at the same time, NC also does harm to the convergecast
network in some impacts, such as, in NC-based convergecast,
the encoding nodes need to continue to overhear the wireless
links when other nodes overhear more original packets for
encoding operation, the way of several sides overhear in the
same time will consume more energy than traditional
convergecast. In addition, NC has cliff effect, that is, once
decoder can’t receive enough combined packets, all original
packets which participated in encoding wouldn’t be recovered
out.

In order to research the influence of NC to convergecast, a
network coding-based convergecast scheme is realized in a
basic convergecast network in this paper. The performance of
NC will be evaluated in realistic WSNs with convergecast
Network applied in the case of the practical situations are
distinguished. With the experiments, the performance of NC

&

Sensor Node
@ Sink Node

Fig.1 Convergecast scheme in wireless sensor networks
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under different link qualities and different sizes of
convergecast network is tested and contrasted with the
traditional convergecast scheme. The results will bring a new
idea about how to apply NC effectively in convergecast.

The rest of this paper is organized as follows: Section 2
presents the system mode and the network coding processing
scheme. In Section 3, we will evaluate the performance of
NC-based convergecast compared to traditional convergecast
on collection rate and average energy consumption.
Conclusions are given in section 4.

1L SYSTEM MODELS AND NETWORK CODING WORKING

SCHEME

A. System models

The combination of intra-flow NC and converge processing
is feasible, which has been proofed in [7]. There are many
common characteristics between intra-flow NC and
convergecast processing. In Fig.1, packets converge together at
the interior nodes and sink node, when the packets collected is
enough, the sink node can recover the original packets. So
intra-flow NC can improve the security of information benefit
convergecast.

In the processing of tree-based convergecast in WSNs,
many sub trees can be found, as shown in Fig.2(a). The
sub-tree contains n leaf nodes (L;, i = 1, 2, ..., n), n interior
nodes (M;, i =1, 2, ..., n) and one root node (Roof). L; and M; is
one-to-one relationship, that is, every interior node M; only has
one child node L;, and every child node L; only has one father
node M;. In fact, this sub-tree model is the basic component of
traditional WSNs convergecast. The network coding-based
convergecast model is also based on this sub-tree model, we
called Converge-Tree (CT,), in which, n represents the number
of leaf nodes and interior nodes, as shown in Fig.2(b). In the
CT,, leaf nodes are treated as original nodes (S;, i =1, 2, ..., n),
interior nodes are treated as encoding nodes (E; i =1, 2, ..., n),
and root node is treated as decoding node (D). The only
difference between CT, and the traditional convergecast
sub-tree model is that encoding node will overhear the packets
from other neighbors’ child nodes and encode them.

In CT,, original packets are generated periodically from
node S; (i =1, 2, ..., n) and sent to node E; (i = 1, 2, ..., n),
asshown in Fig.2(b). Node E| can receive the packets from
node S, and overheard the packets from node S». E, can receive
the packets from S,, and overhear the packets from

Root

(@

Fig.2 Convergecast structure. (a) Sub-tree model of traditional convergecast; (b)
network coding-based convergecast model
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Sn1. Ei(i=2, 3, ..., n-1) can receive the packets from S; (i = 2,
3, ..., n-1), and overhear the packets from S.i (i =1, 2, ..., n-2)
and Si+1 (I = 3, 4, ..., n). E; can combine the received and
overheard original packets into one packet through linear
network coding, and then send the combined packet to the
decoding node. When receiving all the combined packets, the
decoding node will process them and recover the original
packets.

In view of the purpose of pursuing the influence of network
coding to WSNs convergecast, in the realization of CT,, fixed
route is adapted to eliminate the influence of routing protocol.
It’s clear that the CT, needn’t to change the topology of
traditional convergecast sub-tree model, but a network coding
layer is added only. So, the combined technology of the CT,
and network coding can be used in practical environment.

B. Network coding working scheme

Linear network coding is adopted to perform encoding
operation. In CT,, node E; (i = 2, 3, ..., n-1) will receive or
overhear at most three original packets from Si1, S; and Si1.
The way of the linear network coding as follows:

3 .
Xj :;g;PI

1, 2, 3) is the original packet, gj-

(1

where Pi(i = is the

coefficient selected from Galois field, and X ; is the combined
packet. The addition and multiplication in the formula should
obey the finite field addition and multiplication. » encoders
will generate n combined packets, and then the coded packets
will be forwarded to the decoder D.

Gaussian Elimination will be used to decode the combined
packets at the decoder [3]. When abundant combined packets
are received, the original packets can be recovered. Obviously,
in consideration of the processing of n dimensions network
coding, n coded packets, at least, are needed for the decoder to
recover the original packets, but due to the the packets loss, the
total of the coded packets the decoder received will below n,
then the decoding processing will fail.

III.

For eliminating as much interference from large scale of
convergecast network as possible, the experiment is conducted
in three more basic scale of convergecast networks, which are
CT2, CT3 and CTa. It is easy to get them from Fig.2(b). CT>,
CTs and CTs are elements of Sz when n equals to 2, 3 and 4
respectively. More than 12000 packets are sent out by original
node under different link delivery ratios in each scale of
convergecast structure, which means more than 12000
experiments are going to perform repeatedly in each
convergecast network. TelosB nodes are used as the hardware
platform. In the node, TinyOS is used as the operation system,
which is developed by UC Berkeley University. CC2420 chip
is used as the wireless module, and the power of the wireless
radio is turned up to the maximal so that the nodes in the
network can sense each other. In addition, because of the
limited memory, the node will abandon the received packets at
random. In the experiment, the link delivery ratio is under
human control, simple time division multiple access medium
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access control protocol is employed to synchronize all the
nodes in the network and coordinate the access of wireless
media. The duration of each slot is 100 ms. Fixed coding
coefficients, as shown in (2), are used to network coding
operation.

)
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In the experiment, collection rate and energy consumption
of Network Coding-based Convergecast (NCC) and Traditional
Convergecast (TC) are discussed respectively.

A. Collection rate

Collection rate R. is the ratio of actually received packets
N. and the total received packets N; in the root node in CT:

3)

The convergecast network structures tested in the experiments
are CT2, CTs and CT4. More than 12000 packets are sent out by
original node under different link delivery ratios in different
scales. The experimental and theoretical results are shown in
Fig.3. From the figure, it’s obviously to see that, the
experimental results are corresponding with the theoretical
results from [8].
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Fig.3 Collection rate of NCC and TC

From Fig.3, it is easily to find that, when the link delivery
ratio is low, the collection rate of NCC is higher than TC.
That’s because the overhearing wireless links are exploited by
encoders, which bring the benefit of link reliability. For
example, in CT2, node S1 and Sz will send their packets p1 and
p2 to node D, and they need interior node £ and E> to forward,
Ey and E» are in the communicating range of S| and S,, as
shown in Fig.4(a). p1 is assumed to lose for transmission on the
link from S; to E1, and other links are good. In the traditional
convergecast processing, only original packet p» is received by
D, if we bring NC into the traditional convergecast network,
because the packets from S1 and S> can be overheard by £ and
E>, Ey and E» can generate combined packets (a2#p2) and
(br#p1+tbrp2), the vector [0, a2] and [b1, b2] are linear
independent, then D can recover p1 and p2 according to linear
network coding theory, as shown in Fig.4(b). Thus, NCC can
bring reliability benefit.

The reliability is improved by NCC with the achieved
network coding gain. But when the link equality is good
enough, the collection rate of TC is higher than NCC,
especially the large size of convergecast networks. That’s
because when the link quality is good, the reliability of the
direct link is also high, then the link reliability benefit NC and
redundant link bring is not very obvious. Besides, the cliff
effect exists, that is, once decoder can’t receive enough
combined packets, then all the original packets which
participating in encoding won’t be recovered out. The factors
lead to that the collection rate of NCC is not better than that of
TC at the time when link quality is good enough.

D D
§ 23 a,p, bp +b,p,
Q El E2 El / E2
)2 A . P
C\ Sl Sz ~ /Sl <> Sz

(a) Traditional convergecast (b) Convergecast with network coding

Fig.4 Example of network coding used in convergecast



Table4-1 Current consumption of CC2420 module under different working

modes
Mode current consumption
Voltage regulator off mode(OFF) 0.02pA
Power Down mode(PD) 20pA
Idle mode (IDLE) 426uA
Receiving mode 18.8mA
Sending mode 17.4mA

B. Average energy consumption

No matter whether there is NC or not, the energy
consumption on the original nodes is the same between NCC
and TC. As to decoder, NCC has the Gaussian Elimination
operation, while TC does not. Because the Gaussian
elimination is operated in CPU, and the energy consumption is
too small that it is ignored in the experiment. So the energy
consumption of encoders is the chief concern. There are three
sources for encoders to consume energy: the packet’s sending,
the packet’s receiving (include overhearing and idle listening)
and the nodes’s dormancy (including OFF, PD and IDLE). The
current consumption of CC2420 module under different
working modes can be achieved in [12], as shown in Table.1.

The change of battery voltage will be used to represent the
energy consumption of the node in experiment. But, in global
view, the discharge curve from 2.82V to 2V of AA battery
which is used to supply power to the node is not linear, as
shown in Fig.5(a) (In the discharge processing, the node’s
wireless module is always open, and the packets with voltage
information are generated and sent out every 100 ms. So, the
energy consumption is proportional to time, that is, the figure
can be treated as the relation curve of energy consumption and
voltage). In order to make the voltage’s change denote the
energy consumption clearly, it’s necessary to set a linear
change interval of voltage. For this reason, a interval from
2.77V to 2.74V is adopted in the experiment, the enlarged is
shown in Fig5.(b), and from the figure, we can see that the
discharge curve is linear in this interval.
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Fig.5 Discharge curve of the battery

In CT,, CT; and CTs, the average energy consumption of
NCC and TC under different link delivery ratios is shown
respectively in Fig.6. For NCC, average energy consumption
means the energy consumed by the encoder when the decoder
recovers one original packet (represent by the change of
voltage). And for TC, the average energy means the energy
consumption of the interior nodes when the root receives one
original packet successfully.
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Fig.6 Average energy consumption comparison of NCC and TC

From the Fig.6, it is clear to see that the average energy
consumption of NCC is not always higher than TC under
arbitrary link delivery ratio. When the link equality is low,
because the abundant link of NC can improve the transmission
reliability and make NCC receive more packets than TC. The
reliability benefit of NCC can make energy efficient and
reduce the average energy consumption greatly. But when the
link equality is high enough, the packets NCC receives are
fewer than TC, and the energy efficient benefit reduces greatly.
The encoders in NCC have to overhear original packets, and
open the radio many times to receive packets, then the
performance of encoders causes greater energy consumption
than TC, so the consumption averaging to every recovered
packets enlarge the average energy consumption.

Iv.

Realistic wireless sensor network is the basic platform in
this paper, and NC is realized in traditional convergecast
sub-tree model. It is important to notice that the converging
sub-tree is ubiquitous (The broken line represents one
convergecast sub-tree in Fig.1). NC is realized, and
experimental analysis is under real network. It is hard to see
this work reported in media, so the work in the paper has a
certain sense. The realization of NC-based convergecast just
adds a network coding layer to traditional convergecast
sub-tree model, and the original topology need not to be
changed, so the NC can be applied to practical environment.
From the results we can see that, when the link equality is low,
NCC can improve the collection rate of packets greatly, and
has lower average energy consumption than TC. But when the
equality is good enough, the performance of NCC is poorer.

CONCLUSION

The results show that, NC does not benefit traditional
convergecast under arbitrary link delivery ratio. However, it is
also obvious that there are critical points on collection rate and
average energy consumption with different link delivery ratios.
So this can be the future work. For example, if it is just needed
to open the NC function when the collection rate is below the
critical point and turn down the NC function when the
collection rate is above the critical point. Just in this way, the
performance of the whole network will be improved greatly.
Then how to test out the critical point is a valuable issue.
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Abstract—Chinese text similarity calculation plays an
important role in the Chinese information processing field. This
paper uses ontology to calculate text similarity. The ontology has
been widely used in natural language processing. Its unique
concept model on the relationship offers a new processing
method for word similarity calculation. Based on the
characteristics of ontology and combined with HowNet and
TongYiCi CiLin, we design a Hybrid Word Similarity
Calculation-HWSC method and present a text similarity
calculation method based on ontology model. The experimental
results show that the method can make full use of the
characteristics of ontology to accurately calculate the similarity
between two texts.

Keywords—Text similarity;
CiLin

Ontology; HowNet; TongYiCi

I. INTRODUCTION

The similarity calculation between two texts has always
been a hot topic in natural language processing. It plays a vital
role in many fields of natural language processing. For
example automatic question answering, machine translation,
information retrieval, automatic abstract, etc. Normally, if two
texts have similar meaning, and their structure is similar, we
think these two are similar. In addition, this paper uses
ontology to calculate similarity between two texts. Ontology
has been widely used in the field of Artificial Intelligence. In
the early 1990s, Tom Gruber introduced the ontology as a
technical term to mean a specification of a conceptualization:
An ontology is a description (like a formal specification of a
program) of the concepts and relationships that can formally
exist for an agent or a community of agents[1].

This paper proposes a text similarity calculation method
based on ontology model. Through the ontology model, this
method converts two texts to ontology, combined with the
Hybrid Word Similarity Calculation method (HWSC), and
calculate the similarity between ontology. This method makes
use of the structure of ontology effectively to accurately
calculate the similarity between two texts. And the Hybrid
Word Similarity Calculation method is a hybrid method by
overlapping with three kind of word similarity calculation
methods, they are word similarity based on Chinese character
literal, word similarity based on HowNet and word similarity
based on TongYiCi CiLin. The word similarity is embodies in
their surface features and semantic expressions. These three
methods show different sides of word similarity. In order to get

978-1-4799-4765-2/14/$31.00 ©2014 IEEE

accurate results, the HWSC method sums them up according to
weighting factors. Ultimately, this paper designs an experiment
to show the results of the HWSC method. We use student’s
answer and standard answer for short-answer question as
experimental data, and calculate the similarity value between
them. Then the method automatically gives points for student’s
answer, uses the points to compare with teachers' manual
checking result. The experimental results show that the method
can accurately calculate the similarity between two texts.

The remainder of the paper is organized as follows. In
Section 2, we introduce some related works. The method of
text similarity calculation based on ontology model is proposed
in Section 3. Experiments and evaluations are reported in
Section 4. We conclude the paper in Section 5.

II. RELATED WORK

Calculate the similarity between two texts, is to find the
semantic and syntactic structure similarity between sentences.
At present, there are a lot of similarity calculation methods,
mainly classified into the following three: word overlapping
method[2], the method based on corpus[3] and the method
based on linguistics[4]. Word overlapping method computes
sentence similarity through the same vocabulary that shared in
two sentences. The method based on corpus assembles the
words in sentences and regards them as a feature set, and
calculates the vector Angle cosine values based on corpus as
similar values. The method based on linguistic takes advantage
of the semantic relations between words and its grammatical
components to confirm the sentence similarity.

The above three methods calculate similarity between two
texts from three different angles. This paper combines with the
characteristics of these three methods, mixs them, and presents
a new method of text similarity calculation.

The work of this paper mainly has two aspects: Firstly, a
Hybrid Word Similarity Calculation method is put forward,
which combined with words overlapping method and method
based on corpus. Secondly, an ontology model is put forward
by the use of the method based on linguistic.

III. TEXT SIMILARITY CALCULATION

A. Hybrid Word Similarity Calculation method

Word similarity is a subjectivity concept. According to
actual need, the concept should be adjusted and extended in
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practice. In this article, word similarity is defined as the
coincidence degree between words on their domain knowledge
space. There is a quantitative definition of word similarity.

e Definition: The similarity between word one and word
two has a quantitative calculation result, value space is
[0, 1].The more distance between two words meaning,

the smaller the value.

According to the definition, we can get the specific text
similarity value. All of the method in this paper will calculate
text similarity with a certain value between 0 and 1.

Hybrid Word Similarity Calculation method is a mixture of
three kind of word similarity calculation methods. They are
word similarity based on Chinese character literal[5], word
similarity based on HowNet[6] and word similarity based on
TongYiCi CiLin[7].

1) Word similarity based on Chinese character literal

The similarity between words is affected by the number of
the same morpheme and the weight of the morpheme in each
word. In Chinese, to express the concept of a word, the most
central part is in the second part of the word. A morpheme
which located in the second part of the word plays a greater
role than others. Because of this phenomenon, we need to
increase the weight of morpheme in second part of the word.
There is an algorithm.

SimZM(A,B)zax@mxdx@ 1

F(AB)=|SaJTH42(AB)|+|SaJmHZ(AB)| )
A 8]
|A B
W(A B) =) Weight(Ai)+ > Weight(B,j) ()
i=1 j=1
d = ming A Bl @)

B"|A

A and B represent for two words. SmZM (A, B) represent
for the similarity of A and B. F(A, B)is the similarity between
words in the number of same morpheme. W(A B) is the

similarity between words in the weight of morpheme in each
word. SameHZ (A, B) represent for the collection of the same

morpheme between A and B, |A| represent for the number of
characters in A, Weight(A,i) represent for the it morpheme

weight in A, d is coefficient of position, & and [ represent

for weight coefficient of the same morpheme similarity and
same morpheme position similarity, o x  =1.

The algorithm reflects the literal similarity between words.
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2) Word similarity based on HowNet

HowNet[8] is one of the main knowledge bases in Chinese
information processing, which is based on semantics. Words
are mainly classified into two kinds: one is content words, the
other is function words. Function words do not express any
actual concept, but each concept of content words is composed
of a set of sememe description formulas. They can be divided
into four parts: first independent, other independent,
relationships and symbols.

We calculate the similarity between first independent
sememe according to their distance in the tree which is formed
from relationship between up and down. For other independent
sememe, we adopt the strategy about the whole divided into
parts, matching two groups of sememe according to the
similarity from big to small, and regard average value as the
similarity of the whole. Formula is as follows:

SMZW(S.S) =Y. 8 ©)

i=l

[Ism(s.s)

Smj 1<j<9 is the similarity between first independent,

other independent, relationships and symbols. § and S
represent for two words. B (1 <iji< 4) is an adjustable parameter,

which is on behalf of the weight in each sememe description
formula, and ﬁl +162 +:B3 +ﬂ4 =1, 181 2 182 2 ﬂ} 2 ﬂ4 which
means from Sm to S m, the effect is decreasing.

Word similarity based on HowNet reflects the semantic
similarity between words.

3) Word similarity based on TongYiCi CiLin

TongYiCi CiLin is compiled by Mei JiaJu et al. in 1983. It
is a synonym dictionary which includes synonyms for a word
and a certain number of similar words. The words are classified
by the hierarchical structure of the tree, and enciphered by
serial number. In this dictionary, every word has its own, one
and only, serial number. We use the number to make sure the
semantic distance between words and calculate words’
similarity. Furthermore, the serial number has five layer
structures. To calculate word similarity, we need to know the
layer where the words are different in, and compute by the
fallowing formula.

n-k+1

SmMCL(A B) =4 xcos(nx&)x( )- (6)

a is branch coefficient between two words in their
corresponding layer, each layer has their own coefficient.

cos(nxi) is a regulation parameter. Its function is to control
180

the words similarity between [0, 1]. N is the total number of

n-k+1

the nodes in a branch layer. is a controls parameter. K

n
is the distance between two branches.



Word similarity based on TongYiCi CiLin is to solve the
words similarity through word meaning.

4) Hybrid Word Smilarity Calculation method
The above three methods reflect word similarity in different
level. Combining with these methods, this paper proposes a
Hybrid Word Similarity Calculation method. First we calculate
the value of words similarity through three methods, and then
add them together according to proportion as a final result.

SM(A B) =& x SMZM (A B) + Bx SMZW(A B) + 7 x SMCL(A B) (7)

a,p,y are the threshold values of these three word
similarity methods. And o+ f+y=1. SMZM (A B) is the

similarity calculated by word similarity based on Chinese
character literal method. SmMZW(A B) is the similarity

calculated by word similarity based on HowNet. SmCL(A B)

is the similarity calculated by word similarity based on
TongYiCi CiLin.

B. Sructure of Ontology Model

To compute text similarity, two problems need to be solved.

One is similarity of words in sentences. The other is similarity
of semantic structure between sentences. This paper uses
Hybrid Word Similarity Calculation method to solve the first
problem. And then, an ontology model is put forward to solve
the second one.

In Chinese, a word in the sentence is endowed with
different parts of speech. Such as adjectives, verbs, nouns,
etc[9]. Considered from semantic structure, there is a mutual
connection between words. For example, adjectives are usually
located in the front of verbs. The connection between words
can be reflected by their position in the sentence. This paper
proposes an ontology model[10]. It regards the part of speech
of words as an abstract ontology concept, and regards the
connection between the words as the connection between
ontology concepts. Graphic ontology model are as follows.

Adjective

Follow Num

Follow Nou
Follow Adv

Follow Ad]

Follow MNou

Follow Str

Follow ver

Follow Str

Follow Str

Fig. 1. Schematic Diagram of Ontology Model

In this ontology model, the part of speech is a concept. The
location between words is the relationship between ontology
concepts. We care about six parts of speech, there are
adjectives, verbs, nouns, adverbs, strings and verbs. And each
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part has connection with others. Such as adjectives follow with
nouns, and located in the front of verbs. However, the
relationship between words is not confirmed. Figure 1 just
shows part of the possible relationships. The exact relationship
will be obtained by training.

In the HWSC method, this model will convert two texts to
two ontology, and then this method calculates their similarity.
To calculate text similarity by ontology model has several
advantages.

e Ontology is more structured than text.

e For a text, the number of words and the position
relationship is limited. That means the size of ontology

is limited. And it can reduce operation cost.

Ontology is easy to find out a word’s information of the
text. It can improve computational efficiency.

This paper proposes a similarity calculation algorithm to
calculate the similarity between ontology. The main idea is as
fallows.

a) Read two texts, and word processing by ICTCLAS[11].

b) According to ontology model convert two texts to
ontology.

c) Based on the Hybrid Word Smilarity Calculation
method, calculate the similarity between individuals in
corresponding ontology concepts.

d) Calculate the similarity between ontology concepts.

€) Calculate the similarity between ontology, and output
asthe result of text similarity.

To calculate text similarity, first of all, we need to text
preprocessing. ICTCLAS is a word segmentation system. Its
precision of part-of-speech tagging is up to 94.63%. After word
segmentation, we need to convert two texts to ontology.
According to ontology model, the word with special part of
speech, such as adjectives adverbs, will be selected. We use
them to build ontology. And then, calculate the similarity
between individuals in corresponding ontology concepts by the
mothed of HWSC. Then summarize result, calculate the
similarity between ontology concepts, thereby calculate the
similarity between ontology. As a result, we get a value
between 0 and 1 as the similarity between two texts.

For example: there are two texts.

One. Five parameters of hidden markov model are the state
number, the number of observations corresponding to
each state, the initial state probability distribution, the
state transition probability matrix and the observation
probability distribution matrix.

Two.Five parameters of hidden markov model are the
initial state probability distribution, the number of
observations corresponding to each state, the state
number and the state transform probability matrix.

We can see that the two texts are the same for the most part,

only different in the order of the statement and the second
paragraph. After word segmentation and build ontology by
ontology model, we can get two ontologies.



TABLE L INDIVIDUALS OF ONTOLOGY

Adj Verb Noun Str Num | Adv

Matrix,
Probability
matrix,
Probability
distribution,
Initial state,
Observations,
Number,
State

Transition,
Correspond

Ontology
one

Null Null | Null | Null

Probability
matrix,
Initial state,
Number,
Observations,
Probability
distribution,
State,
Matrix

Transform,
Correspond

Ontology

Null
two

Null Null | Null

TABLE 1 shows the individuals of ontology. To calculate
the similarity between ontology, we need to get the information
of each word, and compare them. Take word “Transition” and
word “Transform” for example.

“Transition” in ontology one we can get information like

these:

{Name= Transition, Part-of= Verb, Follow-Noun=

Probability matrix }

“Transform” in ontology two we can get information like

these:

{Name= Transform, Part-of= Verb, Follow-Noun=

Probability matrix }

To compare with this information, and calculate by HWSC
method, we can get the similarity between individuals. And
then summarize result, get the eventual outcome.

When follow the steps of the algorithm to calculate, we get
a value of “0.8433” as the text similarity. It is basic conform to
the actual.

IV. EXPERIMENTS AND DISCUSSIONS

When we evaluation text similarity, the subjectivity is
strong. It’s hard to get a result. In order to obtain a relatively
objective evaluation result, this article uses student’s answer
and standard answer for short-answer question as experimental
data. These data are come from exams of school. Through
similarity calculation method based on ontology model,
calculate text similarity between student’s answer and standard
answer. And then automatically give points for student’s
answer. Use the points to compare with teachers' manual
checking result. Set A as student’s answer, B as standard
answer, G(A,B) as result of text similarity calculation method
based on ontology model, F(A,B) as teacher’s manual checking
result, Z(A,B) as the total point. And then set a threshold value
w, when

[G(AB)-F(AB)_
Z(AB)

®)
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We think that the calculation result is correct.

In this experiment, we randomly drew two groups of
sample experiments for testing. Each experiment contains 1000
experimental data. We set different threshold to conduct
several experiments, the results are as follows.

08 -
0.7 - =—4—Group 1

0.6 -

Accuracy Rate

== Group 2
0.5 -

0.4

0.1 015 0.2 025 03 035 04
Threshold "w"

Fig. 2. Experimental Results

From Fig. 2, we see that the similarity calculation method
based on ontology model can accurately calculate the similarity
between two texts. When w set to 0.3, the accuracy can reach
above 90%.

V. CONCLUSIONS

Text similarity calculation method based on ontology
model is designed for calculating the similarity between texts.
It uses ontology model to convert text to ontology, and then
calculates the similarity between ontology based on Hybrid
Word Similarity Calculation method. This method avoids
chaos of data and increases the accuracy of text similarity
calculation. In the meantime, it puts forward a new solution to
text similarity calculation and helps researchers for further
research. By observing the result of the experiment, we found
that this method has advantage in comparing similarity
between two texts.

ACKNOWLEDGMENT

This work was supported in part by National Science
Foundation of China under Grants No. 61303105 and
61402304; the Humanity & Social Science general project of
Ministry of Education under Grants No.14YJAZHO046; the
Beijing Educational Committee Science and Technology
Development Planned under Grants No.KM201410028017;
Academic Degree Graduate Courses group projects and the
Beijing Key Disciplines of Computer Application Technology.

REFERENCES
(1]

T. R. Gruber, "Toward principles for the design of ontologies used for
knowledge sharing?," International journal of human-computer studies,

vol. 43, pp. 907-928, 1995.

D. Metzler, Y. Bernstein, W. B. Croft, A. Moffat, and J. Zobel,
"Similarity measures for tracking information flow," in Proceedings of
the 14th ACM international conference on Information and knowledge
management, 2005, pp. 517-524.

P. Shrestha, "Corpus-based methods for short text similarity," Rencontre
des Etudiants Chercheurs en Informatique pour le Traitement
automatique des Langues, vol. 2, 2011.



P. Resnik, "Semantic similarity in a taxonomy: An information-based
measure and its application to problems of ambiguity in natural
language," arXiv preprint arXiv:1105.5444, 2011.

S. Banerjee and T. Pedersen, "Extended gloss overlaps as a measure of
semantic relatedness," in IJCAI, 2003, pp. 805-810.

B. Ge, F.-F. Li, S.-L. Guo, and D.-Q. Tang, "Word's semantic similarity
computation method based on Hownet," Jisuanji Yingyong Yanjiu, vol.
27, pp. 3329-3333, 2010.

T. Jiu-le and Z. Wei, "Words Similarity Algorithm Based on Tongyici
Cilin in Semantic Web Adaptive Learning System [J]," Journal of Jilin
University (Information Science Edition), vol. 6, p. 010, 2010.

217

(8]

(9]

[10]

[11]

Q. Liu and S.-J. Li, "The Word Similarity Calculation on<<
HowNet>>," in Proceedings of 3rd Conference on Chinese lexicography,
2002.

C.-T. J. Huang, Logical relations in Chinese and the theory of grammar:
Taylor & Francis, 1998.

X. Tao, Y. Li, and N. Zhong, "A personalized ontology model for web
information gathering," Knowledge and Data Engineering, IEEE
Transactions on, vol. 23, pp. 496-511, 2011.

H. P. Zhang and Q. Liu, "ICTCLAS," Institute of Computing
Technology, Chinese Academy of Sciences: http:/www. ict. ac.
cn/freeware/003 _ictclas. asp, 2002.


http://www/�

Author Index

A 1424 Carroll Gau 178
; 1460 Chao Du 187
PID Author Name First Page
. . 1461 Chao Du 203
1516 Ali Yassin 22
1480 Chun'e Ku 208
1530 Adeel Akbar Memon 39
1500 Chao Du 213
1396 A Lei Liang 101
1436 Adeel Akbar Memon 197 D
B PID Author Name First Page
i 1516 Deging Zou 22
PID Author Name First Page ]
1377 Dr. H. S SheshadriDr. H S 135
1259 Bindi Huang 45 Sheshadri
1260 Bindi Huang 49 F
1261 Bindi Huang 53 ]
PID Author Name First Page
1409 BoWu 72 .
1416 Fei Hu 31
1377 Bhagya Shree Bhagya Shree 135 . .
1423 Fulian Yin 114
1518 BinWu 145 .
1522 Feng Liu 152
1518 Bo Wang 145
1521 BinWu 148 G
1565 BinWu 166 PID Author Name First Page
1565 Bo Wang 166 1434 Guobin Lan 5
PID Author Name First Page PID Author Name First Page
1422 Chenlong Man 1 1433 Hong Zhu 18
1519 Cho-Li Wang 9 1516 HaiJin 22
1300 CP. Gupta 14 1416 Haopeng Chen 31
1530 Chengliang Wang 39 1260 Haoxiang Mao 49
1314 Chia Hung Kao 82 1409 Hangping Qiu 72
1525 Chenghong Zhou 157 1314 Hsin Tse Lu 82

A-1



1430 HaoWu 119 1461 Jingli Lu 203

1495 Hanshi Wang 123 K
1556 Hong Lv 161
. PID Author Name First Page
1309 hong-wei zhou 174
. 1422 Ke Pang 1
1459 Hanshi Wang 182
. 1519 King Tin Lam 9
1461 Hanshi Wang 203
. 1263 Kai Zheng 128
1480 Hengyi Zhang 208
. 1480 Kezhong Jin 208
1500 Hanshi Wang 213
PID Author Name First Page PID  Author Name First Page
1300 Iti Sharma 14 1423 LuLu 114
1280 Irene Moser 61 1495 Lizhen Liu 123
J 1263 Lin Zhu 128
1429 Lan Kou 140
PID Author Name First Page
1459 Lizhen Liu 182
1519 Jinshu Su 9 ) )
1460 Lizhen Liu 187
1433 Jing Yu 18 ) )
1461 Lizhen Liu 203
1409 Jianxin Luo 72
1500 Lizhen Liu 213
1281 Jingxing zhao 96
1405 Jianchang Tang 105 M
1423 Jianping Chai 114 PID AuthorName FirstPage
1423 Jiecong Lin 114 Mohammed
J 1516 Abdulridha Hussain 22
1430 JunHe 119 1530 Muhammad Rashid Naeem 39
1495 Jingli Lu 123 1530 Muhammad Aamir 39
1429 Jianxing Liu 140 1530 Muhammad Ayoob 39
1522 Jie Wang 152 1259  Minjun Zhu 45
1309 jin-kun yao 174 1261 Minjun Zhu 53

A-2



1430 Mingwei Gao 119
1429 Min Hu 140
1309 meng-zhu li 174
1436 Muhammad Rashid Naeem 197
PID AuthorName FirstPage
1300 Nltesh Aggarwal 14
PID AuthorName FirstPage
1314 Po Hsuan Wu 82
1291 PRIYABRATA SUNDARAY 170
PID Author Name First Page
1245 Qiao Zhu 91
PID Author Name First Page
1424 Rupak Rathore 178
PID Author Name First Page
1416 Shuang Jiang 31
1280 Sahar Sohrabi 61
1425 Suresh Sankaranarayanan 77
1425 Siti Nurafifah Sait 77
1413 Shangping Zhong 109
1565 Shichao Wang 166
1461 Shiwei Zhang 203

A-3

PID Author Name First Page
1517 Tingting Wang 26
1425 Thien Wan Au 77
1396 Tao Xie 101
1309 tao zheng 174
1500 Tao Chi 213
PID Author Name First Page
1509 Wenbo Chen 85
1281 Wen Tan 96
1495 Wei Song 123
1525 Weiping Qian 157
1459 Wei Song 182
1460 Wei Song 187
1514 Weihong Wang 192
1514 Wentao Xu 192
1436 Weihua Zhu 197
1500 Wei Song 213
PID Author Name First Page
1517 Xizhao Luo 26
1261 Xiaolong Jia 53
1261 Xiaolong Jia 53
1262 Xiaolong Jia 57
1281 Xiaohua Li 96
1405 Xinhuai Tang 105
1495 Xinlei Zhao 123



1522 Xiuping Yang 152
1556 Xinsheng Xia 161
1309 xu-yang liu 174
1460 Xingbo Xie 187
1480 Xiaogiu Shi 208
Y

PID Author Name First Page
1422 Yong Zong 1
1422 Yuzhao Li 1
1517 Yangin Zhu 26
1409 i Gao 72
1314 YiHsuan Lee 82
1509 Yucheng Yao 85
1509 Yang Zhang 85
1413 Yulin Xiao 109
1312 Yue Pan 131
1312 Yuwe Li 131
1518 i Liu 145

A-4

1521 Yabo Yuan 148
1521 Yi Liu 148
1556 Yonglin Yu 161
1309 Yan-Guang Chen 174
1309 yiyang 174
1459 Ying Liu 182
Z

PID Author Name First Page
1422 Zaifeng Shi 1
1422 Zehao Xu 1
1519 Zhiquan Lai 9
1433 Zongmin Cui 18
1516 Zaid Ameen Abduljabb 22
1516 Zaid Alaa Hussien 22
1281 zhao hua Liu 96
1430 Zhiyun Xue 119
1556 Zhixiang Hua 161
1480 Zhenzhou Tang 208



	00前页目录
	1.1-1422
	1.1-1434
	1.1-1519
	1.3-1300
	Introduction
	Related Work
	Proposed Symmetric FHE Scheme
	Performance and Security Analysis
	Conclusion
	References


	1.3-1433
	1.3-1516
	Introduction
	Our Proposed Scheme
	Security Analysis
	Implementation and Results
	Related Works
	Conclusion
	References


	1.3-1517
	1.4-1416
	1.4-1530
	1.5-1259
	1.5-1260
	1.5-1261
	Introduction
	Design and implementation
	Evaluation
	Experiment Environment Setup
	Evaluation with Ping
	Netperf Experiment

	Conclusion
	References


	1.5-1262
	Introduction
	Background and Problem
	NUMA Technology
	SR-IOV Technology
	Problem Discussion

	Evaluation
	Experimental Environment
	Evaluation with netperf for test
	Netperf Experiment

	Summary
	conclusion
	References


	1.5-1280
	1.5-1409
	Introduction
	Basic Principle Of SFM
	Related Work
	Data Preprocessing
	Feature Extraction
	Image Matching
	Fundamental Matrix
	Camera Calibration
	Bundle Adjustment

	Experiment
	Discussion and Future Work
	Selection of Detectors
	The problems of BA
	Depending on the initial value: different initial values have great influence on the effects of reconstruction.
	BA performance: BA performance improvement is still an open question.In our experiment, our results could be higher efficient and more compelete if we had considered the parallel framework [29~30].

	Dense multiple view

	Conclutions
	References


	1.5-1425
	1.6-1314
	1.6-1509
	Introduction
	Related Work
	SPH Model
	Neighbor Search
	Parallelization
	Experiment Result
	Conclusion
	Acknowledgment
	References


	1.7-1245
	1.7-1281
	1.7-1396
	Introduction
	Background
	Overview
	Advantages of GlusterFS

	Design And Implementation
	Design Overview
	Details Of Implementations

	Evaluation
	Conclusion And Future Work
	Acknowledgment
	References


	1.7-1405
	Introduction
	Hypothesis
	An Adaptive Framework For Personalized Recommendation Algorithms
	Design Overview
	Implementation Details

	Evaluation
	Conclusion
	References


	1.7-1413
	Introduction
	A Brief Review of OMKC and DUOL
	The Online Multiple Kernel Classification(OMKC)
	The Double Updating Online Learning(DUOL)

	Our Proposed Method
	Theory Analysis
	The Proposed Method

	Experiment
	Experimental Setups
	Comparison with Previous Methods

	Conclusion
	References


	1.7-1423
	Introduction
	Evaluation System Architecture
	User Layer
	Application Layer
	Technology Layer
	Data Layer

	Evaluation Index
	Weight Assignment of Evaluation Index
	Subjective Weighting Method
	Objective Weighting Method
	Combination Weighting Method

	Conclusion
	References


	1.7-1430
	Introduction
	The Distributed Computing Framework
	Details of Each Module
	Feature extraction with SIFT: The original data set is a video, we first use OpenCV to convert video into a sequence of images and subtract background from these images in order to increase the accuracy, which will be the data set. Then, use SIFT algo...
	Bag-of-feature: The bag-of-feature model consists of PCA [13,14] dimension reduction, K-means clustering [13,14] and classification pre-processing that includes normalization and label adding.
	Since the file Wordlist cannot be processed directly by the classifier, it is very necessary to do some pre-processing. Above all , calculating the Euclidean distance between one feature vector to each clustered center point and then feature vector be...
	Training classification model: The classification model was trained for predicting the image class. For the training phase, input for the training algorithm consists of dataset labeled with known target variables. The target variables are, of course, ...

	Performance analysis

	Framework Validation
	The Distributed Platform Parameter
	The Data Set
	Image Classification Results

	Conclusion and Future work
	Acknowledgements
	References


	1.7-1495
	Introduction
	Related Work
	Ontology Construction Method
	Determine the professional field and scope of ontology: [6]analysis by the needs of users, reasoning and retrieval needs. This paper builds an ontology field of tourism in Africa, to improve the user to find information within the semantic network eff...
	Examine the existing ontology and cross-ontology: African ontology is perfect to build the field of tourism, a direct impact on the user's online experience effect, so the field of tourism in Africa to build the ontology but also with other relevant a...
	Summarizes the important concepts: the main tourist areas of information, including attractions, country, city, services, weather and other concepts, including service concept under the parent class also includes transport, catering, hotels and other ...
	Define the class and the class hierarchy: According to important information to consider the field of tourism in Africa, according to a top-down approach to building African ontology field of tourism. The ancestors from Africa tourism concept, extract...
	Define the attributes of a class and the classification of the properties: The properties include data properties and object properties. Object properties describe the relationship between the individual and the individual. So the object properties is...
	Determine individual: In the core of the concept, the hotel has Abafazi_Guest_House, Coral_Tree_Inn, Dar_Nilam_Hotel and other attractions are the Egyptian Museum, the Library of Alexandria, and the Nairobi National Park. Cities of Cairo, Cape Town, ...

	African Tourism Domain Ontology Construction
	Areas of Vocabulary Extract
	Web crawlers
	Regular expression
	Class Construction
	Object PropertiesConstruction
	Date PropertiesConstruction
	Illustration Construction
	Ontology consistency check
	Ontology reasoning

	Experiments and Analyses
	Conclusions
	Acknowledgment
	References


	2.1-1263
	Introduction
	Load Imblance
	The Storage Algorithm
	Storage Algorithm
	Search Algorithm
	The K-bucket based on node performance

	Simulation Test
	Conclusion
	Acknowledgment
	References


	2.1-1312
	Introduction
	System Design
	Sensor layer
	Network layer
	Aplication layer

	Performance Evaluation
	Conclusion
	Acknowledgment
	References


	2.1-1377
	Introduction
	Literature Survey
	Problem Definition
	Architecture
	Results and Discussions
	Conclusion and Feature Work
	Acknowledgment
	References


	2.1-1429
	2.1-1518
	Introduction
	Modeling of GEO+IGSO+MEO Constellation
	Results and Analysis
	Conclusion
	References


	2.1-1521
	2.1-1522
	Introduction
	The Problem Model
	Security Protocol Design
	Protocol Architecture
	Protocol Procedure

	Protocol Performance Analysis
	Comparation with GSR - 802.11 n
	Error Performance Simulation

	Conclusion
	References


	2.1-1525
	Introduction
	Perception-Action Cycles
	Fundamentals of Cognitive Radar
	Summary
	Acknowledgment
	References


	2.1-1556
	Introduction
	The Overrall Distribution Room Detection System Construction
	Structure of the System Design
	System topologies

	Hardwardware Design
	Detection node hardware design
	Design of Microstrip Antenna
	Design of inverted F antenna
	Inverted-F antenna analysis

	Coordinator node hardware design

	Softerware Module Design
	Software Design software module coordinator
	Signal Acquisition Module Software Design

	Experimental Results and Analysis
	Conclusion
	Acknowledgment
	References


	2.1-1565
	2.2-1291
	2.2-1309
	Introduction
	Testing Algorithms
	Solar Cell Measuring
	IV.     Results and Discussions
	V.     Conclusion
	Acknowledgment
	References


	2.2-1424
	2.2-1459
	Introduction
	Related Work
	Key Technology
	B/S Mode
	SSH Architecture

	Analysis and Design of System Function
	Overall Introduction
	Specific Introduction (students function for example)
	Design of Database

	Realization of the Key Function
	Simulation Test
	Papetr genetated automatically: The system offers teachers paper typeoption, and teachers can choose test types, including the scope of testing, test time, question types and quantity. The system selects topics based on the data submitted by teachers ...
	Priority principle: Learning-progress table should be build to record students’test score and answer content. According to the record, the system could mark students’ weakness. When paper generated automatically, priority is usually given to students’...
	Timing strategy: The papers show the countdown and students must answer within the specified time. After time, students will not be able to continue to answer, and only submit papers. Adopts timing strategy to simulate real test urges students’ progre...
	Papers marked automatically: Marking objective questions is very easy to implement and marking subjective question in fact is to compare the similarity of the two texts. A text similarity calculation method was proposed based on ontology model in this...
	Review guidance: After marking, students' test answer and scores will be saved to the Learning-progress table. Operator interface will return the students’ answers and correct answers for reference. The platform also could determine which chapter the ...

	Automatic Question Answering
	Question Analysis.:Through the analysis of the question, including word processing and keyword extraction, the user’s intention is converted into the Jena inference statement of Ontology.
	Answer Extraction: In this system, an ontology model was built related to the contents of the curriculum, to provide a professional domain knowledge database for automatic question answering system. Then it reasons answer in ontology using the keyword...
	Answer  Expansion. Answer expansion is content of ontology associated with the questions. It is achieved mainly through inference. Because in the hierarchy of the ontology, the relationship between father and son are most common and most easy to acces...


	Principle of Design E-Learning Platform
	Conclusions
	Acknowledgment
	References


	2.2-1460
	Introduction
	Related Work
	The Construction of Domain Ontology
	Ontology Construction Method
	The Realization of The Ontology and The Consistency Test

	The Design And Implementation of Automatic Question Answering System
	System Framework Design
	Question Analysis Module
	Answer Extraction Module
	The Standard Answer Expansion Module
	The Ontology concept
	Using synonyms library to find synonyms.
	Extending the concept of parent/child in Ontology.
	Extending the brother concept of Ontology.
	Extending the properties of Ontology. Properties include data properties and object properties. Some results are new individuals, we give hyperlink to them. Click on the links to continue learn.

	Other words


	Experimental Analysis
	Further improving the ontology especially the conceptual structure, which we hope getting help from domain-related experts.
	Searching document about semantic comprehension, perfecting automatic question answering system by semantic understanding.

	Conclusions
	Acknowledgment
	References


	2.2-1514
	MVC Pattern
	The Composes of MVC
	Pros and Cons of MVC

	MVC model of project
	Project Introduction
	Analysis of the Whole Functions

	MVC of Project Expanded Funtion
	Jfinal Framework
	Analysis of Extended Funtions
	MVFO Model

	Conclusion
	Acknowledgment
	References


	2.4-1436
	Introduction
	Related Work
	Risk Assessment Mrthodology
	Risk Assessment V-Model & Application
	Requirement Mapping
	Detail Process Analysis
	Risk Element Findings
	Priortization of Risks
	Risk Solution Difficulty
	Measurement Techniques
	Calulate and Measure

	Conclusion
	References


	2.4-1461
	Introduce
	Related Work
	Algorithm
	Genetic Algorithm
	Neural Network
	BP neural network

	A New Algorithm -AGB
	Optimization of Neural Network Based on Genetic Algorithm
	The Formation of AGB

	The Experiment and Analyze
	Initialization Parameter Settings
	The results of experimental and analysis
	The results of experimental
	Comprehensive comparison and analysis of the experimental results
	In the case of continuous changing the same parameter value​, comparing the three algorithms:
	Comparing average fitness scores of three algorithm through changing four parameter values, the comparison result is in the following table.



	Conclusion
	Acknowledgment
	References

	2.4-1480
	INTRODUCTION
	SYSTEMMODELSANDNETWORKCODINGWORKINGSCHEME
	Systemmodels
	Networkcodingworkingscheme

	EXPERIMENTRESULT
	Collectionrate
	Averageenergyconsumption

	CONCLUSION
	ACKNOWLEDGMENT
	REFERENCES


	2.4-1500
	Introduction
	Related Work
	Text Similarity Calculation
	Hybrid Word Similarity Calculation method
	Word similarity based on Chinese character literal
	Word similarity based on HowNet
	Word similarity based on TongYiCi CiLin
	Hybrid Word Similarity Calculation method

	Structure of Ontology Model
	Read two texts, and word processing by ICTCLAS [11].
	According to ontology model convert two texts to ontology.
	Based on the Hybrid Word Similarity Calculation method, calculate the similarity between individuals in corresponding ontology concepts.
	Calculate the similarity between ontology concepts.
	Calculate the similarity between ontology, and output as the result of text similarity.


	Experiments and Discussions
	Conclusions
	Acknowledgment
	References


	AUTHOR INDEX
	Mainpage





